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Preface

The Pacific Rim International Conference on Artificial Intelligence (PRICAI) is
the leading conference in the Pacific Rim region for the presentation of research
and the latest developments in Artificial Intelligence, including the application
of AI to problems of social and economic importance. PRICAI 2000 was the
sixth in the biennial series of conferences and was held in Melbourne, Australia,
August 28–September 1, 2000.

The PRICAI 2000 workshops were designed to provide a forum for resear-
chers and practitioners to present and exchange the latest developments at the
AI frontier. Workshops are more specialized and on a smaller scale than confe-
rences to facilitate active interaction among the attendees. They encourage AI
theories to meet reality, AI researchers to work with practitioners, and vice versa.
Through workshops, both sides get exposure to evolving research and tools, and
to the practical problems to which AI can be applied. As an excellent indicator
of the current level of active research and development activities, PRICAI 2000
included a total of seven workshops: AI and the Internet, Intelligent Informa-
tion Agents, Applications of AI in Industry, Multi-Agent Systems, Text and Web
Mining, AI in E-Commerce, and Teams with Adjustable Autonomy.

The work from four of the seven workshops has formed this unique collec-
tion of four parts. Part I reports on Applications of AI in Industry; Part II
covers AI in E-Commerce; Part III details Intelligent Information Agents, and
Part IV discusses the issues of Teamwork and Adjustable Autonomy in Agents.
Each workshop paper was accepted after review by at least two experts. Further
improvements were included in many papers in preparation for this collection.
Readers can find diverse topics and careful discussions centered around the four
important themes in our ever changing world. This collection plays an impor-
tant role in bridging the gap between AI theory and practice, to emphasize the
importance of AI in the research and development of Agents, E-Commerce, and
in many real-world applications, and to publicize and extend AI technology to
many domains in this fast moving information age.

The chairs of the workshops did an excellent job in bringing together many
AI researchers and practitioners from the Pacific-Asia region and from all over
the world. The well received workshops at PRICAI 2000 and the publication
of this collection have convincingly shown the significance and practical impact
of the work presented in this collection. Professor Nancy Reed’s great effort in
producing this special, fine collection will be applauded and appreciated by many.
I am certain that this collection will stimulate more AI research and applications,
influence many graduate students to conduct research and development in AI,
and have a positive impact toward making our future better by creating an
increasingly intelligent world.

June 2001 Huan Liu
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Artificial Intelligence in Industry

Graham J. Williams1 and Dickson Lukose2

1 Enterprise Data Mining
CSIRO Mathematical and Information Sciences
GPO Box 664, Canberra 2601, ACT, Australia

Graham.Williams@cmis.csiro.au
2 Mindbox Inc.

300 Drake’s Landing, Suite 155
Greenbrae, CA 94904, USA

Dickson.Lukose@mindbox.com

Abstract. The Symposium on the Application of Artificial Intelligence
in Industry was held in conjunction with the Sixth Pacific Rim Interna-
tional Conference on Artificial Intelligence (PRICAI-2000), Melbourne
Australia, August 2000. It was the second of the Symposium series aim-
ing to highlight actual applications of Artificial Intelligence in indus-
try and to share and compare experiences in doing so. The Symposium
brought together researchers and developers of applied Artificial Intelli-
gence systems. The symposium is the leading forum in the Pacific Rim
for the presentation of innovative applications of AI in industry.

1 Introduction

Artificial Intelligence techniques represent mature technology that have wide-
spread application in many areas of industry. The application of Artificial In-
telligence technology to industry has been happening, often quietly, for several
decades. Success is often in making the techniques “disappear” into the func-
tionality of the delivered system. Consequently, we do not always appreciate the
wide application of AI.

In common with other computer systems, important issues related to build-
ing and deploying AI based production systems include: the development of
domain-specific knowledge bases and ontologies; the development of domain spe-
cific tools, techniques and methods; systems architecture, systems and software
engineering techniques and methodologies that are practical and effective; inte-
gration of AI systems with conventional database applications and legacy sys-
tems; the validation and verification of the functionalities and systems tuning
for speed and efficiency. Other factors play a key role in determining the suc-
cess of projects, including project, client, and management expectations, project
planning, and social and cultural issues.

The objectives of the symposium were: to provide a forum for the discussion
of innovative applications of AI in industry; to provide practising engineers ex-
posure to and an evaluation of current research, tools, and practises in industry;

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 3–4, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



4 G.J. Williams and D. Lukose

to provide the research community a forum for exposing them to the problems
of the practical applications of AI in industry; and to encourage the exchange of
practical AI technologies and experience.

The selection of papers included in this volume brings together a collection
that record varying degrees of application. Some propose techniques that are
applicable to building industrial applications, while others report on industrial
projects that are at various stages of implementation. Of particular interest are
those that describe successful deployment in government and industry.

We trust you will find this selection of papers from the Symposium an inter-
esting read and provide insights that you may be able to take advantage of in
applying Artificial Intelligence solutions to real world problems.

2 Program Committee

We owe a considerable debt to the active members of the program committee
for their efforts in carefully reviewing the papers and assisting the symposium
chairs in their task of selecting papers that will be of interest to industry. The
program committee consisted of:

– Leila Alem (CSIRO, Australia)
– Andrew Blair (BT Financial Group, Australia)
– Shu Heng Chen (National Chengchi University, Taiwan)
– Sung-Bae Cho (Yonsei University, Korea)
– Vladimir Estivill-Castro (Newcastle University, Australia)
– Brian Garner (Deakin University, Australia)
– Warwick Graco (Health Insurance Commission, Australia)
– Tim Hawes (Mindbox Inc, USA)
– Zhexue Huang (ETI, The University of Hong Kong)
– Philip Jackson (Intra - Team IT, UK )
– Ryszard Kowalczyk (CSIRO, Australia)
– Robert Kremer (University of Calgary, Canada)
– Chris Leckie (Telstra, Australia)
– Setsuo Ohsuga (Waseda University, Japan)
– William Richer (Mindbox Inc, USA)
– David Ripley (CSC/NASA, USA)
– Dharmendra Sharma (Univ South Pacific, Suva, Fiji)
– Robert Straughan (Inst for High Performance Computing, Singapore)
– Said Tabet (Mindbox Inc, USA)
– Ian Watson (University of Auckland, NZ)
– Wayne Wobcke (British Telecom, UK)



Applying Behavior-Oriented Robotics to a Mobile
Security Device

Andreas Birk and Holger Kenn

Artificial Intelligence Laboratory
Vrije Universiteit Brussel

{cyrano, kenn}@arti.vub.ac.be

Abstract. The paper describes an industrial application of behavior-oriented
robotics, the so-called RoboGuard. It is a mobile security device which is tightly
integrated into the existing surveillance framework developed and marketed by
Quadrox, a Belgian SME. RoboGuards are semi-autonomous mobile robots pro-
viding video streams via wireless Intranets to existing watchguard systems. Robo-
Guards fill several market-niches. Especially, they are a serious alternative to the
standard approach of using Closed Circuit Television (CCTV) for surveillance.
Low production cost and user friendliness were two important design targets for
the actual mobile base of the RoboGuard, which were achieved by following the
AI paradigm of behavior-oriented robotics.

1 Introduction

The RoboGuard allows remote monitoring through a mobile platform using onboard
cameras and sensors. RoboGuards are supplements and often even alternatives to stan-
dard surveillance technology, namely Closed Circuit Television (CCTV) and sensor-
triggered systems. The RoboGuard is a joint development between Quadrox [QUA], a
Belgian security SME, and two academic partners, the AI-lab of the Flemish Free Uni-
versity of Brussels (VUB) and the Interuniversity Micro-Electronics Center (IMEC).

RoboGuards are tightly integrated into the existing range of products of Quadrox.
This is an important aspect for the acceptance of any novel technology in well-established
markets as customers are usually not willing to completely replace any existing infras-
tructure. For efficiency and security reasons, the RF-transmitted video-stream of the
on-board cameras is compressed using a special wavelet-encoding [DC97]. The IMEC
is the responsible partner for this feature of RoboGuard. The mobile base and its con-
trol, which are the main focus of this paper, are at the hands of the VUB AI-lab. The
VUB AI-lab has a long tradition since the mid-1980s in basic research in the domain
of behavior-oriented robotics. The expertise of the VUB AI-lab in this domain includes
conceptual aspects as well as technological know-how, which are both incorporated in
the RoboGuard system.

In accordance with recent interest in service robotics [Eng89], there has also been
previous work on security robots. This work is widely scattered, ranging from unmanned
gunned vehicles for military reconnaissance operations [AHE+90] to theoretical research
on reasoning within decision-theoretic models of security [MF99]. Our approach deals

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 5–15, 2001.
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6 A. Birk and H. Kenn

with a system operating in semi-structured environments under human control and which
is a product, i.e., it must be competitive to existing alternative solutions for the task.

The rest of this paper is structured as follows. In section two, a short introduction
to the field of behavior-oriented AI is given and its relation to the RoboGuard project is
explained. Section three presents the hardware aspects of a RoboGuard. In section four,
the software side of the RoboGuards is introduced. Section five concludes the paper.

2 AI and Robotics

“Classical” robots as we find them today in industry rely very much on precise me-
chanics. This is necessary as these robots rely on exact models, for example to describe
and compute their kinematics. The need for extreme precision puts high demands on
the parts, the assembling, and the maintenance of these robots. The field of behavior-
oriented robotics or the “artificial life road to AI” [Ste94a] on the other hand has come up
with robotic systems which are much less demanding in this respect. The model-based
control schemes are substitute by reactive ones [Bro86,Ste91], which establish close,
dynamic couplings between sensors and motors. Instead of using complex models, sen-
sor information is exploited as, as Rodney Brooks put it, “the world is its best own
model” [Bro91]. In addition to the much lower need for precision, there is a lower need
for computation power as well, as reactive control schemes are usually computationally
much cheaper than model-based control schemes like for example inverse kinematics.

Behavior-oriented robotics profits mainly from recent advances in sensor technology
as there are more and more mass-produced, inexpensive sensors available for a multitude
of different applications. Especially, advances in vision related hardware allow for some
various sensing tasks at low cost. In combination with the tremendous savings at the
mechanical part of the device, a behavior-oriented robot can be produced much cheaper
than its classical counterpart [Bir98]. This cost effectiveness is an important feature for
RoboGuard.

In addition, RoboGuard needs several functionalities which are directly related to
artificial life (Alife) [Lan89] and research on animats (= animal + robot) [Wil91]. For
example, RoboGuard has to be self-sufficient, i.e., it has to be able to sustain itself over
extended periods of time in respect to energy [Pfe96]. In this context, basic research in
an artificial robotic ecosystem [Ste94b,McF94,Bir97,BB98] turned out to be very useful
for this practical application.

A further advantage of employing behavior-oriented concepts in RoboGuard is the
facilitation of semi-autonomy. In contrast to the naive intuition, including a human
operator in the control loop of the base can make the task more complex. It is very
difficult, if not impossible for a human teleoperator to efficiently steer a mobile base
with video-streams from a on-board camera only. Operators do not take the current
speed and momentum of the base into account, they neglect possible delays, they have
difficulties to develop a feeling for the size of the base, and so on. In addition, the mobile
base has to be protected from accidental or malicious misuse.

Shortly, the mobile base needs an advanced system for navigation and steering
support including obstacle avoidance. The fusion of operator steering commands, au-
tonomous drive and navigation functionality, as well as domain-specific plausibility and
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safety checks is a non-trivial task. For this purpose, the modular approach of using be-
haviors is especially suited. It also turned out that we could strongly benefit in this respect
from insights gathered in the domain of robot soccer [BKW00,BWBK99,BWB+98].

Fig. 1. A picture of the RoboCube, an extremely compact embedded computer for robot control.

3 The Implementation of the Mobile Base

3.1 The RoboCube as Controller-Core

The basic Sensor-Motor-Control of RoboGuard centers at the side of electronics around
the RoboCube, a special robot control hardware developed at the VUB AI-lab. The VUB
AI-lab has quite some tradition in developing flexible robot control hardware. Various
experimental platforms have been build in the lab starting from the mid-eighties up until
now. They were used in basic research on behavior-oriented architectures as well as for
educational purposes. In all applications it was important that researcher or students could
easily add, change, and replace components. Over the years, experiences with approaches
based on embedded PCs and different micro-controllers were gathered and lead to the
Sensor-Motor-Brick II (SMBII)[Ver96]. The SMBII is based on a commercial board
manufactured by Vesta-technology providing the computational core with a Motorola
MC68332, 256K RAM, and 128K EPROM. Stacked on top of the Vesta-core, a second
board provides the hardware for sensor-, motor-, and communication-interfaces.
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The so-called RoboCube (figure 1) is an enhanced successor of the SMBII. In
RoboCube, the commercial computational core is replaced by an own design, also based
on the MC68332, which saves significant costs and simplifies its architecture. In ad-
dition, the physical shape of RoboCube is quite different from the one of the SMBII.
First, board-area is minimized by using SMD-components in RoboCube. Second, three
boards are stacked on each other leading to a more cubic design compared to the flat but
long shape of the SMBII, hence its name RoboCube.

RoboCube has a open bus architecture which allows to add “infinitely” many
sensor/motor-interfaces (at the price of bandwidth). But for most applications the stan-
dard set of interfaces should be more than enough. RoboCube’s basic set of ports consists
of

– 24 analog/digital (A/D) converter,
– 6 digital/analog (D/A) converter,
– 16 binary Input/Output (binI/O),
– 5 binary Inputs,
– 10 timer channels (TPC),
– 3 DC-motor controller with pulse-accumulation (PAC)

The RoboCube is described in more detail in [BKW00,BKW98].

3.2 The Developments of the Mobile Base

When developing and integrating the different hardware components of the mobile base,
it was necessary to engineer specific aspects through several iterated test and devel-
opments. For example, it is necessary to exactly adapt the drive-units (with motors,
gears, encoders, wheels, etc.) to achieve a maximal performance at minimal cost. The
same holds for the power-system and all other sub-units of the base. The following two
bases serve as an example of this process of constant adaption and improvement. At the
moment, the second base is produced in a small series to be used as RoboGuards.

The basic hardware aspects are the mobile platform inculding the RoboCube con-
troller, the motor drivers, the support frame, the power system and the energy manage-
ment.All these factors are strongly interdependent. In addition, they are strongly affect by
the type of main-computer supplementing the RoboCube as this main-computer strongly
affects the power consumption. The main-computer is used for the high-level computa-
tions, especially the image acquisition, the image compression and the communication
on board of the robot. Due to an adaptation to the developments of the computer market,
the type of main-computer on the robot was changed and therefore there were significant
changes within the base-design between the first and the second version.

3.3 The First Mobile Platform and Base

The most significant feature of the first version of the base (figure 2) is the usage of
a network computer, namely the Corel Netwinder (figure 3). At the beginning of the
project, network computers seemed to be a promising technology especially in respect
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Fig. 2. The first base for RoboGuard (left) and a schematic drawing of its mobile platform (right).

Fig. 3. The first version of the RoboGuard base includes a network-computer, the Corel Netwinder.

to this project. The Corel netwinder is very compact, offers many default interfaces, and
it has a very low power-consumption.

But its computing power is not sufficient for the needs of this project. Furthermore,
it is questionable if this trait of computers will survive the fast current developments in
the market. To guarantee availability and increase in performance for the future, it was
seen necessary to switch to a PC-based approach. This implied that the drive- and power-
system of this first base were much too small. They had to be severely adapted for the
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next version. But the general development of motor-drivers and the control-electronics
were already successfully completed on this base.

3.4 The Second Mobile Platform and Base

As mentioned above, it was decided to move to a PC-based approach for future develop-
ments instead of using a low-power but also low performance network computer. This
change had also many implications for the mobile base.

Fig. 4. The inside core of the second version of the RoboGuard base. It includes a mobile PC-board
and four color-cameras allowing full 360 degrees surveillance.

The second version of the mobile platform (figure 4) and base was developed with
several intermediate tests and changes. It is already a very matured version, i.e., there
will be no or only minor changes to its low-level functionality for future versions. As
mentioned above, a small series of these bases is produced at the moment to be used in
RoboGuards.

4 The Software Side

4.1 Overview

The RoboGuard control software’s task is the low-level control of the RoboGuard Base as
well as several forms of support for the operator. Ideally, the operator has the impression
that he or she is in full control while the system autonomously takes care of crucial
tasks like obstacle avoidance, keeping on a trajectory, emergency stops, and so on. The
software architecture is structured into several layers (figure 5), each allowing several
modules or behaviors to run in (simulated) parallel.
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path-planning

motion-control

motor-control

strategic [communication, plausibility checks]

[obstacle-avoidance, short paths]

[vectors, curves, dead-reckoning]

[PID-speed controller]

[drivers, tasks, control-support]operating system

Fig. 5. The software architecture of RoboGuard’s mobile base. It is a layered architecture where
several modules or behaviors run in simulated parallel.

4.2 CubeOS and Control

The RoboGuard control software relies on the RoboCube controller platform and on it’s
CubeOS operating system to implement the control application. The CubeOS nanokernel
contains real-time multi-threading, abstract communication interfaces and thread control
primitives. On top of the nanocore, a set of software drivers provides an application
programming interface to the RoboCube’s hardware.

The RoboGuard controller makes use of these drivers to control the MC68332TPU on
the RoboCube. The TPU is the main hardware interface for motor control and odometry.
The TPU has 16 independent Channels which can be programmed to various functions.
In the RoboGuard, four of these channels are used for odometry, two channels form a
quadrature decoder. This quadrature decoder represents an up/down impulse counter that
is controlled by the encoders on the motor axis. The CubeOS TPU driver configures two
TP channels to form the decoder by linking them together in QDEC mode. Motor control
is implemented by the TPU’s pulse width modulation function. Again, the CubeOS
TPU driver prepares one TPU channel per motor to generate a fixed-frequency square
waveform with variable duty cycle that is controlled by the controller application.

The communication with the onboard PC makes use of the serial communication
driver in CubeOS. It provides queued input and output to the application as well as
platform-independent data encoding (XDR). Upon initialization, the controller applica-
tion initializes the TPU driver which in turn initializes the TPU hardware and sets up the
channel functions. The control information for the mobile base state and the odometry
position is reset to orientation 0 degrees, position (0,0), speed 0.

Then, the control thread is configured to be restarted every 25 msec. This function
is also executed by the TPU. Then the communication thread starts up and waits for
incoming packets on the serial communication link that is connected to the onboard PC
of the RoboGuard mobile base. Upon proper reception, the content of each packet is
translated into control commands for the control task.
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The control task is invoked every 25 msec. It first reads the QDEC decoder TP
channels and computes a new base position and orientation. Then, the control command
from the communication thread is compared with the current state of the base and
correction values are computed which are then used to change the PWM settings of the
motors. The control task then exits.
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4.3 Motion- and Motor-Control

The motion layer interacts with the higher layers via a shared memory buffer that is
written by a higher thread and is read by the motion thread (figure 4.2). The write
operation is made atomic by delaying the execution of the motion thread during write
operations. So, target-values in the motion-controller can be asynchronously set by
higher level behaviors. The motion-controller so-to-say transforms the target-values on
basis of odometric data to appropriate target-values for the motor-control. The motion-
and motor-control layers are based on generic software modules for differential drive
robots, featuring

– PID-control of wheel speed
– odometric position- and orientation-tracking
– rotational and translational control

4.4 The Strategic and Path-Planning Layers

A core function on these layers is operator communication, i.e., the transmission of
control states from the operator’s console or so-called cockpit to the control hardware.
To ensure a low-latency operation over the Internet link, a protocol based on UDP packets
has been implemented. The packets are formed at the cockpit by synchronous evaluation
of the control state and transmission to the onboard PC of the RoboGuard platform via
Internet. Here, they are received and transmitted to the RoboCube via the serial port.
The communication behavior parses the packets and makes its content available to other
behaviors via shared memory.

To ensure low-latency-operation, there is no retransmission on lost packets although
UDP does not guarantee successful delivery of packets. However, since packets are
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transmitted synchronously and are only containing state information, there is no need to
resend a lost packet since the following packet will contain updated state information.
By exploiting this property of the protocol, low-latency operation can be assumed.

The communication between the RoboCube and the onboard PC uses inband hand-
shaking to prevent buffer overruns in the RoboCube software. The communication layer
software in the RoboCube confirms every packet with a 0x40 control code. Only if this
control code has been received, the onboard PC communication layer software transmits
the next packet. If the RoboCube communication layer software did not yet confirm a
packet when a new packet arrives from the Internet transport layer, this packet is dis-
carded so that the control layer software only receives recent packets, again ensuring
low-latency operation.

Plausibility checks on the same layer can be used to discard packets or to modify the
implications of the information they contain. This is done in a rule-based module. This
functionality is optional and allows a convenient incorporation of background knowledge
about particular application domains. The strategic layer also includes self-sufficiency
behaviors like energy-management. Depending on the preferences of the customer, the
arbitration of these behaviors can be handled in the rule-base. For example, a low-priority
mission could be autonomously aborted if the base is likely to run out of energy during
its execution.

The path-planning layer handles functionality to facilitate the operation of the base. It
can incorporate world-knowledge on different scales, again depending on the preferences
of the customer. Its simplest functionality consists path stabilization, i.e., jitters from
the manual control can be smoothed away by temporal filtering. Behaviors for obstacle
avoidance protect the system from accidental or malicious misuse, and help to move
along narrow hallways and cluttered environments. Last but not least, it is possible to
let the base navigate completely on its own when detailed world-knowledge in form of
maps is provided.

5 Conclusion

The paper described the mobile base of RoboGuard, a commercial surveillance device.
The base is developed with concepts and technology from behavior-oriented robotics,
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leading to low production costs and high user friendliness. Unlike “classical” robots,
the base does not rely on extremely precise mechanics and detailed models. Instead,
tight couplings between sensors and motors through software modules or behaviors run-
ning in (virtual) parallel are used. This allows a smooth fusion of steering commands
from a human operator with autonomous functionalities like obstacle avoidance and mo-
tion stabilization. Furthermore, the generic modularity of a behavior-oriented approach
facilitates customization to the specific needs of a particular customer.
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Abstract. The purpose of this paper is to suggest a process for ontology design
and its application. Current knowledge modeling methodologies tend to focus
on the particular task, which makes them difficult to be reused. In this paper,
we propose three different ontology models suitable for modeling large scale
type domains. We apply the models to the problem domain of petroleum waste
management, and discuss knowledge representation at the different levels of
ontologies.

1. Introduction

Ontologies provide terms for describing knowledge about a domain, and is
understood as an agreed upon vocabulary of common terms and meanings within a
group of people. Most research on ontologies focuses on what one might characterize
as domain factual knowledge because knowledge of that type is particularly useful in
natural-language understanding [1].

The communication and knowledge sharing problems are important between
users and organizations. To reduce the gap of misunderstanding, an agreement must
be achieved about the shared knowledge among users and software. The objective of
this project is to design a flexible multi-level ontology for different application
purposes. We focus on designing different levels (models) of ontologies to support
users’ needs, and we apply this ontology design to the problem domain of petroleum
remediation.

The rest of this paper is organized as follows. Section 2 introduces background
literature on ontology design. Section 3 presents the design method and process.
Section 4 describes the problem domain for building an ontology. Section 5
introduces the ontology tool and some implementation results. Finally, we briefly
conclude the paper.

2. Background Literature on Ontology Design

Noy [4][5] describes previous projects related to fundamental principles for ontology
design. The CYC project [3] attempts to create a general ontology for common sense
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knowledge, and contain more than 10,000 concept types used in the rules and facts
encoded in the knowledge base. The upper level of the CYC hierarchy is the “thing”,
which is separated into three sub-classes: individualObject, intangible, and
representedThing. The hierarchy under “thing” is that not all the sub-categories are
exclusive. Sowa’s Ontology [7] states his fundamental principles for ontology design
as “distinctions, combinations, and constraints”.  He uses philosophical motivation as
the basis for his categorization. The upper level is a category for every possible
combination of distinctions. At the lower level, it uses constraints to rule out
categories that cannot exist. In our ontology design, we also distinguish among
different levels of models according the content and use of knowledge.

3. Design Method for Ontology

Building ontologies involve many steps as shown in Figure 1.
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Fig. 1. Basic architecture of remediation ontology

In Figure 1, (1) the domain knowledge is obtained through either relevant
document study or interviews with domain experts. Knowledge analysis proceeds
after the knowledge is collected from experts. (2) After the knowledge is obtained and
analyzed, an initial ontology design can be developed. (3) A proper ontology
development tool is chosen and the ontology editor is used to create ontologies.
Ontologies are foundation knowledge of knowledge bases. (4) To develop the
petroleum remediation domain ontology, an ontology tool called Protégé-2000 was
used. This tool can automatically generate a knowledge acquisition tool, which
supports a user interface for domain experts to fill in information according to the
ontology structure. The details of the tool and interface will be discussed in section 5-
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2. (5) A knowledge base can be built based on ontologies and user input from the
knowledge acquisition user interface. (6) The user can evaluate this ontology by
testing the definition of terms and concepts of domain knowledge. Experts or users
can validate the knowledge user interface when they fill in the domain knowledge. In
addition, the knowledge base must satisfy the published reports and references.  (7)
After defects have been reported by the users, or if the resulting knowledge base does
not match with the published related reports, the ontology structure must be re-
designed through studying the necessary documents and continuing discussions with
experts. (8) To create other ontologies, the user can simply adopt an ontology similar
to the new problem domain from step 3 (Ontologies).  The user can modify and adapt
the middle level (domain or task ontologies) and domain specific level to suit the new
domain. This process is described in detail as follows.

3.1   Design Process

Step 1: Domain study and initial ontology design: The purpose of this step is to study
published remediation literature, reference books, textbooks, and government reports,
which should contain descriptions of standard protocols for selection of remediation
procedures. These resources can be used to identify issues in representing remediation
knowledge.

Step 2: Extend and improve initial ontology design: The second step is to use
some cases from published papers or interview domain experts for a more precise and
detailed ontology design. The focus of this step is to extend the information or
knowledge in the ontology structure.

Step 3: Ontology re-design: In the ontology development process, re-designing
the ontology continues for the duration of the task or project. Changes will often
occur in the ontology’s structure because a new factor is added in the task or process.
In addition, if the result does not satisfy the relevant documentation on the problem
domain, the ontology has to be re-designed.

Step 4: Ontology Evaluation: Evaluating an ontology is one of the most difficult
areas in ontology design. In general, there are two aspects to ontology evaluation
[4][5]: (1) evaluating formal features of an ontology: such as consistency, well-
formedness, completeness of definitions, etc., and (2) evaluating utility and usability
of ontology, i.e., how adequate it is for the task it was created for, how well it
represents the domain of interest. In our work, we focus on the second aspect because
whether ontology covers every aspect of its intended domain can be judged
differently by different experts. Therefore, for the remediation ontology developed,
we conducted tests to determine whether the ontology can completely represent the
domain knowledge in the user interface.
       The evaluation processes are described as following:
1. First we must test the conceptual coverage and practical usefulness of this
ontology. This involves considerations such as what percentage of sentences could be
represented fully, and testing the feasibility of reuse based on the ontology structure
and representation. The data or information from the knowledge base design has to be
found which allows reuse and transfer to similar technical domains.  Thus, we make
use of an ontology at different levels (Figure 2).
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2. Next we test understanding of the user interface for knowledge acquisition-layout
of a user interface, configuration of ontology, knowledge contained, etc. This
examination measures whether the user understands the purpose of the user interface
layout, and whether this configuration of the user interface allows easy access for
users to fill in information.
4. Finally, we can test the result of knowledge base.
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Fig. 2. Example of classification of different level of knowledge representation

3.2   Design Template

The structure that we used for developing the remediation ontology is shown in
Figure 2. The upper model represents general knowledge, which is domain and task
independent. The upper model (U) offers the possibility for defining objects (classes)
and properties by supplying a hierarchy of general concepts. There are three types of
ontologies: class, process, and relation ontology.

The middle model (M) contains principles and concepts, which consists of
common sense relevant to the domain of interest. This level contains concepts
pertaining to different types of connections between objects (classes), such as is-a,
has, in, and part-of relations, etc. For example, groundwater is a type of water. The
detail of the ontology structure is shown in Figure 3, which shows a simple example
of the classification of different items under “Things”. It illustrates that in the
petroleum remediation domain, the ontology has a category for liquid, which is the
parent category of water, which in turn is the parent of groundwater. Groundwater
type is an attribute of the class of groundwater. Potable water, non-potable water, and
fresh water are values of the attribute “groundwater type”. A species link between a
category and its attributes can only exist at the lowest level of the category hierarchy,
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which is between groundwater and groundwater type in the example. All the links
between classes are is-a links (relationships).

While the domain specific knowledge cannot be reused in another domain, the
middle model can be reused. The domain specific model (D) can be integrated into
the ontology by using the classes and properties in the middle model. Protégé-2000
supports developing ontologies, automatically generating the knowledge acquisition
tool, and converting the ontology to a database for further information retrieval,
querying, and problem solving. Before describing the ontology developed, we present
the application domain in the next section.

Fig. 3. Example of sub-hierarchy of media that illustrates is-a and species links in a category

4. Application of Method to Building an Ontology: Problem
Domain

Petroleum contaminants are the chemical substances in petroleum that can cause
serious pollution to our environment. Significant attention has been paid to the
problems of petroleum-contaminated soil and groundwater.  The contaminated sites
are contaminated primarily due to nonaqueous phase liquids (NAPLs), which are
typically classified as either light nonaqueous (LNAPLs) or dense nonaqueous phase
liquids (DNAPLs), and leakage and spillage of petroleum-related facilities such as
storage tanks and pipelines. The contaminants leak and spill from the gas tank to the
first layer of soil. Then, with time, the contaminants seep through the soil to the
deeper layer, the groundwater layer.

 The aim of petroleum waste management is contaminant remediation. The
environmental engineering experts must make a decision as to whether a particular
action must be undertaken either to control or reduce the contaminant in the soil and
groundwater. However, contaminated sites have different characteristics depending
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on pollutants’ properties. Therefore, the selection of remediation techniques for
different site conditions varies significantly. The decision for a suitable method at a
given site often requires expertise on both remediation technologies and site
hydrological conditions [6].

5. Implementation of Ontology
5.1   Implementation Tool

Protégé-2000 was the tool adopted for implementation. It can automatically generate
a knowledge acquisition tool, which presents a user interface for domain experts to
fill in information according to the ontology structure.

Protégé-2000, developed by Stanford Medical Informatics of Stanford
University, is a Java-based implementation tool that uses domain ontologies as the
basis for generation of knowledge-acquisition tools. Computer science researchers use
the word ontology to denote different types of models. In Protégé-2000, the models
are based on class hierarchies. Protégé-2000 supports the development of problem
solvers from reusable components, and the generation of a domain-specific
knowledge-acquisition tool with a meta-tool. With Protégé-2000, the developer can
create a domain ontology and use the ontology as the basis for generating a
knowledge-acquisition tool with a meta-tool. Finally, the knowledge-acquisition tool
can be used to create instances of the domain ontology [2].

5.2 Implementation Results

Figure 4 shows the three different levels of ontologies in the implementation:
Remediation ontology, Remediation technical ontology, and Remediation extend
ontology.

Fig. 4. Example of different levels of ontology hierarchy
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The structure of remediation ontology focuses on general knowledge, which can
be easily shared by other users or groups. It corresponds to the upper model. The
remediation technique ontology represents the common knowledge (Figure 5) that
corresponds to the upper and middle models, and these do not include detailed
knowledge. For example, the class of chemical-substance has two meta-classes:
organic-substance, non-organic-substance. In common sense, each of these sub-
classes can be distinguished into two different sub-compounds, toxic and non-toxic.
However, we do not place attributes such as carbon, THP, and so on. The rationale is
that the sub-compounds still belong to the middle model and not the domain model.
Only domain model has attributes because this model is unlikely to be reused.

The domain model is shown in Figure 6. After the user chooses the concept of
interest, in this case, groundwater, the frame corresponding to this concept appears on
the right-hand side of the Figure 6. This frame allows the user to fill in some of the
attributes of the concept that need to be present in the specific domain knowledge.
For example, the class of groundwater has the attributes of flow, hydraulic
conductivity, pH, and so on. The sub-classes such as potable water and non-potable
water also share these properties.

Fig. 5. Example of middle model

6 Conclusion

We have proposed in this paper an ontology design method and illustrated the method
by applying it to the domain of petroleum remediation. Some results from the
implemented ontology are also presented.

Acknowledgement. We are grateful for the financial support of Natural Sciences and
Engineering Research Council (NSERC) of Canada.
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Fig. 6. Example of domain specific model
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Abstract. In this paper we present the design and prototype implementation of a
real-time, adaptive, ontology-based sales agent and recommendation engine. It
supports the personalization of Internet services by taking into account product
knowledge, sales expertise and customer preferences. Using a hybrid of ontol-
ogy engineering and machine learning techniques, the sales agent resolves the
start-up and knowledge management problems inherent in other web personal-
ization technologies. It provides for the dynamic adaptation of customer profiles
based on behavioral data and domain knowledge models. This approach is do-
main-independent and applicable to a wide-variety of web commerce and serv-
ices sites.

1   Introduction

Knowing which products meet the needs of which customer is critical to the success of
most businesses. Before the Internet, companies managed customer knowledge indi-
rectly through their sales force. Each salesperson learned his/her customer’s needs and
satisfied those customers with individualized services. For example, a salesperson
might apply his/her experience to map from the inferred needs of a customer and rec-
ommend a product likely to satisfy the customer.

In obviating the traditional salesperson, the Internet has created a customer knowl-
edge management gap. Without salespeople, Internet merchants are deprived of the
traditional means of knowing and satisfying their customers. New methods of acquir-
ing and managing customer knowledge, and then applying this knowledge to provide
individualized service, are required. We therefore present an ontology-based sales
agent that fills the Internet knowledge management gap. It will provide efficient adap-
tive personalization based on a hybrid of AI techniques including ontology engineer-
ing and machine learning.

This paper is organized as follows. Following this introduction, Section 2 presents
problems with other web personalization approaches and introduces the solution of our
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sales agent. Its structure, the features of its component tools, and the AI technologies
used to implement them are discussed in section 3. Section 4 supplies our conclusion
and suggestions for further consideration.

2   Problem Statement and the Solution of the Sales Agent

This section discusses the problems existing in current web personalization ap-
proaches, and introduces our solution.

2.1   Current Web Personalization Situation

In the last several years, the Internet industry has seen many attempts to build cus-
tomer loyalty through personalized content. Leading websites like Amazon.com have
begun to offer personalized product recommendations based on customer profiling. In
general, personalization involves profiling customers and then customizing a response,
such as making a purchase recommendation, based on the customer’s profiled charac-
teristics.

Rule-based methods are a popular method of personalization. While powerful, this
approach is open-loop. Expensive experts and engineers must intervene to acquire
knowledge and manually devise rules in order to modify the response of the system.

A recent alternative is collaborative filtering [8][11], an adaptive method which
correlates responses to similar customers automatically. For example, the purchasing
patterns of one customer can be used as the basis for making recommendations to
another, similar one. Though this approach is closed-loop and adaptive, it has severe
shortcomings. Collaborative Filtering is prone to ‘obvious’ errors when data is scant or
noisy. It functions poorly for the most sophisticated repeat customers whose prefer-
ences are may be atypical. Because it depends on customer data, collaborative filtering
cannot classify or respond properly until sufficient precedent data has been accumu-
lated. The result is a classic “start-up problem” – it is difficult to launch a new site or
new products based using this approach. Yet, it is precisely at start-up that recommen-
dation quality is most critical to establish customer loyalty.

Various refinements have been proposed to compensate for the data dependence of
collaborative filtering. For example, Autonomy [1] builds a profile of user interests
based on individual user’s regular actions and employs pattern-matching technology to
make recommendation. Others [10] apply data mining to user behaviors to extract
usage knowledge. [3] implemented a hybrid system Fab, where they combined the
content-based approach, using the techniques of information retrieval (IR), with col-
laborative filtering approach, trying to incorporate the advantage of both and inherit
the disadvantages of neither. The practical shortcoming of these hybrids is that they
are incapable of discovering the deep levels of domain knowledge that guide the be-
havior of human service agents and underlie customer response.

In the design of our system, we determined that structured deep knowledge of
products, and the preferences of the website owner and customer must be taken into
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account in personalization. Unfortunately, no existing approach effectively combines
declarative knowledge management with adaptive response.

2.2   Solutions of the Sales Agent

Our sales agent takes a knowledge-based approach that integrates customer behavior
data. It tries to resolve the shallow knowledge limitation of adaptive techniques by
enabling companies to easily model their domain knowledge and use that knowledge
on-line. It sidesteps the data-dependency issue of collaborative filtering by modeling
the customer within the framework of a pre-defined product ontology:

� The agent uses ontology engineering technology [6] to model the product types,
relationships and sales expertise. It makes recommendations based on its deep
knowledge about relationships among products.

� It provides website operators with a method to describe their own requirements, and
integrate individual customer’s preferences with the site’s when making recom-
mendations.

� It uses machine learning to infer customer preferences from his/her behaviors
(clicks, purchases, etc.) and select appropriate products based on the inferred pref-
erences.

� It uses machine learning to infer customer preferences from his/her behaviors
(clicks, purchases, etc.) and select appropriate products based on the inferred pref-
erences.

 By employing this hybrid of machine learning and ontology engineering, the sales
agent will empower websites to cultivate knowledge about customers and products to
create highly competitive, intelligent services.

 3   System Infrastructure Design and Prototype Implementation

 Our objective is the development of an adaptive, ontology-based sales agent for Inter-
net personalization. Specifically we will devise generalized method for acquiring,
representing, manipulating, and visualizing product knowledge, customer knowledge
and sales knowledge. The agent therefore requires the following ontology-related tools
(Fig. 1).

 3.1   Product Modeling Tool

 The Product Modeling Tool builds and manages models of products based on the
product ontology (Fig. 2). The product information includes product names, relations
and constraints. This tool has the following features:
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� Allows users to navigate visualize and edit a product knowledge base consisting of
product classes, relations, constraints and instances.

� Maps the product knowledge base to a conventional, external product database.
� Checks for consistency of the product knowledge base.

 A similar idea is found in webKB [2], which also constructs the knowledge base using
a predefined ontology. WebKB tries to use machine learning to automate the con-
struction process and extract new website instances, while our sales agent emphasizes
the role the user in mapping between product knowledge and the product database.
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 Fig. 1. Infrastructure of the Sales Agent

 3.2   Expertise Modeling Tool

 The Expertise Modeling Tool supports modeling of sales agent behavior, including
expert knowledge such as how salespeople target recommendations for particular
customers. It has the following features:

� It enables an expert salesperson familiar with the products to specify preferential
relationships among products according to his sales experience, based on the prod-
uct ontology defined in the Product Modeling Tool (see Fig. 2);

� After collecting website usage information, it applies data mining to determine the
probability of useful cross-selling relationships. For example, it might determine
that customers who buy a tent have a 60% possibility of buying a flashlight.
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� It learns from the effectiveness of its recommendations and dynamically modifies
its recommendation strategy accordingly.

 Our sales agent allows expert salesperson to apply manually specified product rela-
tionships in making recommendations and to adapt and refine the recommendations
using machine learning or data mining -- methods extensively studied by many re-
searchers [4, 5, 7].

 

 

 Fig. 2. Product Knowledge Modeling

 3.3   Customer Modeling Tool

 The Customer Modeling Tool records customers’ behaviors (event stream) and derives
their preferences and habits. It learns from the customer’s behavior and makes infer-
ences about the customer’s interests using a probabilistic network. It can also be inte-
grated with collaborative filtering to augment customer profiles. Because the profiling
is dynamic, it can readily respond to changes in customer interest. Customer profiles
typically consist of:

� registration information such as cust_id,
� behavior history. For example, action(behavior, time, item, …),
� interests (with probability) to products. For example, p(cust_id, prod_id) = 0.5.
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3.4   Website Owner Requirement Modeling Tool

When making recommendations, the sales agent should take into account not only the
customer’s, but also the website’s preferences. The Website Owner Requirement
Modeling Tool is built for this purpose. It allows the website owner to specify how
certain products should be recommended to certain types of customers (see Fig.3).

Fig. 3. Website Owner Requirement Modeling Tool

3.5   Recommendation Creating Mechanism

The Recommendation Creating Mechanism creates personalized content based on the
models of products, customers, sales expertise and web owner’s preferences. This
involves conventional matching, sorting, and dynamic HTML techniques.

4   Conclusion and Further Consideration

This paper presented our ongoing project—an ontology-based sales agent, its infra-
structure, and main features. We have already implemented a prototype system. Com-
bining AI technologies such as ontology engineering and machine learning, the proto-
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type addresses critical problems of current approaches to personalization. Our agent
will enable websites to acquire and apply customer knowledge, product knowledge,
sales expertise and website owner requirements, and offer intelligent, personalized
service.

Consumer privacy is one of several issues that merit further investigation. Next
generation sales agents must balance the need for service based on customer knowl-
edge with the consumer’s desire for anonymity.

We are currently engaged in performance evaluations of the system and developing
a method of benchmarking recommendation performance. We hope to make statistical
results of these evaluations available soon.
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Abstract. Intrusion detection systems (IDS) aim to detect attacks
against computer systems by monitoring the behavior of users, networks,
or computer systems. Attacks against computer systems are still largely
successful despite the plenty of intrusion prevention techniques available.
This paper presents an IDS based on anomaly detection using several AI
techniques. Anomaly detection models normal behaviors and attempts to
detect intrusions by noting significant deviations from normal behavior.
Raw audit data are preprocessed and reduced into appropriate size and
format using Self-Organizing Map (SOM). Different aspects of a sequence
of events are modeled by several hidden Markov models (HMMs), and
a voting technique combines the models to determine whether current
behavior is normal or not. Several experiments are conducted to explore
the optimal data reduction and modeling method. For the optimal mea-
sures, system call and file access related measures are found useful and
overall performance depends on the map size for each measure. Voting
technique leads to more reliable detection rate.

1 Introduction

Nowadays, virtually every serious medium to large sized web site adopts IDS
to protect it from various attacks. Ever uprising interests on and needs for IDS
have led to much research in this field. On the market, there are several products
based on diverse intrusion detection techniques. Intrusion detection is to find at-
tacks exploiting illegal uses or misuses. Basically, an IDS analyzes information
about users’ behaviors from various sources such as audit trail, system table,
and network usage data. Current intrusion detection techniques can be divided
into two groups according to the type of information they use: misuse detection
and anomaly detection. Misuse detection uses knowledge about attacks, whereas
anomaly detection uses normal behaviors. Misuse detection attempts to model
attacks on a system as specific patterns, and systematically scans the system for
occurrences of the patterns [3][7][12]. It has the advantage that known attacks
� This work was supported in part by a grant from the Korea Information Security
Agency.

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 31–43, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



32 J. Choy and S.-B. Cho

can be detected reliably with a low false-positive error rate where normal be-
haviors are mis-recognized as attacks owing to its knowledge about attacks. It
is also economical because it just requires scanning known attack patterns. The
shortcoming is that it cannot detect novel attacks against systems and collecting
attack information is difficult.

On the other hand, anomaly detection addresses the problem of detecting
novel attacks against systems. It attempts to detect intrusions by noting sig-
nificant deviations from normal behavior [1][8][9]. One clear drawback is that
non-intrusive behavior that happens to fall outside the normal range will be
labeled as an intrusion, suffering a high false-positive error rate. The other dif-
ficulty is to analyze large amount of data to model normal behaviors. In spite
of the potential drawbacks, anomaly detection has more potential as the intru-
sion detection technique because it has the ability to detect unknown and novel
attacks against computer systems.

There are several issues to address to develop an anomaly detection based
IDS. What to model? How to model? How to detect? How to improve the de-
tection rate and reliability of the system? are among them.

First, we should decide the target activities to monitor. A target activity,
which we’ll call an event, can be a low-level system call or a higher level command
issued by users. In addition to the granularity of an event, we should decide
which aspects of each event to consider. Because there is usually a large amount
of raw audit data to analyze, we also need a tool to effectively reduce the data
and extract information from it. In this paper we use Sun Microsystem’s Basic
Security Module (BSM) [11] to collect the audit data. We extract measures
from BSM audit data and transform them into one dimensional data using SOM
that is a neural network capable of clustering input patterns into fixed vectors
automatically. The reduced data can be used to model normal behaviors for
intrusion detection. To select the optimal measures of a BSM event, we evaluate
the effect of the measures by investigating the performance in IDS.

Second, modeling plan and a modeling tool are needed. To determine current
behavior is an anomaly, a normal behavior model must be built against which to
compare. A normal behavior can be modeled in several ways. We test 3 modeling
plans: single model without user discrimination, separate models for individual
users, and models for user groups. HMM is used as a modeling tool.

Third, we should be able to determine whether current behavior is normal
or not. We use HMM as the primitive anomaly detection tool at each measure
of an event. Later, we consider multiple measures at the same time and make
final decision using voting method to improve the performance and reliability of
the system.

The rest of this paper is organized as follows. In Section 2, we give a brief
overview of related works and background. The overall design, preprocessing
and intrusion detection is given in Section 3. Experimental results are shown in
Section 4.
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2 Backgrounds

The first phase of intrusion detection is to collect audit data from user and sys-
tem activities. IDS extracts several measures from audit data using BSM, and
reduces them in order to profile user’s normal behaviors. After normal behavior
modeling, IDS can determine whether current behavior is normal or not. Typ-
ically measures that are related to the system bugs exploited by invaders for a
long time or important system resources are selected.

BSM collects data whenever an event occurs, makes a record and appends it
to the tail of audit data. Therefore audit data consists of a series of audit records
as time goes on. However, because these data are too huge to be processed in real
time, we extract useful information from BSM and ignore the others. There is no
exact answer to the question which measures are useful for detecting intrusion.
Although much information is used to detect intrusion, it cannot guarantee a
high detection rate because important information can be hidden.

Extracting effective measure is very important because it determines the
performance of an IDS. Measures widely used in IDS are CPU time, I/O access
time, file access, system call, network activity, login/logout, etc. To select the
optimal measures in IDS, we have extracted several statistics from the BSM
audit data based on the well-known attacks and investigate the effect of each
measure by testing the performance of it. Table 1 summarizes the measures used
in this paper.

Table 1. Measures extracted from the BSM to detect intrusion

Group Measures
System call ID, return value, return status
Process ID, IPC ID, IPC permission, exit value, exit status
File access access mode, path, file system, file name, argument length

Drawback of misuse detection techniques that they can detect known attacks
only has stimulated much research on anomaly detection techniques to cope with
novel attacks. The temporal sequence of event under consideration is evaluated
how far it deviates from the normal model with various techniques. In [6], after
normal behavior model is built based on user activities, event sequence vector
similarity is evaluated using pattern-matching technique. [2] and [13] model each
program’s usage pattern. There are several works that evaluate collections of
modeling and matching techniques. [2] compares pattern matching, BP neural
network and Elman neural network. [13] compares frequency, data mining and
HMM. Results in [2] and [13] show exploiting temporal sequence information of
event leads to better performance. Temporal sequence information is considered
as a significant factor in [6].
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For multiple measure combination, various techniques can be used includ-
ing voting, neural network and expert system. Linguistic interpretation is also
possible using fuzzy reasoning [4].

3 Intrusion Detection System

3.1 Overview

The intrusion detection system developed in this paper is composed of pre-
processing module which is in charge of data filtering and data reduction, and
anomaly detection module which is responsible for the normal behavior modeling
and anomaly detection, as shown in Fig. 1. Normal behaviors are modeled into
profile database through model learning.

Fig. 1. Overview of intrusion detection system

3.2 Preprocessing

Problem of audit data is on huge amount of information that cannot be dealt with
in real time. If all events are audited, audit data may be collected as the amount
of hundreds of mega bytes per day. Therefore they should be reduced into the
small size to be processed in real time. Reduced data have many measures, and
the data can be useful in statistical analysis but they need to be transformed into
low dimensional data for various modeling techniques such as neural networks
and HMM.

Here, reducing size of measure means that x1, x2, ..., xn are converted into
x′
1, x

′
2, ..., x

′
k where k is much smaller than n. Fig. 2 shows the flow of reducing

audit data. In this paper, we reduce the measure size based on the locality of
user action. We observe the range of the measures and save actual ones used in
the system as table where we find the value of measure of current action. As a
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Fig. 2. Overall flow of reducing BSM audit data

result of mapping of measures, we can obtain reduced data. Several measures
can be useful in the statistical analysis, but if these are converted into one
representative, they can be easily used to model normal behaviors by modeling
techniques. We propose a novel method based on SOM that self-organizes the
map automatically according to the input pattern without answer, and that
converts multi-dimensional data to low dimensional one. SOM is an unsupervised
learning neural network, using Euclidean distance to compute distance between
input vector and reference vector [5]. Algorithm of SOM is as follows. Here, i(x)
is the best matching neuron to input vector, λi means neighborhood function
and η is learning rate.

1. Initialize the reference vectors (wj(n)) (n = 0)
2. Compute distance and select the minimum value i(x) = argmin ‖ x(n) −

wj(n) ‖
3. Update the reference vectors wj(n + 1) = wj(n) + η(n)λi(x)(n, j)(x(n) −

wj(n))
4. Repeat from 2 to 3 until the stop condition satisfies

Several measures can be extracted from one audit record of BSM that in-
cludes an event and the information is normalized for the input of SOM. As an
output of SOM, we can get one representative instead of many measures; that
is, one record is converted into one representative. The reduced information can
be used in various modeling techniques such as neural network and HMM.

3.3 Behavior Modeling and Intrusion Detection Using HMM

An HMM is a doubly stochastic process with an underlying stochastic process
that is not observable, but can only be observed through another set of stochastic
processes that produce the sequence of observed symbols [10]. This model can be
thought of a graph with N nodes called ’state’ and edges representing transitions
between those states. Each state node contains initial state distribution and
observation probability at which a given symbol is to be observed. An edge
maintains a transition probability with which a state transition from one state
to another state will be made. Fig. 3 shows a left-to-right HMM with 3 states.
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Fig. 3. An example of left-to-right HMM

Given an input sequence O = O1, O2, ..., OT , HMM can model this sequence
with its own probability parameters using Markov process though state transi-
tion process cannot be seen outside. Once a model is built, the probability with
which a given sequence is generated from the model can be evaluated. A model λ
is described as λ = (A, B, π) using its characteristic parameters. The parameters
used in HMM are as follows:

T = length of the observation sequence
N = number of states in the model
M = number of observation symbols
Q = {q1, q2, ..., qN}, states
V = {v1, v2, ..., vM}, discrete set of possible symbol observations
A = {aij |aij = Pr(qj at t + 1|qi at t)},

state transition probability distribution
B = {bj(k)|bj(k) = Pr(vk at t|qj at t)},

observation symbol probability distribution
π = {πi|πi = Pr(qi at t = 1)}, initial state distribution

Suppose, for example, a sequence aba is observed in a model λ in Fig. 3
and initial state is 1, then the probability with which the given sequence is
generated via state sequence 1-2-3 is calculated as follows:
Pr(O = aba, q1 = 1, q2 = 2, q3 = 3|λ)

= π1 · b1(a) · a12 · b2(b) · a23 · b3(a)
= 1 · 1/2 · 1/3 · 1/2 · 1/2 · 1/2
= 1/48

The probability with which the sequence is generated from a model can be
calculated by summing the probabilities for all the possible state transitions. In
practice, more efficient method, known as forward-backward procedure, is used.
Normal behavior modeling and anomaly recognition is shown in Fig. 4.

Anomaly Recognition. Anomaly recognition matches current behavior
against the normal behavior models and calculates the probability with which
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Fig. 4. Anomaly recognition and normal behavior modeling using HMM

it is generated out of each model. Forward-backward procedure or Viterbi al-
gorithm can be used for this purpose [10]. Each probability is passed to the
determination module to be determined whether it is normal or not.

Normal Behavior Modeling. During normal behavior modeling, HMM pa-
rameters are determined based on the normal behavior sequences generated
in preprocessing step. The determination of HMM parameters is to adjust
λ = (A, B, π) to maximize the probability Pr(O|λ). Because no analytic so-
lution is known to do it, an iterative method called Baum-Welch reestimation is
used [10].

3.4 Multiple Models Combination Using Voting Technique

When one event is evaluated through each model, a vector of evaluation values
is generated. A method to combine multiple models is required to finally decide
whether current sequence is an anomaly. In this paper, each model determines
whether current sequence is abnormal or not according to the measure it is
responsible for. Each model participates in final anomaly decision. Each model is
given a weight Wm according to their confidence. Typical voting methods include
unanimity, majority and OR voting. In OR voting, anomaly is determined if at
least one member votes positively. Voting is to determine whether or not the
total result R is greater than or equal to the T dependent on voting method.

R =
∑

Wm ∗ Vm

(
Wm : model weight
Vm : model voting value

)

anomalous if




R = 1 (unanimity),
R ≥ 0.5 (majority),
R > 0 (OR voting)
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4 Experimental Results

We have used data obtained from three graduate students for one week. They
have mainly used text editor, compiler and programs of their own writing. Total
60,000 data have been collected and among them 30,000 are used for training and
another 30,000 are for test. 17 cases of user-to-root (u2r) intrusion, one of the
most typical intrusions, are included in each user’s test data set. An unprivileged
user acquires super user privilege by exploiting a subtle temporary file creation
and race condition bug. When combining multiple models, we used just one
student’s data.

In anomaly detection, it is natural that false-positive error is higher than
misuse detection. If false-positive error is high, the IDS may not be practical
because users may be warned from the intrusion detection system, though their
action is not illegal. Therefore, we should regard false-positive error as critical
error. Actually, we investigate Receiver Operating Characteristics (ROC) curve
[2] in the experiment that presents the variation according to the change of
false-positive error.

4.1 Pre-processing

It is generally known that large map size of SOM can classify better than small
one but it is not certain when the locality of input pattern is high. In order to
find the optimal map size of SOM, we have considered quantization error of SOM
and map usage. We have also observed the distance between reference vectors to
investigate the distribution of input pattern map with change of map size. After
that, using HMM, we have tried to find the optimal measures to improve the
performance of IDS by investigating the change of ROC curve for each measure.

Effect of Map Size. Applying SOM to real problems requires to be considered
the map size of SOM. There is no answer to which map size of SOM is good
for intrusion detection. In order to solve this problem, we consider two factors:
quantization error and map usage. The map size of low quantization error and
high map usage in SOM can be regarded as good.

Fig. 5. Variation of distance in reference vectors with map size
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Fig. 5 shows the variation of reference vectors with changing map size of
SOM. In the figure, dark area means that one reference vector is distant from the
other. As the map size gets larger the distance among reference vectors is closer,
which also indicates that the locality cannot disappear though the map size of
SOM is large. Also, as shown in Fig. 6, as the map size is larger, quantization
error is smaller, but the probability of usage is lower. As can be seen in Fig. 6,
the gradient of error curve is lax when the map size is larger than 25. We can
also see that probability of usage is above 50 % when the map size is smaller
than 50. Therefore, useful map size should be selected between 25 and 50.
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Fig. 6. Variation of quantization error and map usage according to the map size

Useful Measures. In this paper, we extract 3 measures from the data that are
related to system call ID, return value, return status), process (ID, IPC ID, IPC
permission, exit value, exit status) and file access (access mode, path, argument
length, file system). We have also taken into account the combinations of 3
measures. First of all, we reduce their size based on the locality, convert them into
a representative, and make a sequence so that it can be used in modeling normal
behaviors by HMM. Several map sizes such as 5×5, 6×6 and 7×7 are considered
for the experiment. Using HMM, we have 10 states and make the number of
symbols varied with the map size of SOM. Fig. 7 shows the ROC curves according
to the map size of SOM. In case of map size of 25 (5×5), such measures as system
call and combination of process and file access including all measures are useful
and file access can detect intrusion well in the map size of 36 (6× 6). As can be
seen in 7×7 map, a larger map does not guarantee a performance improvement.
On the contrary, the performance decreases compared with the smaller map size.

4.2 Modeling and Intrusion Detection

Effectiveness of HMM based Intrusion System. At first, single model is
used to model all the users. Optimal HMM parameters are obtained by exper-
iments: a length of 30 and number of states of 10. Fig. 8 shows the change in
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(a) 5 × 5 (b) 6 × 6 (c) 7 × 7

Fig. 7. Measure effect of IDS when map size changes

sequence evaluation values over time when an intrusion occurs. Attack was oc-
curred between time 11 and 32. The sequence evaluation values between time
11 and time 32 decrease radically due to abnormal behavior, which implies the
system effectively detects the intrusion.

-40

-30

-20

1 11 21 31 41

time

Fig. 8. Change in sequence evaluation value when an intrusion occurs.

Performance Variation According to Modeling Plan. This experiment
is conducted with separate model for each user. Table 2 shows the intrusion
detection rate and false-positive error rate for each model. Separate modeling
has shown lower overall false-positive error rates than single modeling.

We have got low evaluation values with other users’ model in evaluating user
behaviors as shown in Table 3. This shows the proposed technique is effective in
modeling user’s normal behaviors and can also be used in detecting intrusions
from sniffed user accounts.

Finally, a group of users who have shown similar behaviors are modeled
together in the same model. This decreases the modeling costs that will increase
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Table 2. The anomaly detection rate for separate user modeling

single separate user modeling
modeling user1 user2 user3

mean -14.74 -15.54 -4.72 -14.25
(S.D) (10.42) (5.88) (8.42) (12.34)

threshold -32.45 -26.21 -31.35 -36.92

detection
rate

100% 100% 100% 100%

false-positive
error rate

2.95% 4.31% 1.73% 1.96%

Table 3. The number of sequences whose evaluation value is less than -50 when dif-
ferent user’s model is used

evaluated user
user1 user2 user3

user1 0 366 55referenced
user2 566 315 336user model
user3 475 346 0

as the number of users increases. We consider the fact that user 1 and user 3
have worked on similar tasks and the difference between the behaviors of the two
are relatively small when we grouped user 1 and user 3 together. User grouping
reduces user1’s error rate, whereas that of user3 increases, as shown in Table 4
and Table 5. This seems to be because population under test is not so large as to
guarantee the similarity with group and the relative similarity of the two users
are not so high as expected.

Performance Enhancement with Multiple Model Combination. The
model based on system call measure and that on measure reduced by SOM are
combined using voting. Unanimity, majority and OR voting methods are tested.
Each measure is given the same voting weight.

We have used the best result from each model because threshold for each
model may differ from each other. Final detection rate does not change because
each model’s detection rate is 100 %. False-positive error rate has enhanced
compared to its primitive models as shown in Table 6.

5 Concluding Remarks

In this paper, we have proposed an intrusion detection system that reduces
raw audit data using SOM, models user’s normal behavior using HMM and



42 J. Choy and S.-B. Cho

Table 4. The anomaly detection rate for group user modeling

GroupSeparate modeling
modeling

user1 user2 user3 (user1, 3)
mean -15.54 -4.72 -14.25 -16.20
(S.D) (5.88) (8.42) (12.34) (8.70)

threshold -26.21 -31.35 -36.92 -27.83

detection
rate

100% 100% 100% 100%

false-positive
error rate

4.31% 1.73% 1.96% 4.09%

Table 5. The anomaly detection rate for each modeling method

single separate group
modeling modeling modeling

detection
rate

100% 100% 100%

false-positive
error rate

2.95% 2.67% 3.30%

Table 6. The performance of multiple model combination

system SOM voting method
call reduced unanimity majority OR voting

detection
rate

100% 100% 100% 100% 100%

false-positive
error rate

5.33% 23.53% 1.18% 25.75% 25.75%

determines anomaly by analyzing events that are generated in sequences. This
system effectively detected an intrusion when one occurred. False-positive errors
were raised in sequences where the normal behaviors were not learned during
the training phase. It can be concluded that provided with the complete normal
behaviors, HMM can be used as an effective intrusion detection technique.

Comparison of modeling methods shows that individual user modeling has
fewer errors than single modeling. However, modeling by user grouping has not
shown improved performance. With sufficiently large number of users, it might
show better performance and modeling capability. Multiple model combination
has achieved an improvement in detection rate and reliability of the system.
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Abstract. Widespread use of computer and Internet leads to an abundant supply
of information, so that many services for facilitating fluent utilization of the
information have appeared. However, many computer users are not so familiar
with such services that they need assistant systems to use the services easily. In
the case of Internet portal services, users’ e-mail questions are answered by
operator, but increasing number of users brings plenty of burdens. In this paper,
we propose a two-level self-organizing map (SOM) that automatically responds
to the users’ questions on Internet, and helps them to find their answer for
themselves by browsing the map hierarchically. The method consists of
keyword clustering SOM that reduces a variable length question to a
normalized vector, and document classification SOM that classifies the question
into an answer class. The final map is also used for browsing. Experiments with
real world data from Hanmail net, the biggest portal service in Korea, show the
usefulness of the proposed method. Also, the browsing based on the map is
conceptual and efficient.

1   Introduction

Proliferation of computer and increasing interest of Internet lead many people into
information-network based services. However, it is difficult for people who are not
familiar with such services to get what they want in those services. They are used to
suffer from several difficulties, such as installation of program, usage of specific
function, and so on. It is time-consuming and difficult work to overcome such
problems even for expert users as well as beginners. Information-network service
corporations, ISP (Internet Service Provider) and IP (Information provider)
companies, open a line which helps users by telephone, provide answers about
questions by web board systems like FAQ (Frequently Asked Questions), and respond
to the questions by e-mail. However, the explosive increasing number of users makes
service corporations to recognize the needs of automatic response system.

At the time of writing this paper, more than 5 million people use the Hanmail net
that is the biggest portal service in Korea and users’ questions per day come to about
200 cases. It is redundant and time-consuming to respond to duplicated questions by
hand, and even worse user may not satisfy with the response time. Automatic
processing of users’ questions might be not only efficient for operators who can avoid
redundant task but also satisfactory for users. This paper proposes a two-level self-
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organizing map (SOM) that automatically classifies the users’ questions for Hanmail
net, and provides conceptual browsing facility. We show that the automatic response
system based on the model is plausible for e-mail data of which number and size per
class are various.

In Section 2, we introduce related work and explain the problem with data that are
real world query mails obtained from Hanmail net. Section 3 illustrates the
architecture of automatic classification and browsing system. Section 4 shows the
experimental results to show the usefulness of the proposed method.

2   Backgrounds

2.1   Related Works

Generally speaking, automated text categorization (TC) is a supervised learning task,
defined as assigning category labels (pre-defined) to new documents based on the
likelihood suggested by a training set of labelled documents [1]. The automatic
response of the query mails in the Internet is also a sort of the automated
categorization of texts into topical categories.

TC has a long history, dating back at least early 60s, Until the late ‘80s, the most
effective approach to the problem seemed to be that of manually building automatic
classifiers by means of knowledge engineering techniques. Machine learning
paradigm has emerged in the ‘90s [2]. Within recent paradigm, learning phase builds
a classifier that learns the characteristics of one or more categories from the pre-
classified training data set, and the classifier is used in categorizing the unseen data.
The advantages of this approach are on accuracy comparable to human performance
and considerable saving in terms of expert manpower, since no intervention from
either knowledge engineers or domain experts is needed [2].

We use the idea of TC to classify the questions of Internet. However, our task must
be not a supervised learning but an unsupervised learning, because our data is not
uniformly distributed on the classes. To solve this problem SOM is used for machine
learning

2.2   User Questions of Hanmail Net

To classify the query mails received, we collect and analyze users’ questions at first.
The number of query mails collected is 2232, and the number of classes is 69. Table 1
gives account on the data groups, and Table 2 shows the distribution of users'
questions that have been received during one month. A half of the entire data comes
from group A, and group B contains the queries that must be forwarded to operator
without classification. Group C represents less frequent queries, so it is difficult to
classify those classes using a conventional statistical method.
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Table 1. Characteristics of each group of users’ questions

Group Characteristics

A Frequency is so high that occupies a half of data

B
The query must be forwarded to operator for manual

treatment

C Frequency is low

D Remaining queries

Table 2. Distribution of data in each group

Group # of class # of query

A 6 1002 (44.9%)

B 7 585 (26.2%)

C 36 127 (5.7%)

D 20 518 (23.2%)

Total 69 2232 (100.0%)

Table 2 shows that queries are concentrated on group A and some classes in group
D cannot be easily characterized, so it is much difficult to extract features which help
classification. Also, because E-mails are generated by novice, there are many
expressions that are colloquial, abbreviated, and solecistic. Such characteristics of
data bring difficulty to classify the queries.

3   Classification and Browsing

The system consists of two parts: classification and browsing subsystems. The
classification system also consists of two parts. The first part is preprocessing and
keyword clustering which help to encode the input vector for the next classification
module, by reducing the dimension of the input mail. The dimension of vector is
reduced by a SOM for keyword clustering. The second part is classifying the queries
and matching them with the corresponding answers by another SOM called mail
classification SOM.

The browsing system is based on the completely learned mail classification SOM.
It helps users to search their answer conceptually by navigating the system
hierarchically with topology-preserving property of SOM. A user can find answer by
changing the resolution of the information of the map. Fig. 1 shows the overall system
architecture.
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Fig. 1. Flow of system architecture

3.1   Keyword Extraction

Query mails are written by natural language, especially Korean or compound of
Korean and English. The query mails must be encoded as normalized vector form to
get the input vector for neural network. To vectorize the query mails keyword should
be extracted at first, because queries include meaningless components such as
auxiliary word, the ending of word, and article. Since the components do not affect
the meaning of the mail, they should be removed. Fig. 2 shows an example of query
mail and the corresponding keywords extracted. The whole mail is reduced to only
ten keywords in this example mail.

3.2   Keyword Clustering

After the keyword extraction process as shown in Fig. 2, the keywords should be
converted to vectors of real numbers. There are several methods that analyze and
vectorize the information, like vector space model [1]. The computational and spatial
reason leads to choose the SOM-based approach as the basic method. This is asked on
Scholtes to encode documents based on their words, like a neural filter and a neural
interest map for information retrieval [2][3].
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Fig. 2. An example of keyword extraction

Keyword clustering SOM is used in reducing and clustering the category of words
for query mails. The input of keyword clustering SOM is a keyword identification
vector with context information of a sentence that includes the keyword. Because
SOM collects and clusters similar data at the neighborhood, similar keywords are
mapped in adjacent nodes in SOM [4][5]. Keyword clustering SOM plays the similar
role of the thesaurus that discriminates the synonyms in the conventional text
processing.

Learning algorithm of the SOM is as follows [4][5]:

)}()({)()()()1( tmtxtnttmtm iciii −××+=+ α (1)

Here, α (t) is a function of learning rate, nci(t) is a function of neighborhood, mi(t) is
the weight of the ith node, and x(t) is input data of SOM. At the function of
neighborhood c means the index of winner node, and winner is obtained by the
following equation [4][5]:

}min{ imxmx
i

c −=− (2)

All keywords in a query mail are represented by a vector, and each word is
represented by an n-dimensional real vector xi. Input vector of keyword clustering
SOM is encoded as follows [6]:
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Here, E denotes the estimate of the expectation value evaluated over the group, and
ε  is a small scalar number (e.g., 0.2) [6][7][8][9][10]. The input vector in keyword
index i, X(i), consists of one symbol vector xi and two context vectors of xi-1 and
xi+1. xi-1 means the keyword occurring just prior to keyword xi, and xi+1 means the
keyword occurring just posterior to keyword xi. As mentioned above, all occurring
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prior keyword vectors are summed, and then averaged by number of occurrence of xi.
It is the same for the posterior keyword. The two vectors give the context information
of the sentence to the input vector X(i). SOM is trained with these two vectors and it
can cluster the similar keywords.

We assume that number of all keyword is 8, as shown in Fig 2. So each keyword
can be expressed by 1 bit of total 8 bits stream, like below.

Sub-
scribe 017

mo-
bile

e-
mail

Noti-
fica-
tion

ser-
vice

re-
ceived full

Mes-
sage

Cell-
pho-
ne

arri-
val

Ans-
wer

Because keyword e-mail and arrival are expressed before keyword notification for
two lines, the expectation value of priori keyword for keyword notification is like
below.

Because keyword service is expressed after keyword notification for two lines, the
expectation value of posterior keyword for keyword notification is like below.

0 0 0 0 0 1/2 0 0 0 0 0

Finally,  the encoded vector looks like that:

Expectation
value of priori

keyword
0 0 0 0 ε 0 0 0 0 0 0 0

Expectation value
of posterior

keyword

3.3   Mail Classification

The keyword clustering SOM maps a set of similar keywords into a node of the SOM,
because all keywords appeared in a query have a winner node in SOM. According to
each winner node, a query mail can be converted into a histogram for keywords that
make up a query mail. For example, if the size of keyword clustering SOM is 3 by 3
and a query mail consists of three keywords: one mapped on node (1,2) and others
mapped on node (0,0). Then the encoded vectors are shown as follows:

0 0 0 1/2 0 0 0 0 0 0 1/2 0
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2 0 0 0 0 1 0 0 0

The dimension of input vectors is the same with the output number of keyword
clustering SOM. Therefore, the size of the map decides the reduction degree and
dimension of the input vector of the mail classification SOM. For example, the SOM
which has m*n size map produces mn dimension input vector. With this method, input
vector can be produced, but there is a shortcoming. Produced vectors are very
sensitive to the specific query mail, i.e., vectors overfit to query data. Because queries
are written by various people and have various wording, vectors which reflect a
specific case are not desirable. To overcome the variation problem, a smoothing
process that has frequently used in pattern recognition area is applied. Such process
blurs the sensitive integer vectors to non-specific real vectors. Gaussian kernel is used
for blurring the histogram as follows [11]:

0.25 0.5 0.25

0.5 1 0.5

0.25 0.5 0.25

In addition, Shannon’s entropy [1][6] that improves the separability of keywords is
utilized. Entropy converts the frequency, which is increased just by 1, to weighted
frequency that can be increased by real values. Keywords that reflect the
characteristic of specific classes have higher degree of frequency, and others have
lower degree of frequency. The entropy weight calculated as follows:
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Here, H(w) means the entropy value of keyword w, ni(w) means the frequency of
occurrence of word w in class i, and Hmax is the maximum entropy, that is log 67 in
our case. Vi the ith component of blurring histogram and imposing entropy to it is
calculated as follow:
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Here, Gi means the ith component of the smoothing kernel, Ew means the entropy
weight of keyword w, and Fw means the frequency of keyword w. after vector blurring
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and entropy weighting processes are finished, inherent vector of one query mail is
produced.

The trained mail classification map with the vectors above, maps each query data
into a specific node. According to the characteristics of SOM, the query mails that
belong to the same class are mapped in the same or neighborhood positions. The new
query mail sent by a user is encoded by the above process. The input vector that is
mapped on one node, is classified as a certain class and then automatic response
system sends the corresponding answer which matches with the winner node to the
user promptly.

3.4   Browsing

The browsing system that visualizes the completely trained mail classification SOM
helps users to find their answer interactively. This has a hierarchical structure that
consists of three levels, and each level contains several keyword labels. Each label
represents a node of the map [12].

The label must reflect the content of queries that are mapped in a node, because the
meaningful label can help user to search the answer correctly. The basic measure
produces the label is the frequency of each keyword. But the importance and class-
separability of keywords are different from each other; some keywords have high
frequency but they have trivial meaning. Similarly, some keywords have low
frequency but they appear only at specific classes. The frequency is modified to
reflect such phenomena as follows :

Fout

Fin
iwi

Doc

Doc
FL ×= (6)

Here, Lwi means the importance of the keyword w in a node i of the map, Fi means
the frequency of w in a node, DocFin means the number of documents which have the
keywords w in a node, and DocFout means the number of documents which have the
keywords w in all the nodes except node i.

To provide the conceptual browsing, the whole map is displayed at the first level,
and the user grasps the overall distribution of questions. If the user selects a node by
clicking the position that probably has similar questions, it displays the second level
map that is a part of the whole map around the selected node. At this level, user can
get more specific information. If the user selects a node again, the third level map is
displayed. At the third level, the user can obtain the answer for his question in a node
by clicking the nearest keyword.

4   Experimental Results

Experiments are conducted for 67 classes, 2206 query mails. Since the size of
keyword clustering SOM is fixed to 10 by 10, the dimension of the input vector of the
mail classification SOM is 100. The first experiment decides the size of mail
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classification SOM, where entire 2206 data are used for training the map. The result is
shown in Table 3.

Table 3. Recognition rate for training data

Size of keyword clustering

SOM
Recognition rate

100 x100 1553/2206 70.40%

120 x 120 2014/2206 93.74%

150 x 150 2098/2206 95.01%

160 x 160 2075/2206 94.06%

The analysis of recognition rate with the keyword clustering SOM of 1505150 is
summarized in Table 4. The recognition rates of group A and group D are not good.
In case of group A, four classes which do with the e-mail account of Hanmail net are
not classified well. Four classes include account change, deletion, duplication, and
information confirmation. In these classes, the extracted keywords are so similar that
the keywords cannot reflect the attribute of query mail. That is the reason why the
recognition rate is so low. Group D includes 16 classes that have trivial information
about the remaining 51 classes. It deteriorates the classification rate because the
keywords are so similar with the remaining classes.

Table 4. Recognition rate for each group of data

Group # of class Recognition rate

A 6 954/1002 94.0%

B 7 561/585 95.9%

C 36 124/127 97.6%

D 18 459/492 93.3%

Total 67 2098/2206 95.01%

Next, we have fixed the size of keyword clustering SOM as 150 × 150, and divide
the data set into two groups. One is training data of 1545 query mails, and the other is
test data of 661 query mails. Experiments are performed with the change of threshold,
which is quantization error. Threshold value also affects the rejection rate. The result
is shown in Table 5.

Fig. 3 through Fig. 5 show an example of hierarchical browsing sequentially.



Application of Self-Organizing Maps to Classification and Browsing of E-mails         53

Table 5. Recognition rate for test data

Threshold Rejection rate Recognition rate

0.5 46.4% 58.5%

0.4 60.1% 64.0%

0.3 72.9% 82.7%

Fig. 3. The first level of browsing in our example: The left frame displays the map, and the
right frame displays the window for answer.

5   Concluding Remarks

In this paper, we have proposed an automatic response system of query mails of a
portal service corporation in Korea, and shown that the system is promising by
conducting several experiments. As shown in experimental result the accuracy rate of
training data is high, and the accuracy of test data is plausible but the rejection rate is
a little high. We are under way to increase the accuracy while maintaining the low
rejection rate. Moreover, we are also attempting to enhance the browsing interface
more appropriately to the novice users.
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Fig. 4. The second level of browsing in our example.

Fig. 5. The third level of browsing in our example: The right frame shows the answer.
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Abstract. A new style of program generation is discussed. A key concept is
model and its building process. Programming is a kind of problem solving. What
users want in programming are represented in the form of model in a
comprehensive way for users. A computer system interprets the model and
generates programs automatically as automatic problem solving. This idea is
being applied to make programs for the embedded system in vehicle-engine to
control its operations. The objective is to enable engine designers as non-
specialists of programming to develop programs themselves.

1   Introduction

Recently in many engineering fields, products as the objects of design are becoming
more and more complex. This tendency is accelerated by introduction of computers
embedded in various engineering products such as vendor machines, telephone
terminals, and copy machines. These computers enable engineers to design these
products to adapt to changing environment. This is the largest one out of many
reasons to make these design objects grow complex. Until the near past the control
mechanisms have been realized in the form of electronic hardware devices or
sometimes by mechanical elements and their capabilities as control units were
limited. It has prevented the operations of products to be too complex. Today
computer control broke through the limit and very fine control becomes possible. It
induced the growth of the complexity of the products themselves. For example,
vehicle-engine changed rapidly in a short period with considerable increase of engine
power per a cylinder. It became possible because computer control enabled designer
to design rather complex mechanism, for example from two valves to four valves per
cylinder, and nevertheless to control very finely the operation of these complex
products.
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    It brought however a difficulty in designing these objects in many fields because of
heterogeneous natures between technologies of programming and those in the fields
which the computers are embedded. In fact, designing computer control program in a
vehicle engine for example is very different from the traditional method of designing
main body of the engine. The vehicle engine designers design most parts of the engine
but these designers are not always the professionals of programming and accordingly
they have to ask the professional group the programming tasks. They have to make
programming specifications for the purpose. Very often it takes unexpectedly large
cost and time. But the still worse is that very often the program cannot be made
optimal because not only engine designer is the non-specialist of programming and
accordingly program specification cannot be made optimal but also programmers are
ignorant of the details of vehicle engine. It is because, today, specification must be
made considering the program to be generated in mind. As the result, it is worried that
the program specification cannot follow the progress of the other part of vehicle
engine technology.

    One of the reasons to bring this difficulty is that the programming as a part of
vehicle engine design is separated from the other part and must be left to those who
are of the different specialty from vehicle engine. It is difficult to expect those
programmers to become the specialists of engine design because in many cases
programmers have many jobs covering wide area of problem fields and therefore
cannot stay to a specific field. This is due to the difference of the natures of specialties
of machine design and programming. As one of the possibilities for resolving this
difficulty therefore, it is discussed in this paper a way of making specification without
taking the programming in mind and generating program automatically from this
specification. AI technology is used. But AI has not been able to deal with complex
problems involving various tasks [ROS97]. A new method is introduced in this paper.

    Though the method is discussed in this paper using a control system embedded in
vehicle-engine as an example, it is not limited to this case but can be extended to all
engineering products that involve computers as parts. As these computers are
expected to work so that these engineering products show the highest performance,
the requirement to program design must be included as a part in the requirement for
whole product design.

    The authors believe that this technology becomes more and more important
because the computer’s role in designing the engineering products is becoming larger.

2   Requirement to Programming

What is required for automatic programming is that the generated program meets the
following two conditions.

(1) Semantic and logical legalities; Every program must assure the semantic and
logical legalities from the engineering point of view. That is, every program has
to generate legal output to the legal input for controlling the object.
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(2) Physical condition; Every program must satisfy the requirement for the physical
conditions such as processing time, memory space, etc. In particular real time
requirement is crucial. That is, most control programs are required to work along
with the real time operations of the total objects and to achieve their goals in a
limited time. Hence the processing time requirement is the major one.

3   Current Style of Program Development for Controlling Vehicle
 Engine Operation

The development procedure of an engine control system is not so much different
compared with the common control system. �The feature of engine control is the
following two points.

(1) Processing timing is decided severely.

(2) Much fail-safe is incorporated.

For example, while engine rotates two times, "ignition timing control" must read the
value of each sensor, and must determine the following timing. Since this control is
greatly concerned with the performance of engine, it wants to process as correctly as
possible. An engine designer determines timing etc. using various knowledge and
know-how. "Control specifications" has indicated such specification. "Control
demand specifications" is passed to a software designer and the "Implement
specifications" for making a program is created. " Implement specifications" is
described in consideration of the specification of the micro-computer to use etc. And
a program is created on the basis of " Implement specifications." However, it is rare
that they are made newly. In many cases, the specifications of the similar engine
developed in the past are used. That is, a past example is used as a prototype. It is
easier there to be for a prototype and to correct it. Moreover, two or more control
systems can be intermingled now to one micro-computer by improvement in
semiconductor technology in recent years. Consequently, the scale of a program also
became large and its degree of complexity has also increased. Therefore, a control
program is developed independently for every function, and is collected at the end.
However, a control program comrade's mismatching, such as a collision of a priority,
may arise as a problem. In this case the rearrangement of a program developed
independently are needed. In order to solve such problems, use of Real-time OS is
also examined[SAT97].

4   Model Based Specification

A program is a description of computer’s activity in a programming language. The
reason why programming is not easy for human users is not only because the users
must use programming language but also because the users must think of and
represent the activity in the computer’s way. If users can describe the activity in the
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way convenient for the users, in other words, if the engine designer can make the
requirement for the control program in terms of engine technology, not in the term of
computer technology, then programming specification becomes familiar and easier for
engine designer. Since the human way and the computer’s way of describing activity
are different, the former must be converted to the latter. There are following two
problems.

(1) What is the convenient way for users to make specification,

(2) How do computers translate the user’s specifications to computer’s
           programs.

In this paper a model-based method of specification and knowledge-based method of
translation are adopted for (1) and (2) respectively.

4.1   Modeling Scheme

A program is a formal representation of specific activities of a computer. This
representation must be created in human brain. A program specification is an
intermediate form in the process of translating human idea to a formal program. In
order to make the specification more comprehensive for users, it is necessary to
represent this translation process explicitly. Ohsuga proposed a modeling scheme that
represents human idea as correctly as possible while remaining sufficient formality to
allow computers to deal with problems represented in this scheme
[OHS96,OHS99a,OHS99b]. It is composed of three different parts; user model,
subject model and object model.

    In order to represent problems correctly, person’s view must be included in the
problem representation. Everything in the world can be an object of human interest.
That is, a person has interests in everything in the world. Even the other person’s
activity can be an object of a person’s interest. Thus it forms a nest structure of
subject’s interests. Any problem can be represented formally by a model in this
scheme. For example, programming is a subject’s activity to represent the other
subject’ activity in interest. Automatic programming is still the other (third) subject’s
activity to represent the second subject’s programming.

    Program is a special type of automatic problem solver and thus three subjects at the
different levels concern programming. Subject S1 is responsible to execute a task,
Subject S2 makes program for the task of S1 and Subject S3 automates S2’s
programming task. The activities of these subjects can be represented, processTrans
(S1, Task), makeProgram(S2, S1, Task, Program) and automateActivity (S3, S2,
System), respectively. This observation leads ones to a Multi-Strata Structure of
Objects and Activities to represent related concepts in consideration and to a Multi-
Strata Model as a model of Multi-Strata Activities (Figure 1). In reality this is a
problem model.

    A multi-strata model is composed from three different sub-models; Pure Object
Model, User Subject Model and Non-User Subject Model. These are in the following
relations (Figure 2).
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     Problem Model  =  Subject Model + Pure Object Model

    Subject Model  =  User Subject Model + Non-User Subject Model

This is a general scheme and the detail is abbreviated here. Only a part related to the
objective of this paper is discussed in the sequel. Refer to [OHS98, OHS00]

    To make a subject model is to represent the relation of various activities that have
been defined and represented. An activity is said defined when (1) it is represented
explicitly by a specific form of predicate and (2) either it is the programmed activity
or it is provided with an expansion rule of the form,

activity (Subject, Var-1, Var-2, --, Var-M) :-

                      activity1(Subject 1, Var-i1, --, Var-ir),

                          – –

                      activity n (Subject n, Var-k1, --, Var-ks).

Here ‘activity i’ in the right is a smaller activity that has either the similar
expansion rule or programmed activity. The programmed activity is an activity to
which a computer-program is provided that produces the same output as the required
activity to the same input. It executes a specific function that can share a role to
achieve a final goal. For example, in case of vehicle-engine control, an activity to
decide an ignition time depending on the volume of air-intake and number of rotation

Fig. 1. Multi-strata object and multi-strata model
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is defined as a programmed activity. These activities have been defined and
accumulated in this field.

    Subject and Subject i, (i = 1,2,--,n), represents the subjects of the respective
activities. These are necessary as a general scheme. These subjects make a structured
subject model and activities are related to each other indirectly through the subject
model. But for the specific case of this paper, every subject is the same computer and
is ignored. Then activities are no more structured by the subjects but are related only
through relation rules as the expansion rule as above directly. Var-1, Var-2, --, Var-M,
Var-i1, --, Var-ir, Var-k1, --, Var-ks are variables.

4.2   Relation between Activities

There are two different relations among activities that can be represented in this form.
One is the relation between a macro activity and its constituent activities. Another is
the semantic relation to show the connectivity of two or more activities.

4.2.1   Macro Activity

A macro activity is defined as a composite of mutually related activities. It is given a
name and dealt with as an independent activity. The macro activities thus defined may
define a still larger macro. Thus a hierarchy of macro activities is formed (Figure 3).
The lowest level activities in this hierarchy are programmed activities. In many cases
these programmed activities are incomprehensive for the user who is not a specialist
of computers. On the contrary the higher the level of an activity in this hierarchy, it is
more comprehensive for the field engineers because the macro activities are defined

���������	


���
������	�����
������	

Fig. 2. Constituents of multi-strata model
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to represent those activities that are necessary to represent the behavior of the object
in which the computer is to be embedded. The expression mentioned as above is used
to represent a macro activity. In this case, the rule may be represented as follows.

activity (Subject, Var-1, Var-2, --, Var-M) :-

              smallerActivity1(Subject 1, Var-i1, --, Var-ir),

                   --

              smallerActivity n (Subject n, Var-k1, --, Var-ks).

where ‘activity’ is a macro and it is defined as composed from a number of small
activities. The variables are classified into three classes; input variables, output
variables and internal variables. In order for simplifying the expression of variables in
the rule, a macro activity is defined as to include only input variables and output
variables without internal variables. Let it be represented as ‘activity(Subject, Input,
Output)’. That is, i Var-i = ‘Input’  ’Output’. Every ‘smallerActivity’ in the right
hand of the rule includes also input variables and output variables. Output of some
activity can be the input for the other activity in the right hand of this rule. Therefore
some variables in the set i( j Var-ij) are intermediate variables that are closed in
the right hand in this rule. In the ordinary logical expression, these internal variables
must also be included in the macro activity. Instead of abbreviating them a special
expression of formula to let them closed in the right hand like,

activity(Subject, Input, Output):-
       ( Internal/Domain)[smallerActivity1(Subject 1, Input 1, --, Output1),
                           --
                       smallerActivity n (Subject n, Input n, --, Output n)].

That is, every internal variable is quantified in the right hand of the rule.

output

Activity 1 Activity 2 Activity n

Macro-activity

input

Fig. 3. Macro-activity
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    In the application to the vehicle-engine control-program, what is required is an
activity to generate information (output) to the actuators given the information (input)
from the sensor(s). It is represented by a macro activity and two types of conditions
are imposed to the activity. One is that the macro activity must be composed of
programmed activities keeping semantic legality of input-output relations and the
other is that processing time is within the required limit. To develop a program is to
find such a macro activity meeting the conditions. This method is possible when
complete knowledge is provided to the system in order to represent necessary set of
macro operations to represent every requirement. This is not always the case. Very
often necessary knowledge is lacked. For example, if a new activity is defined, it
cannot be used in this framework until a new macro including the activity is
generated.

4.2.2 Semantically Legal Connection between Activities

Among a number of activities that are defined independently, only some groups of
activities can be connected preserving semantic legality. This is called semantically
legal connection among activities. The output(s) of some activity(ies) becomes the
input of an activity in this group (Figure 4). It is represented as follows.

 activity(Y1, Y2, --, Yn, Z) :-

    ( X1, X2, --, Xn/D1,D2,--Dn)[activity 1(X1, Y1), activity 2(X2, Y2),

                     --, activity n(Xn, Yn)], defineActivity (Y1, Y2, --, Yn, Z).

Fig. 4. Semantically legal connection
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Here the variables Y1, Y2, --, Yn, and Z are the inputs to and the output from the
‘activity’ respectively. The variables X1, X2, --, Xn are the inputs to the activities that
are in the semantically legal connection with the ‘activity’. The semantically legal
connection must be made by person and is represented in the form of knowledge. A
set of these connections generates various compounds of activities. These compounds
are generated by deductive operation. For example, assume that, given a specific
value to Z, a question ‘activity(Y1, Y2, --, Yn, c)?’ is asked. The inference system
retrieve the above rule, replaces the query by the right hand of which Z is substituted
by c, obtains the instance values b1, b2, --, bn to the variables Y1, Y2, --, Yn to make
‘defineActivity (Y1, Y2, --, Yn, c)’ true, substitutes each of b1, b2, --, bn into Y1, Y2,
--, Yn of ‘activity1’, ‘activity 2’,--, ‘activity n’ respectively, and generates a set of
new queries, ‘activity 1(X1, b1)?’, ‘activity 2(X2, b2)’?, -- and ’activity n(Xn, bn)?’.
This is repeated until the query is answered true. The first query, ‘activity(Y1, Y2, --,
Yn, c)?’ in the above explanation, may be a definition of an actuator and the last
query(ies) may be a (set of) sensor(s). Then a sequence of activities included in this
deduction form a compound of activities. This is a pre-programming stage of
programming and a program is generated from the result. Among many compounds of
activities the one that satisfies the second requirement given to the program to be
generated, say processing time and/or memory space, is selected.

    The activity included semantically legal connection can be any macro activity.
Thus the macro-activity definition and semantically legal connection are combined in
various ways.

    Since semantically legal connection is given locally in the small group of activities,
it can happen to form a loop together with the other connections. It must be detected
at the time a connection is given and the loop is replaced by a macro. Within this
macro a loop parameter is introduced such that the macro operation can be translated
to a loop in the program.

4.3   Model-Based Specification of Program

What is required for program specification is to give information with which
computer system can generate a compound of activities satisfying the requirements. It
is to provide a set of activities and their relations. In many cases in designing a
vehicle-engine, a set of activities that have been developed before are referred. These
engines developed so far are classified by various indices such a engine type, number
of cylinders, total volume, compression ratio, horse power, maximum torque, etc.
When a new engine with the specified characteristics is to be developed, some
engines that have the similar characteristics as the new one are referred. Those
activities included in these engines developed in the past form an initial set of
activities. The compounds of activities have also been made for every past engine and
are shown on the display. It is possible to re-use the same compounds as before to the
new engine. But in the other case, it is not possible because of the change of the
requirement. Then the new compounds have to be generated. It is intended in this
research project to take the following procedure.
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(1) To fix the set of activities;

The user selects the activities from the initial set of activities and merges them. In
some, but not so many, cases a new activity is developed and added to the set.
Creating the new activity is the matter of research.

(2) To define new semantically legal connection;

The semantically legal connections that have already defined before are shown on
the display. The user defines new legal connections for the new groups of
activities in the set of activities.

(3) To define new macros;

The user defines compounds and makes new macros directly. He/she verifies the
logical validity of the new macros partially.

The result is the model of problem to develop programs for controlling the vehicle-
engine.

5   Knowledge Based Generation of Program

Programming is divided into two stages. The first is to make compounds of activities
such that required condition between specified inputs and outputs are satisfied. The
second is to translate the compounds to programs.

5.1   Generating a Compound of Activities as Problem Solving

It is not difficult to obtain a compound of activities for a specific instance of input and
output. It is to solve a problem of route finding based on the semantically legal
connection of activities. It starts finding the route from the activity for actuator,
‘outputActivity’. Assume that there is the following rule.

outputActivity(Y1, Y2, --, Yn, Output) :-

    ( X1, X2, --, Xn/Dx1,Dx2,--Dxn)[activity 1(X1, Y1), activity 2(X2, Y2),

                     --, activity n(Xn, Yn)], defineActivity (Y1, Y2, --, Yn, Output).

    Then a specific value c is selected for the output variable Output and generate a
query ‘( Y1, Y2, --, Yn/Dy1,Dy2,--Dyn)outputActivity(Y1, Y2, --, Yn, c)?’. Then
the inference system evaluates defineActivity (Y1, Y2, --, Yn, c) and obtains the
values b1, b2, --, bn for the Y1, Y2, --, Yn that make defineActivity (b1, b2, --, bn, c)
true. Then it generates a set of new query,

( X1/Dx1)activity 1(X1, b1)?

( X2/Dx2)activity 2(X2, b1)?

     -----

( Xn/Dxn)activity n(Xn, b1)?
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    Each of these expressions is an abbreviated form. If an ‘activity i’ needs multiple
inputs as ‘activity’, Xi/Dxi is not a single variable but must be a vector. This operation
is repeated until an ‘inputActivity’ representing a sensor operation is reached. Since
the semantically legal connection is defined locally between individual activities,
number of paths can result. Some of them goes from the input to the output. The
system looks for such paths by back tracking. Among number of possibilities, the one
to satisfy the other requirement (especially the time constraint) is finally selected.

    If a macro activity has already been defined, then it is represented as follows.

outputActivity(Y, Output):- inputActivity(Y), macroActivity(Y, Output).

    To the given query, the right hand expression becomes the new query in which
Output is substituted by c. Then the ‘macroActivity’ is expanded by the macro rule.
The effect of making macro activities is that the possible path can be found without
searching.

5.2   Generalizing a Solution Tree

Since the program is generated from the compound activity the activities in this
selected path from the input to output is reserved. This is not a simple sequence but a
structure of activities representing a solution to the problem of generating a
compound of activities. But this is the solution for the specific output. Before
translating it into program, it is generalized in order to recover the instance to the
original variable. This is to expand the solution tree so that it represents the solution
for any value of output in the intended region.

    This is discussed precisely in [OHS98, KAW00] and is not repeated here. The final
solution tree is composed of programmed activities at the leaf. The structure
represents a control structure of the target program.

5.3 Simulation for Estimating Processing Time

At the time a solution tree is first made, it is not yet a real but a tentative solution. The
program generated from the tree must satisfy the other requirements. Among those
requirements given to the program, that of processing time is the major one because in
most cases a computer system embedded into an object system works as a real-time
controller.

    Usually the embedded compute system is required to do various tasks. A program
is necessary for each task and those programs have to do the tasks in a strictly limited
time as a whole. For example, in case of vehicle engine control system, more than
twenty programs are executed in an MPU. Most of these programs are evoked
according to the rotation of the engine. Some others are evoked by an internal clock
mechanism and still the others are evoked occasionally by driver’s actions. Some of
these programs are evoked in parallel. To every program is given a priority of
processing and a real-time multi-processing OS is used to control the operations.
When some programs are activated in parallel, these are put into a queue line and are
processed according to the order of the priorities. Those programs that are of the
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lower priorities have to wait the end of processing of high priority programs. It may
take a long time and can go over the limit time. It is necessary to analyze the system
operation. If the system is assured to satisfy the requirement, then the solution tree for
each program is fixed and the program is generated from the tree.

    This is a queuing problem and its simulation system has been developed. This is a
general queuing process simulator. In order to achieve the simulation, it is necessary
to estimate the processing time of each program. As has been discussed, a program is
generated in two steps; to generate a compound of activities and to translate it into
programming language. It is desirable that the simulation can be executed at the end
of the first step because a solution tree may have to be changed by the result of the
simulation.

    After a solution tree for a program is generated, the processing time is estimated
from the tree. The processing time of any simple programmed activity can be
estimated relatively precisely. But the processing time of the whole compound is not
deterministic but probabilistic because the tree includes disjunctive nodes
representing branch conditions in the corresponding program. The processing time of
the compound is thus obtained as a random variable depending on the probability of
branch at every branch point. It is not easy to estimate correctly the probability of
branch. Therefore an approximated distribution of processing time is made.

    The simulator is composed of three subsystems; a ‘call’ generator, a ‘call’
processor and a time management sub-system. The ‘call’ generator has three
components; engine rotation, real time clock and random number generator. It
generates ‘calls’ under the given operation condition of vehicle engine such as
climbing a steep with the given speed. Each ‘call’ corresponds to a program
execution. The future ‘calls’ are listed on a ‘call’ generation table with the remaining
time to the ‘call’ can really occur. This table is the ‘call-generation queue’. The
remaining time is generated by a call-generation routine. In fact the relative remaining
time is used. The relative remaining time is the time needed for generating the ‘call’
after the prior ‘call’ is generated in the queue.

    Every program is listed on a property table with such characteristics as program
execution time and priority. The ‘call’ processing subsystem manages the queue and
accumulates the simulation data. The ‘calls’ in a queue are listed on a waiting table
with the relative remaining time. This table is called the ‘call-processing table’.

    The time management sub-system advances the simulation time to the nearest
future event. The event is either the generation of new ‘call’ or the end of processing
of the ‘call’ at the top of the queue, that is, the end of the program. The time
management sub-system advances the time by the amount the smaller one either of
the heads of the ‘call-processing queue’ and the ‘call-generation queue’. This amount
is reduced from the remaining time of ‘calls’ at the head of both queues. The ‘call’
with the remaining time reduced to 0 is erased.

    In some cases, a program cannot be processed within the required time limit. Then
some trouble occurs. This effect is different by the program. Some one may have fatal
effect on the performance of the total engine operation but the others have the smaller
effects. The effects of the individual cases must be analyzed in advance. The total
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effects have to be estimated by the simulation. The priority of the program must be
decided based on the effects. If the processing times of some programs are considered
too large, the system goes back to generate the other compounds of activities.

    If the required time constraint cannot be satisfied in whatever the way, then the
capability of the MPU is not enough. A new, more powerful MPU must be introduced.

5.4   Generation of Program

Once the solution tree is fixed, it is translated to a program code. The structure
represents a control structure of the program to be generated. For example, disjunctive
nodes are included in the tree, each of which corresponds to either a branch or a loop
depending on the lower part of the structure. Simply speaking, if the same structure
appears in the lower part of this node, then this part of the structure including the
disjunctive node is translated to a loop. Otherwise the node represents a branch. The
activities connected to a conjunctive node represent a sequential operation. A way to
translate the solution tree into a program is discussed precisely in [OHS98] and
[KAW00]. Its details are not included in this paper. Refer to these papers.

5.5 General Scheme of Program Generation – Program Design by Object
Designer

To summarize, the process of program specification and generation is as follows. It is
assumed that the specification of the design object in which the computerized control
system is to be embedded has already been given.

[1] Model Building

(1) User refers the past similar cases of object design and retrieve the compounds
of activities used there.

(2) User decides tentatively a set of activities referring the cases and adding
his/her own if necessary.

(3) User makes semantically legal connections in the groups of activities and/or
macro activities. These operations are achieved on the display and the system
generates the corresponding rules.

(4) User checks the model my means of syntax checker to achieve partial
inference.

(5) The system visualizes this process of building a model.

(6) User modifies the model if he/she thinks it is necessary.

[2] Problem Solving and Program Generation

(1) Problems are given to the system in the form of queries on the output activities
of which the output variables are substituted by arbitrarily selected instance
values.
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(2) A tentative instance solution tree is made by deduction.

(3) The solution tree is generalized by recovering the instances by the original
variables with domains. The processing time is estimated to the solution tree.

(4) For the set of solution trees, a simulation is achieved to test for the time
constraint for the operation as a whole.

(5) Each solution tree is translated to a program.

(6) Final simulation is executed for assuring the operation in the very-near-to-real
environment. A special simulation system has already been developed and is
being used in many automotive-manufacturing companies.

[3] Program Specification as an Intermediate State

This system is being developed now. Even if it may succeed however, some time may
be necessary until it is accepted in the field because it urges the field engineers to
change the way of development of vehicle engine control system. This research
project therefore includes an additional part to generate specifications in the
conventional style from the model. It is to be used for developing programs by human
programmers in the traditional way. This total process is illustrated in Figure 5.

    It is possible to represent formally the problem solving in the latter half of this
process using meta-rules. Then this part can be automated. But its representation is
complicated and is not included in this paper.

6   Conclusion

A new style of program generation was discussed. A key concept is model and its
building process. What users want in programming are represented in the form of
model in a comprehensive way for users. A computer system interprets the model and
generates programs automatically as automatic problem solving. This idea is being
applied to make programs for an embedded system in vehicle-engine to control its
operations. The objective is to enable engine designers as non-specialists of
programming to develop programs themselves. The authors expect that this method
will bring a large effect on vehicle-engine design not only on the cost and
development time but also on the possibility of developing new ideas in vehicle-
engine design. So far the control part of engine was almost invisible to the designers
on the other part of the engine because of the substantially different technology used
there from the other parts. By introducing a comprehensive model, they become able
to look through inside this part and to consider whole parts inclusively. To keep
balance in consideration throughout the objects is the most important attitude for the
designer in designing a complex object.
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Fig. 5. Total process of program design and generation system
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Abstract. In this paper a new classification algorithm based upon fre-
quent patterns is proposed. A frequent pattern is a generalization of the
concept of a frequent item set, used in association rule mining. First of
all, the collection of frequent patterns in the training set is constructed.
For each frequent pattern, the support and the confidence is determined
and registered. Choosing an appropriate data structure allows us to keep
the full collection of frequent patterns in memory. The proposed classifi-
cation method makes direct use of this collection. This method turns out
to be competitive with a well-known classifier like C4.5 and other com-
parable methods. For large data sets it seems to be a very appropriate
method.

1 Introduction

Machine learning and data mining are major issues in present-day AI research.
An important issue in this field is classification. Industrial applications of
classification include quality control, pattern recognition, hazard detection, load
forecasting, diagnostic systems and marketing. Several classification methods
have been developed over the past two decades. We mention, among others,
neural networks, decision trees, genetic algorithms etc. In addition, detecting
hidden rules in large data sets has become a major issue in data mining;
specifically, we mention rough sets, logical analysis of data and association
rules. In this paper we work out a very simple idea: to use the rules obtained
by an algorithm for association rules as the rules to carry out classification.
In fact, we propose a classification algorithm based upon frequent patterns. A
frequent pattern is a generalization of the concept of a frequent item set used
in association rule mining[1]. The first step in the algorithm is the construction
of the collection of frequent patterns. Without any refining operation, those
frequent patterns are used for classification. Thus, we might say that the
new algorithm is a brute-force data mining method using a raw collection of
patterns. Such an approach appears to be feasible, which is not surprising given
today’s high values of speed and memory size. We will compare our classifier
with other existing classifiers.

Overview. The outline of this paper is as follows. Section 2 recalls some
definitions and facts about frequent patterns. The new classification algorithm
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a b c class
1 1 3 2
1 1 3 2
1 2 1 1
1 2 1 1
1 2 3 2
1 2 3 1
2 1 3 2
2 1 3 2
3 1 2 1
4 2 1 1
4 2 1 2
4 2 3 1
4 2 3 1

Fig. 1. An example: a data set S

is presented in Section 3. We also design a variant algorithm which actually
performs a relaxation of the classification procedure. The algorithms are
illustrated by experimental results. In Section 4 we show that there is a clear
relationship between our method on the one hand and three other methods on
the other, viz. classifying based on associations, rough sets and logical analysis
of data. Section 5 draws conclusions and points to some further work.

2 Frequent Patterns

In this section, we discuss some definitions and facts on frequent patterns. A
data set is a set of records or cases. Each record consists of an n-tuple (n is fixed)
of discrete values. The positions in a record correspond to attributes. Suppose
that we have n = 4 and the four attributes are: income, married, children,
creditworthy. An example of a record in a data set of customers is (5, yes, 3,
yes), which means that the customer related to this record has income group
equal to 5, is married, has 3 children and is creditworthy. As mentioned above,
we require discrete values. If an attribute has continuous values, discretization
is required. One attribute is appointed to be the target attribute. The values
which are taken by the target attribute are called classes or class labels. Figure
1 shows a simple example of a data set, which has four attributes: a target
attribute and three other ones called a, b and c.
Suppose that a data set D has n attributes a1, a2, . . . , an, where an is the
target attribute. A pattern (also called an item set) is defined as a series of
m (m ≤ n − 1) equalities of the form (ai1 = vi1 , ai2 = vi2 , . . . , aim = vim),
where aik

is a non-target attribute and vik
is a value that can be taken by

attribute aik
, 1 ≤ k ≤ m. A record R is said to be a supporter of a pattern

P = (ai1 = vi1 , ai2 = vi2 , . . . , aim = vim), if R matches pattern P , i.e., attribute
aik

occurs in R and has value vik
for each k, 1 ≤ k ≤ m. The support of a
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Fig. 2. The frequent patterns of S stored into a trie.

pattern P , denoted by supp(P ), is defined as to the number of supporters of P .
Given a threshold or minimal support (denoted by minsup) a pattern is called
frequent if supp(P ) ≥ minsup.
The best-known algorithm for finding frequent patterns is Apriori [1]. In the
originating paper, a hash tree, a tree with a hash table in each node, was
proposed to represent itemsets. We utilize a different data structure which
replaces the hash nodes by completely filled arrays with dynamic length. This
data structure is equivalent to a trie[2]. It stores the full collection of frequent
patterns in an efficient and compact way. An example of a trie is shown in
Figure 2, which displays the set of frequent patterns in data set S of Figure 1 for
minsup= 2. Each path from the root, not necessarily ending at a leaf in the trie
represents a frequent pattern and vice versa. For instance, (a = 1, b = 2, c = 1)
denotes a path as well as as a frequent pattern. The property that any heading
subpattern in a frequent pattern is frequent as well, makes a trie a proper data
structure for storing frequent patterns. So, the subpaths (a = 1, b = 2) and
(a = 1) (a path of length 1) also represent frequent patterns. The patterns
(a = 3) and (c = 2) and any extensions of these patterns are infrequent and
hence not included in the trie of Figure 2.

As mentioned before, supp(P ) is equal to the number of the supporters
of P . For a given class c and a pattern P , the class support of c in P , denoted
by suppc(P ), is equal to the number of supporters for P with class label c.
The confidence of a class c, also called the relative support, in a pattern P is
defined as confc(P ) = suppc(P )/supp(P ). The class of a pattern P , denoted by
class(P ), is defined as a class c for which suppc(P ) and hence also confc(P ) is
maximal. For c0 =class(P ), the value confc0(P ) is also denoted by conf(P ). The
following examples illustrate the definitions. Consider patterns P = (c = 3) and
Q = (b = 2, c = 3) in data set S in Figure 1. The following quantities hold for
P : supp(P ) = 8, supp1(P ) = 3, supp2(P ) = 5, conf1(P ) = 3/8, conf2(P ) = 5/8.
Since class label 2 has the greatest support, we have class(P ) = 2 and
conf(P ) = 5/8. For Q we have: supp(Q) = 4, supp1(P ) = 3, supp2(P ) = 1,
conf1(P ) = 3/4, conf2(P ) = 1/4, class(P ) = 1 and conf(P ) = 3/4.
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3 A Classifier Based upon Frequent Patterns

In this section we present our new classifying algorithm, which we call PatMat,
since it is based on matching frequent patterns.

PatMat. To build a classifier we need a data set D which acts as train-
ing set. The collection of frequent patterns in D is constructed and is stored
into a trie T . Any algorithm designed to find frequent patterns is appropriate.
Apriori is the best-known algorithm in this area. We assume that supp(P )
and also suppc(P ) for every c is stored into the cell at the end of path P . To
calculate these quantities, only a slight extension of Apriori is needed. The
classification of a record R proceeds as follows. Each path or equivalently each
frequent pattern P is examined for being a supporter of R. The pattern P for
which conf(P ) is maximal is selected and its class value class(P ) determines the
class for R. The following code reflects the above classification process.

Algorithm PatMat
(1) function classifying(R)
(2) bestconf = max{conf(P ) | P a frequent pattern supported by R};
(3) P0 is a frequent pattern such that bestconf = conf(P0);
(4) c0 is a class such that conf(P0) =confc0(P0) = bestconf;
(5) return c0, P0;

In order to determine the value of bestconf (see line (2)), the trie needs to be
traversed. Hence, for any record P that is being classified, a trie traversal is per-
formed. Clearly, some parts of the trie may be discarded. If R does not support
a pattern corresponding to a cell P , then R does not support any extension of P
either. In case cell P is visited, the subtrie below P (if any) may be discarded.
Theoretically, it might happen that there is no frequent pattern supported by R
(see line (2)). However, it can be shown that the occurrence of such an event is
very improbable. In fact, in all our experiments this did not occur a single time.
If we want the algorithm to cover all possible cases, we could assign a default
class to such a record R, for instance the most frequent class.
From the fact that the confidences are relative frequencies approximating pat-
tern probabilities, it can be seen that the algorithm is an approximation to the
Bayes classifier under the assumption that the training set has proportions that
reflect the class probabilities. By restricting attention to frequent patterns we
try to enhance the quality of the approximation.
An important parameter to be tuned for our method is the value of minsup,
the minimal support that is allowed for the patterns to be represented in the
trie. Since the number of frequent patterns decreases when minsup is raised, we
want minsup to be as low as feasible in view of the memory needed for the trie.
However, even for small problems where a complete trie with minsup= 1 could
be held in memory, we noticed a slight deterioration of performance for too small
values of minsup. For all data sets we have examined so far with this method a
minsup of about 1% of the total number of records in the complete data set was
found to be optimal.
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We conducted several experiments with PatMat. We will give a more detailed
description of those experiments at the end of this section. We noticed many
collisions in line (3), mostly with bestconf = 100%. A collision means that pat-
terns P and P ′ are found with bestconf = conf(P ) =conf(P ′) or equivalently,
pattern-class combinations (P, c) and (P ′, c′) are found with bestconf = confc(P )
= confc′(P ′). We formulated the following criteria for solving collisions.

- if confc(Pi) =confc′(Pj) and suppc(Pi) >suppc′(Pj) for any classes c and c′,
then Pi takes precedence over Pj ;

- if the previous rule still leaves a collision, then a longer pattern (i.e., a higher
number of attributes) precedes a shorter one.

Applying these criteria the number of collisions nearly vanishes. Once a pattern
P0 is chosen, usually a unique value c0 can be determined in line (4).

A major advantage of the new method over other methods is its trans-
parency. Note, that the classification function not only returns c0, the appointed
class, but also P0, the pattern that caused c0 to be picked as the appointed
class. Thus, it is possible to give a clear account for the target label assigned to
a test record. A record is put into a class, since it meets a certain pattern and
many training records meeting that pattern belong to the same class. Thus, an
instance could be classified as class A, because it has value 3 for attribute 2,
and value 1 for attribute 4, and 97% of such instances in the training set belong
to class A.

A variant algorithm. We have mentioned that line (3) in the code of
the procedure classifying gives rise to a lot of collisions. In addition, we noticed
that many so-called near-collisions occurred. A near-collision means that a
combination (P, c) can be found with bestconf ≈ confc(P ) or more precisely
confc(P ) > 0.9∗bestconf. Because of the great number of collisions, we decided
to allow multiple classification: a record may be classified into multiple classes,
or put another way, a record may take multiple class labels. In order to take
the collisions into account, the following code was used.

Algorithm Variant
(1) function multiple-classifying(R)
(2) bestconf= max{conf(P ) | P a frequent pattern supported by R};
(3) C = {c| confc(P ) > 0.9∗bestconf for any frequent P supported by R};
(4) return C;
A record R is considered to be classified wrongly, if the class label of R does
not occur in C, the set resulting from the call multiple-classifying(R). As will
be shown in the next paragraph, the variant algorithm has a considerably lower
error rate.

Experiments. In this section we will describe some experiments. The
new algorithms, PatMat and its variant, were implemented under the Borland
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C++ 5.02 environment. These algorithms were compared with C4.5, a well-
known decision tree classifier. For our experiments we actually used the Java
implementation of C4.5, Release 8 from [11]. We used eight data sets from the
UCI ML Repository[8]. If a data set contained continuous attributes, these were
discretized using the method in [5]. The three algorithms under consideration
were applied to each of the eight data sets. In order to compare the performance
of the algorithms, we measured the error rate of each classification run. The
error rate is defined as the number of wrongly classified records divided by
the total number of classified records. The difference between the error rate
of PatMat and that of the Variant algorithm is a measure for the number
of collisions during PatMat. A test run for a combination of a data set and
an algorithm consists of the following steps. A random selection is made
containing 2/3 of the records in the data set. This set acts as the training
set. The remaining 1/3 of the records is used as the test set. The error rate
was measured in each run. This action was carried out ten times. The average
error rate and the standard deviation were computed over these ten runs. The
outcomes are displayed in Figure 3. For finding frequent patterns in PatMat
and its variant, minsup = 1% is chosen. Figure 3 shows that PatMat performs
slightly better than C4.5. Remarkably, we noticed that over 90% of the records
were classified with bestconf = 100% and almost all records were classified with
bestconf ≥ 90%. None of the test runs took longer than a few seconds, although
some of the data sets consist of thousands of cases.

C4.5 PatMat Variant
aver stddev aver stddev aver stddev

Austra 15.3 3.14 14.5 2.05 3.1 0.81
Breast-w 5.3 2.03 4.6 1.66 1.5 0.63
Diabetes 21.4 3.41 21.4 1.73 17.7 2.23
German 28.2 2.03 26.9 1.63 17.0 2.30
Glass 30.8 6.33 28.1 5.30 20.9 4.00
Led7 27.6 1.26 28.0 1.02 21.8 1.58
Lymph 25.6 4.77 18.9 5.55 2.8 2.08
Heart 24.4 2.85 18.6 2,52 1.5 1.34
Pima 22.3 1.43 21.0 2.21 16.5 2.00

Fig. 3. Error rates of classification methods

4 Comparison with Other Methods

Several classification algorithms in machine learning construct a classifier that
consists of a list of rules of the form P ⇒ c where P is a pattern and c a class.
In contrast with those algorithms, we do not construct such a list, but we utilize
the complete trie of frequent patterns to classify each new case. Our algorithm
uses an interesting mix of lazy and eager learning. At first sight, it resembles
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lazy learning methods like k-nearest-neighbor or IGTree [4], since it starts to
look for interesting patterns only after it is given a new case. However, unlike
is the case with those methods, our trie is not a lossless compression of the
training set. During the construction of the trie, generalization takes place by
restricting the attention to frequent patterns. In the remaining portion of this
section we will compare our classification method with three methods known
from the literature on classification.

Closest to our algorithm is the CBA method[6,7], a rule-based classifying
system. A rule in a CBA classifier is nothing but a frequent pattern enhanced
with a class number. Since the number of patterns and hence, the number of
rules is extremely high, a selection needs to be made. Only those rules are
preserved that classify at least one case from the training data. For many data
sets, this still results into a list of ten thousands of rules. An intricate method is
applied to extract this set from the collection of frequent patterns in an efficient
way. Eliminating rules that do not classify any case of the training set may
be harmful. Some of these rules may apply to unseen cases. We found a slight
deterioration of the performance when such rules were left out. Therefore, our
trie contains all frequent patterns without restrictions.

Another rule-based classifying algorithm is provided by the Rough Sets
method, abbreviated as RS here. This method was designed by Z. Pawlak[9].
To explain the relation between PatMat and Rough Sets, we introduce some
new notions. A pattern is defined to be perfect if its confidence equals 100%. A
perfect pattern is called minimal, if it is no longer perfect when one attribute
is removed from the pattern. For any perfect pattern P , at least one minimal
perfect subpattern P ′ can be found. It is easily seen that every extension
of a perfect pattern P is perfect as well and has the same class label as P .
Consequently, classifying with a perfect pattern P is equivalent to classifying
with a related minimal perfect subpattern P ′.
In the Rough Sets theory, a central role is played by so-called reducts and
value reducts. Any classification rule in RS has a value reduct in its left-hand
side. The following interesting relationship holds: a minimal value reduct is
equivalent to a minimal perfect pattern. It follows that every value reduct in RS
with sufficient support also occurs in the trie used by PatMat. Consequently,
RS assigns the same class label to any record as PatMat does, provided that
collisions, if any, are resolved in the same way. The converse doesn’t hold.
Records that are classified in Patmat by a pattern with confidence < 100%,
cannot be classified at all by RS, since RS requires 100% confidence. For
those records, RS resorts to a default class. Only recently, some generalized
models of RS have been introduced, in which 100% implications are replaced by
approximate dependencies, see e.g. [12]. As mentioned in the previous section,
we noticed in our experiments that over 90% of the records was classified by
a pattern P with conf(P ) = 100%. This phenomenon makes RS and PatMat
similar.
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The Logical Analysis of Data (LAD) method developed by a group around
P. Hammer[3] is very similar to the Rough Set method, but has the further
drawback that it works only for boolean attributes. The patterns used in the
LAD method are equivalent to value reducts in RS and hence also to minimal
perfect patterns in PatMat.

5 Concluding Remarks

We have presented a new classification method based on frequent patterns. It ap-
pears to perform adequately, in some cases it scores clearly better than C4.5. The
main advantage of the method above the existing methods is its transparency:
it is very easy to state the reason why an object is classified as it is. It is argued
that our classification method generalizes the Rough Sets and LAD methods,
making it more appropriate for noisy data and large data sets. Presently, we are
developing an extension of the method proposed in this paper to be used for
target selection in direct marketing.
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Abstract. In this paper we present a timetabling system that uses a combination
of a genetic algorithm and constraint satisfaction to maximally satisfy con-
straints of different strengths. A prototype system is presented for university
examination timetabling. Experiments performed with different parameter
settings for the genetic algorithm on some real world data are reported. The
results obtained from the prototype are promising. An extension to the system is
proposed to support incremental processing of user-supplied constraints. This is
needed to support user-guided exploration of the solution space and to capture
the incremental nature of human timetabling.

1   Introduction

One of the most interesting problems for computer solution is the timetable problem
which has been traditionally viewed as a problem in Operations Research. This
problem has important practical applications and has been extensively studied. It is
known to be NP-hard [2, 3]. The problem typically incorporates many nontrivial
constraints of various kinds and has attracted much interest for solving it using several
metaphors. Since the first attempted genetic algorithm-based solution to the problem
(as reported in [1]) several attempts have been made to further study and develop
genetic algorithms to solve different kinds of timetable problems.

Timetabling of the end of semester examinations at the University of the South
Pacific (USP) had motivated the present study. Examination timetables at USP in the
past have been mainly constructed by hand, using previous timetables, relying on past
experiences and feedback from students. A timetable that is thought of to be the best
is one i). that minimises clashes so that no student is assigned to sit more than one
paper at the same time, and ii). in which there is some time gap between the time that
a student finishes one examination and sits for the next. This timetable is initially
released and feedback is sought from the students and staff. If clashes that may have
been overlooked are found, the timetable is revised to reflect this. The task of
examination timetabling is an instance of the timetable problem. Constraints are used
to direct search for a solution from a combinatorial space of possibilities.
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Genetic algorithms (GAs) are stochastic algorithms that are well known to work for
optimisation problems generally [4] and have a good scope for application to
timetable problems since these problems require optimisation of constraints. GAs are
search methods that model the natural phenomena of genetic inheritance and
Darwinian strife for survival [5].

The present work reports on a genetic algorithm approach that finds an optimal
timetable which best satisfies all the given constraints. – extending the work reported
in [6]. The progress made in developing a timetabling system using genetic algorithms
and constraint processing is reported. The results from tests of the developed
prototype system (called ET for examination-timetabler) on real data from USP and
the experiences gained in extending the system to perform incremental constraint
processing using genetic algorithms to support user-guided exploration of solutions
are presented and discussed

2   The Problem

The examination timetable problem can be described by

• a list of classes with known class sizes,
• a list of rooms with known capacities,
• a list of three-hour sessions (or time periods), and
• a list of constraints.

At USP, there are about 320 classes, about 15 rooms of various capacities are used
and there is currently a 10 day (with 2 sessions per day) exam period.

The problem is to find the optimal timetable (class-room-session) satisfying a given
set of constraints which usually comprises of a mixture of hard constraints
(constraints that have to be fully satisfied) and soft constraints (constraints that may be
relaxed).

The basic problem is to assign examinations for known class sizes to a known
number of sessions (or time periods) such that there are no conflicts (or clashes), the
room capacities are not exceeded and all the hard constraints and a maximal subset of
soft constraints are satisfied. A typical timetable is a tuple  <course, day, session,
room>.

Some common constraints that are observed in practice at USP are given below.
1. Certain exams are required to have at least x number of sessions between

them and certain other exams – for example, any two courses taken by a
student must not have examinations at the same time.

2. Precedence constraints between exams restrict the ordering.
3. There is a limit on number of examinations that can be held at the same time.
4. Certain courses may have examinations at the same time.
5. Multiple exams may be held in one location.
6. Exams may be split over several locations.
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The primary objective is to find a conflict free timetable. However, there are
several secondary objectives:

1. To have the examinations spread out as evenly as possible for each student.
2. To schedule examinations for large classes early in the exam period.
3. To optimise (i.e. to lengthen or shorten) the duration of the exam period as

desired.

The above constraints can be classified into two groups:

I. constraints that are always required to be satisfied in the timetable,
and

II. constraints which are attempted to be satisfied but may be violated.

The Type II constraints include user-supplied preferential constraints. Their
satisfiability is desired in timetables but if they cause a violation of Type I constraints
then they are relaxed. Some examples of Type I constraints can be that there should be
no overcrowding in the rooms and two courses which are taken by the same student
should not be scheduled to be examined together. An example of Type II constraint
can be that the rooms should be used to its maximal limit, that is, there should be
minimal wastage of space when allocating courses to rooms.

3   ET Constraints

For the development of ET the following constraints have been considered.

1. If a course is unable to be scheduled in a way that satisfies all the constraints,
there is no attempt to decompose it into smaller groups so that these could then be
assigned different rooms but their examination done concurrently (where such
assignments result in satisfaction of all the constraints).

2. There are three kinds of constraints that are considered in order to schedule the
examination timetable. These are as follows.

a). There is to be no overcrowding in the rooms (that is, the total
number of students in a room should not be greater than the capacity
of the room).

b). Certain courses cannot be scheduled at the same time. This is due to
the fact that if a student is taking more than one course then he/she
cannot have the examination of two courses at the same time.

c). There is to be a minimal wastage of room space. This means that the
rooms that are scheduled to have examinations should be at least
80% full.

Although it would be desirable to satisfy all the constraints as listed above, some
relaxation may be required and a mechanism for relaxation has to be provided. The
main constraints that must be satisfied are (a) and  (b) as listed above. Although it
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would be excellent if (c) were also satisfied, but if the satisfaction of (c) means a
violation of either (a) and/or (b), then it is best to relax (c).

4   Representation

Before GAs can be made use of, the chromosome structure of the individuals (i.e. a
template for the solution) in the population needs to be defined for the problem. This
is same as finding the encoding scheme to represent a phenotype (in this case a
examination timetable) into a genotype (a bit string on which GAs can work on).
Traditional GAs use bit strings as chromosomes but in the current work a slight
deviation that gives some improvement in performance has been made. Instead of
using bit strings, a string of integers is used. Using this representation causes a vast
decrease in the length of the chromosome, thus making it more efficient for
processing at the same time giving the same flexibility as in traditional encodings.

For example, as a sample problem of timetabling 22 courses (that are currently
offered in Semester II by the Mathematics and Computing Science Department) over
a span of 10 days where each day has 2 sessions, the chromosome encoding is as
follows.

The chromosome is made up of genes. These genes correspond to the courses and
their respective locations on the chromosome denote the course number. Each gene
has 3 alleles. These correspond to the room, day and session where the course is
scheduled. In this respect the chromosome of each individual corresponds to a
possible examination timetable.
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5   Algorithm

Below is a version of genetic algorithms (adapted from [4, 7]) that is used in ET.

Step 1. Generate the initial population and set the
generation counter to zero.

Step 2. Find the fitness of the initial population.

Step 3. Select the individuals for the next generation
and put them in temporary storage.

Step 4. Apply genetic operators on the individuals in
temporary storage.

Step 5. Find the fitness of the individuals in
temporary storage.

Step 6. Replace the old generation with the
individuals from the temporary storage.

Step 7. Increment the generation counter by 1.

Step 8. If termination criterion is not satisfied,
loop back to Step 3.

The important features of the algorithm are summarised as follows.

5.1   Production of the Initial Population

The initial population is produced randomly by assigning random values to each of the
alleles. Since each of the alleles have a specified domain of values that it can take, the
choice of values for each one of them is not purely random.

5.2   Fitness Calculation

The method of calculating the fitness of each individual is twofold. Firstly the
chromosome structure (genotype) of an individual is translated into a timetable
(phenotype). Based on this, penalties are allocated. Listed below, is the scheme that
has been used to allocate penalties. Each of the entries in the timetable is checked to
ensure that there is no violation of the three constraints. If any entry in the timetable
violates any one of the constraints the respective penalty is accumulated for that
individual.
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CONSTRAINTS PENALTY
VALUE ALLOCATED

Room Overcrowding 47

Course Constraints not satisfied 47
Wastage of Space in Rooms

If total room capacity used is less than 50% 8
Else
If total room capacity used is less than 60% 5
Else
If the total room capacity used is less than 70% 3
Else
If the total room capacity used is less than 80% 1

The wastage of space in Rooms constraint is further decomposed because although
a room full to at least 80% of its capacity is desirable, it should be noted that this
constraint could be relaxed. One way of implementing this is by having different
penalty levels which reflect different degrees of enforcement to each of the conditions
expressed in the constraints. For instance, a room, which is less than 50% full is less
desirable, compared to one that is 60% full. But if a timetable, which has all the rooms
at least 60% full cannot be found then one which has at least 50% full rooms, is
acceptable.

The values for the penalties are empirical. They were found to best suit the problem
(that of penalising individuals in the population for not satisfying the constraints).
Other values can be used but it should be noted that the more important it is to have a
constraint satisfied, the higher a penalty value should be allocated to individuals that
violate it. This concept adequately caters for constraints of different strengths.

Once the penalty for each individual is calculated, the second step of finding the
fitness value from the penalty value is performed. The reason to change penalties to
fitness values is trivial and relates to the basis for GAs – they are optimisation tools
used to maximise functions. In order to get a timetable that closely satisfies the
constraints, there is a need to minimise the penalties of the individuals. The lower the
penalties of the individuals, the better they satisfy the constraints. Thus to calculate
the fitness, there is a need to do a mapping so that the individuals with a higher
penalty are mapped to a lower fitness and vice-versa.

The following model was initially used to map a penalty to a fitness value.

g(xi) = 1/P(xi)
F(xi) = g(xi) / ∑ i g(xi)

where P(xi)   is the penalty of the individual xi

g(xi)  is the fitness of individual xi

F(xi)  is the fitness value between 0 and 1 for the individual xi.

The motivation for this model was that for higher penalty values, the reciprocal
gets mapped to small values and vice-versa. But one inherent problem with this
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method was that when the reciprocal of a large number was calculated, the result
could not be taken to be the true value since this operation is prone to round-off and
truncation errors [5].

Thus an alternative model (as given below) was used. This formula was derived
intuitively and was tested for correctness and checked to make sure that it mapped
large penalty values to small fitness values and vice-versa.

F(xi) = (2*A - P(xi)) / S

where F(xi) is the fitness of the individual xi

           P(xi) is the penalty of the individual xi

           A is the average penalty of the population (for the current
     generation)

           S is the sum of the penalties of the population

This model does a mirror effect on the penalty (having the mirror at the average
penalty value of the population) to get the fitness value. The function of this model is
illustrated below.

Assume that P is the penalty of an individual and A is the average penalty of the
population and ∇ is A - P. Now if P > A then ∇ is negative, which means that this
individual has a high penalty relative to the average of the population and so needs to
be mapped to a lower fitness. But when ∇ is added to A, it has the effect of
subtracting the absolute value of ∇ from A. Thus the formula maps a high penalty
value to a low fitness value.

Similarly it can be seen that the formula maps a low penalty value to a high fitness
value - the case where P < A.

5.3   Selection

The method of selecting an individual is based upon the roulette wheel [3]. This
principle uses the concept of assigning parts of a roulette wheel based upon the fitness
of an individual in comparison to the population's fitness. The higher the fitness of the
individual the larger the portion of the roulette wheel it will be assigned. After the
allocation is done, the roulette is spun and the individual that is allocated to the
location that it stops at is selected. This method is biased towards the fitter individuals
but there is a chance of a weaker individual being selected also. This is important
since there needs to be diversity in the population.

5.4   Genetic Operators

These are operators that are used to alter an individual's chromosome. In the current
work, four such operators are used as discussed below.

Crossover - this operator takes two individuals, finds a random point on the
chromosome and swaps the genes from this point between the two individuals,
resulting in two new individuals. This operator is probabilistic.

For example, let Individual A have the chromosome structure
3 4 0 4 6 0 4 2 1 6 7 1
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Individual B have the chromosome structure
3 5 1 6 9 1 1 1 1 2 1 0

and the crossover point is at location 4 (numbering starts from 0), then the resulting
children of these individuals have the chromosome structures

child1  = 3 5 1 6 9 0 4 2 1 6 7 1
child2  = 3 4 0 4 6 1 1 1 1 2 1 0

Mutation - this operator takes an individual and changes the allele, of a randomly
selected gene, to a random value that is within domain of the values that the allele can
take. This operator is probabilistic.

Reproduction - When an individual does not undergo crossover, it is said to have
reproduced itself. Thus this is an implied operator, which results when crossover does
not get applied.

Inversion - this probabilistic operator reorders the alleles in the chromosome.
Firstly two positions on the chromosome are found, say A and B. Then the allele from
location A is swapped with that from B. This process is then repeated for each allele
in the interval A  - B. For example, assume an individual has the chromosome 3 5 1 6
9 0 4 2 1 6 7 1 and the two positions that are selected for inversion are 2 and 9
(numbering starts from zero). Then inversion causes the following:

3 5 1 6 9 0 4 2 1 6 7 1

The resulting individual has the chromosome structure of
3 5 6 1 2 4 0 9 6 1 7 1

 5.5   Termination Criteria

In the tests on the prototype, the termination criterion was the current generation
number. The sentinel was set as either the generation number was greater than 1000 or
whether the current generation contained an individual that had a penalty value of
zero.

6   Trial and Analysis

A sample trial is reported for population size: 800 and maximum generation number
until which processing proceeds: 1000. For a graphical representation of the above
results, refer to the Appendix.



88         D. Sharma and N. Chandra

Trial
No.

 Cross-
 over
 Prob.

Mut.
Prob.

Inv.
Prob.

Max.
Penalty

Min.
Pen.

Avg.
Pen.

Generation
when finished

1 0.0 1.0 0.0 783 306 482.28 1000
2 0.1 1.0 0.0 487 70 241.766 1000
3 0.2 1.0 0.0 580 98 254.022 1000
4 0.3 1.0 0.0 511 64 220.4 1000
5 0.1 0.0 0.1 359 359 359 1000
6 0.1 0.1 0.1 165 20 23.2 1000
7 0.5 0.3 0.2 201 6 12.844 1000
8 0.6 0.3 0.2 155 3 12.98 1000
9 0.6 0.3 0.0 150 0 10.734 906

The results above are average values that were obtained after ET was run four
times for each crossover, mutation and inversion probability listed above. It is noted
that mutation alone was unable to evolve individuals that had a chromosome that
closely matched the solution that was sought, in this case the optimal timetable (one
that had no constraints violated). A combination of the three operators, crossover,
mutation and inversion, was able to generate an individual that had a penalty of 3.
This individual satisfied all the Type I constraints but one Type II constraint was left
unsatisfied.

The combination of mutation and crossover was able to produce an individual that
had a penalty of zero. This complies with theory since mutation and crossover are two
powerful operators and it is no surprise that they were able to generate a solution to
this NP hard problem, which satisfied all the constraints.

After the 9th trial, an individual was found that had a penalty value of zero. The
total time for execution for this trial, until the individual was found was approximately
109 seconds. This result is promising.

7   Discussion

During the trial runs, it was found that for a certain size of the chromosome, there was
a lower limit below which no matter which combination of evolutionary operators was
applied, the species refused to evolve an individual, which closely matched the
solution that was required. Instead it got 'stuck' at a local optimum. In most instances,
it was found that this lower limit was twice the size of the chromosome. Although this
value was noticed after doing a limited amount of trials, it is suggested that to get a
good approximation, there needed to be an extensive testing done. But nevertheless, it
can be stated that there is a lower limit for the size of a population, below which GAs
do not produce individuals that closely match the solution sought. One of the reasons
for this phenomenon could be that for GAs to produce better individuals, the genetic
pool (the combination of alleles from which individuals could be produced) must be
large. (For each generation, the genetic pool consists of all the alleles that each
individual in the population has.) This means that there needs to be diversity in the
population, which is hard to get with a small population size.
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Several methods were tried to improve the performance of the GA. One of such
methods used was that of finding the best individual in the current population and
seeding the next generation with this individual (a process known as elitism in GAs).
This was done in the hope that the best individual will always be retained and thus the
population fitness would increase with each generation. But quite the opposite was
noticed. After some generations it was noticed that the GA was 'stuck' at a local
optimum. Due to the superiority of the seeded individual, it had a high probability of
being selected for the next generation. It was not long before all the generations that
were generated, contained a substantial number of this seeded individual. This
resulted in the convergence to a local optimum as was observed.

From the trials, looking at the movement of individuals from one generation to the
next, it was found that sometimes, the fitter individuals did not make it to the next
generation. This should not be the case since probabilistically they stand a better
chance of surviving compared to the rest of the individuals. Although their number
maybe small, at least some of these should survive to the next generation. This was
found to be one of the drawbacks of the roulette wheel selection method. It prohibited
genetic drift. The results could have been degraded as a result. Thus to improve on
this there needs to be a better selection method needs to be incorporated that would
support and actually promote genetic drift and at the same time provide a probabilistic
way of selecting the individuals for the next generation (biased towards the fitter
ones).

8   Incremental Constraint Processing

ET has been successfully extended to IET (for Incremental Examination Timetabling)
to support incremental addition and processing of constraints using the ET genetic
algorithm. IET uses the ET engine in an incremental way with modification in
constraint application and selection of individuals for new generations.

For each constraint sequence given: <c1, c2, …, ci> a corresponding generation of
individuals gi are recorded and for the next subsequence of constraints <cj, …, ck>, the
genetic algorithm uses gi as the initial population to get a generation of individuals gk

maximally satisfying  the combined constraint sequence <c1, c2, …, ci, cj, …, ck>. The
best individual is then chosen from gk as the solution. If an individual meeting the
required criteria cannot be found from gk then gi is used as the initial population to get
the best solution for the complete constraint sequence <c1, c2, …, ci, cj, …, ck>.

This procedure uses the above genetic framework in a ‘dynamic’ way and hence
suffers from the same fundamental weaknesses of genetic algorithms as identified
earlier. However, this approach adopts a more human timetabler-like incremental
strategy and computationally, is more efficient than just the basic ET strategy.

IET utilises the fact that ET converges to a solution for each <c1, c2, …,
 ci>, if over-constrained no extension to the sequence yields a solution. IET works as
follows. Given a set of hard and soft constraints, ∆
• Check consistency of ∆. If conflicts, resolve (user-guided).
• Process applicable constraints from ∆ and ‘anchor’ positions on the chromosomes

in the initial population.



90         D. Sharma and N. Chandra

• Apply ET on resulting chromosomes and the remaining constraints (with given
associated penalty values).

• IET backtracks to previous tenable position in search and asks user to relax/revise
the added constraints or add any new ones.
Each new population is generated by
• apply GA
• save the best solution
• generate a new population by transferring the best individuals of the converged

population and then generating the remaining individuals randomly
• process applicable constraints from ∆ and ‘anchor’ positions on the

chromosomes in the initial population.
• apply ET on resulting chromosomes and the remaining constraints (with given

associated penalty values).

The results obtained from this approach have been encouraging. Further experiments
are being currently conducted on this approach of incremental constraint processing
using genetic algorithms.

 9   Conclusions and Further Work

An examination timetabling prototype (ET) has been successfully developed and
tested on some real data. Some valuable experiences on using GAs to solve constraint-
based problems have been gained.

The experiments show that GAs are not purely stochastic. They do involve some
degree of probability but mainly they try and localise themselves to parts of the search
space that hold the most promise for the optimal solution. The initial population is
generated randomly but there after, each generation is based upon the fitter individuals
that were obtained in the previous generation. Information from one generation to the
next is passed in the form of the chromosomes of the individuals that survive. This
provides a way of localising the search to an area of most promise. But since they are
stochastic systems, reruns of the system with the same environment (that is, the same
mutation, crossover and inversion probabilities) will not result in the same solution.
Thus in order to get a solution it is best to do more than one run of the system for a
particular combination of parameters and then use the average value from these trials.

GAs have proven to be effective tools for examination timetabling. The results
obtained from the current prototype ET system were promising. However, ET will be
enhanced in the future in the following ways with the hope of making it a general,
user-interactive and incremental timetabling system to cater for both examination and
lecture timetabling at USP.
• The present system needs to be 'told' the mutation, crossover and inversion

probabilities, the maximum generation and the population size for which the
processing is to be undertaken. The system is to be made intelligent so that it
could run conduct some trial runs and based on these decide on reasonable values
for each of the parameters.

• The duration of the examination period is currently fixed. The system is to also
cater for the smallest possible duration or other durations as desirable.
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• A facility needs to be added, which upon finding that hard constraint are satisfied
but all the soft constraints are not, to deal with user-guided relaxation of the soft
constraints.

• ET currently needs to be explicitly told the penalty values. It would be better if
the system is made to automatically generate appropriate penalty values based on
a constraint hierarchy.

• Finally, although an extension has been done to ET to cater for user exploration
of solution possibilities through user-supplied constraints and an incremental
processing of these constraints, further experiments need to be conducted to
assess the full potential and the relative performance of the exploratory approach.

An incremental and exploratory approach to the timetabling problem will provide a
basis for solutions to similar scheduling problems such as transport timetabling, nurse
rostering, and machine tool scheduling. Many such problems require user-interactive
exploration of solution possibilities and guidance in search for solutions.

Appendix

Sample Constraints

Spread constraints:
The format used is (n, course1, course2) meaning that there needs to be at least n+1

sessions separating course1 and course2.

(3 MA111 CS111) (3 MA111 MA131) (3 MA111 CS121) (3 MA111 CS100) (3
CS111 MA131)
(3 CS111 CS121) (3 MA131 CS100) (3 MA131 CS121) (3 MA101 CS100) (3
MA101 CS121)
(3 MA101 CS111) (3 MA102 CS121) (3 MA102 CS111) (3 MA102 CS100) (3
MA261 CS211)
(3 MA261 MA211) (3 CS211 MA211) (3 CS313 CS311) (3 CS313 CS391) (3 CS311
CS391)
(3 CS311 CS323) (3 CS323 CS391) (3 MA313 MA341) (3 MA416 MA491) (3
CS415 CS412)
(3 MA416 CS415) (3 MA416 CS412) (3 MA491 CS415) (3 MA491 CS412)

Examination rooms and their capacities:
(GYM 445) (H104 176) (S027 40) (S025 92) (S009 62) (S111 53) (S112 52) (093-
001 69)
(093-105 64) (H216 35) (S014  42) (S023 40) (S026  90) (093-202 40)

Class sizes:
(MA111 426) (MA431 3)(MA331 30)(MA101 331)(MA491 2)(MA313 66)(MA261
208)
(MA341 51)(MA416 7)(MA131 267)(MA211 209)(MA102 223)(CS211 134)(CS313
70)
(CS412 4)(CS121 357)(CS100 229)(CS311 51)(CS391 16)(CS111 284)(CS415
14)(CS323 53)
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Sample chromosome output as having a penalty of zero
0 2 1 0 7 0 0 7 0 0 6 0 0 2 1 0 6 0 0 9 1 7 3 0 0 0 0 0 7
0 0 3 1 0 3 1 0 0 0 0 9 0 0 9 0 0 9 0 0 9 1 4 1 0 7 3 0 0
0 0 0 7 0 0 7 0

Fig. 1.
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Abstract. BOKS is a knowledge based system which implements the
"Bouwstoffenbesluit" (Bsb), the Dutch regulations on the use of building mate-
rials. Since the Bsb is a complex set of rules, which many people need to adhere
to, a knowledge based system was seen as an ideal way to allow people to check
whether they are using building materials according to the law. BOKS was im-
plemented as a first generation rule-based system using decision tables. This pa-
per discusses BOKS, the reasons for its success as a knowledge based system,
its implementation and how that implementation could be improved upon, and
makes a comparison between BOKS and related systems.

1   Building Materials Regulations

At the end of the twentieth century and the start of the twenty-first, concern for the
environment in industrial countries becomes more and more important and people are
seeking ways to deal with the problems of industrial waste. In this respect, the Dutch
government actively promotes reuse of building materials, as long as this forms no
threat to the health of the environment. With the 1995 publication of the "Bouwstof-
fenbesluit" (a governmental decision on building materials; its name is abbreviated to
"Bsb"), the government strives to protect soil and water, while at the same time
stimulating the reuse of secondary building materials. Since January 1, 1999, the Bsb
has become a set of official regulations, and every building contractor is legally bound
to conform to them [1].

The Bsb regulations are applicable in situations where primary and secondary
building materials are transported to a building site to be used there. If there is no
official quality assurance of the material to be used, a specified number of samples of
the material must be taken to be examined in a laboratory, to determine the quantities
and emissions of the different components in the material. Based on these laboratory
findings, in combination with the exact purpose the contractor has for the material, the
Bsb decides whether the material can be used, and if so, under which conditions.

The main part of the Bsb is concerned with the determination of the category of the
building material. The different categories are:
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− Clean soil: If the material falls in this category, it can be used without restrictions.
− Category 1: Category 1 materials can be used without restrictions in the situation

the building contractor has specified. One of the consequences is, for instance, that
if the contractor has specified that he will use the material in a layer with a specific
height, he can’t add to that height without running the risk of the material falling in
another category.

− Category 2: Category 2 materials can only be used if they are isolated from the
environment, and even then only in the particular situation the contractor specified.

− Unusable: Most building materials cannot be used at all if they don’t belong to one
of the preceding categories.

Besides these, there are two exemptions created for special building materials which
the contractor is still allowed to use, even if they fall in the category "unusable" based
on the laboratory findings.

2   Knowledge of the Bsb

The government publication of the Bsb consists of 300 pages of text [2]. This text is
difficult to use, not only because of all the legalese, but also because there are numer-
ous tables, formulas, references, schemas, footnotes and exceptions, which all have to
be taken into account, and which are found distributed throughout the documents,
often without references at the relevant points. Practice has shown that even Bsb ex-
perts find that it is difficult to use the Bsb correctly, because it easy to forget to take
an exception or a footnote into account. On the other hand, once the Bsb has been
applied to a particular situation, the results of the analysis are easy to understand.

To determine the category of a material, the Bsb expert just needs the laboratory
findings and a description of the application situation. The answer needed from the
expert is which of the six possible categories the material belongs to. The "input", that
is, the laboratory supplied list and the situation description, can easily be understood
and supplied by a layman. The "output", the category of the material, can be under-
stood and used by a layman. The procedure to get from "input" to "output" is com-
plex, however, even for experts, and even though the procedure is uniquely deter-
mined in the regulations.

So, while the knowledge laid down in the Bsb is well-defined, it is difficult to apply
it in practice. Still, every building contractor is required to adhere to the Bsb. As early
as in 1995, the Ministerial Department responsible for the development of the Bsb
recognised the difficulties in making people use these regulations, unless they were
made more accessible. The Knowledge Based Systems department of TNO Building
& Construction Research was asked to determine if the Bsb could be implemented in a
knowledge based system. TNO built a prototype, which resulted in 1998 in a project
to implement a complete system. The first version was released early in 1999 under
the name "BOKS" ("Bouwstoffenbesluit Ondersteunend Kennisgebaseerd Systeem"),
at the same time the Bsb became a set of official regulations. The third version, im-
plementing the latest changes to the regulations, was released in August 2000. Cur-
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rently BOKS is successfully being used by about 3000 people, which amounts to the
majority of the potential user base. Even the few human experts on the Bsb use
BOKS, since they agree it gives more accurate evaluations than they do themselves.
Reviews of BOKS in magazines and newspapers have been generally favourable.

3   BOKS

A knowledge based system is a computer program which contains expert knowledge
in a certain area, and which makes this knowledge available to the user. BOKS is a
knowledge based system, which contains knowledge on the Bsb, or rather, knowledge
of how an expert uses the Bsb. BOKS can, just like an expert, ask the user questions
about his particular situation (like "what is the name of the material?", "where is it
used?" and "what are the emission values the laboratory reports?"), and after the con-
sultation provide the user with the same conclusions an expert would reach.

Fig. 1. BOKS shows the results of the laboratory research in a spreadsheet-like list. The right-
most column shows for each component what the category of the building material would be if
that particular component would be the only one which was used to determine the category.
The resulting overall category can be deduced from these intermediate categories. This final
result is also visible under the category goal button at the upper left side of the screen - in this
case, the encircled number "2".
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The nature of the questions BOKS asks is such that a layman can answer them.
Sometimes a situation arises in which a more difficult question is asked, one which
most users may be able to answer, but some of them might not. In that case, the user is
allowed to answer "I don’t know", and BOKS will try to find out the answer to the
question by asking a few different, easier to answer questions. BOKS determines in an
intelligent way which questions it will ask. It contains about 150 different questions,
but usually only about 30 of those are actually posed to the user during a consultation.
The BOKS inference determines at each moment which question needs to be answered
next.

As is usually the case with expert systems, BOKS can’t discuss questions which
aren’t explicitly built into the system. The current release of BOKS can only determine
the answer to six goal questions:

− Is the Bsb applicable to the user’s situation?
− Which is the category the building material belongs to?
− What procedures must the user follow when he uses the material?
− What requirements are posed on the application of the material?
− How should a sample of the material be taken and examined?
− How high is the user allowed to stack the material?

These six goal questions (or rather, the first five goal questions) are sufficient to allow
laymen to make sure they adhere to the Bsb.

4   Advantages of the Use of BOKS

The last goal question mentioned above (the determination of the maximum height the
user is allowed to stack the material) is a nice example of a service BOKS provides,
which can’t be offered as easily by a human expert. Often, the category of a building
material is limited by the height of the layer of the material which is used. Usually the
user can stack the material even higher without changing the category, or have the
material fall into a better category if he would just stack it a little lower. However, the
formulas in the Bsb use the height of the material as input, and these formulas can’t be
inverted mathematically. Therefore it is not possible to directly calculate the maxi-
mum height of a material for a certain category. BOKS solves this problem by simply
calculating the category for a few thousands of possible heights, thereby deducing at
what levels the category changes. For a human expert this is far too much work, while
BOKS performs this duty in the blink of an eye.

This is just one of the benefits the knowledge based system BOKS offers as op-
posed to a human expert. Some others are:

− Except for possible implementing errors in the knowledge base, BOKS is infallible
and complete. A human expert may forget to take an exception to a rule into ac-
count, but BOKS won’t.

− BOKS can be replicated. A human expert can only work in one place, while BOKS
can be used in many places at the same time.
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− BOKS can be used at any time, while a human expert is only available for part of
the time.

− BOKS’ results are consistent and can be reproduced. While two human experts may
have a different view of a particular situation, two copies of BOKS will always
provide the same answer.

− BOKS has built-in reporting facilities. For a human expert, the writing of reports is
a tedious and time-consuming activity. BOKS generates its reports automatically.

− It is easy to keep the knowledge in BOKS up-to-date. Because the knowledge is
implemented in decision tables with the use of a special tool (which will be dis-
cussed in the next paragraph), when regulations change it isn’t difficult to locate in
the knowledge base the rules which need to be changed.

− It is relatively easy to get users to adhere to new versions of the regulations. If the
Bsb changes, which happens regularly, the BOKS knowledge base must be updated
once and then be redistributed to the users. This is far easier and cheaper to do than
retraining all the human experts.

The many benefits BOKS offers as opposed to a human expert (most of which, inci-
dentally, are offered by knowledge based systems in general [3]) seem to suggest that
a knowledge based system is to be preferred over a human expert. In the case of
BOKS, this is probably true. The reason is that the knowledge domain BOKS covers, a
set of regulations, is because of its nature complete, consistent, and well-defined, and
is therefore particularly suited to be implemented in a rule-based system. Since a large
number of Bsb experts are needed in practice, BOKS is an ideal alternative for the
employment of human experts. Even if BOKS doesn’t cover the Bsb completely, the
questions it does answer (which are all the questions needed for people to make sure
they adhere to the regulations), it answers with 100% accuracy. Most knowledge bases
only cover part of the knowledge domain they implement, and aren’t able to answer a
question in all circumstances. As such, those knowledge bases can only be used in
support of a human expert (which is, of course, also valuable). BOKS is an exception
in this respect.

5   Implementation of BOKS

It is common practice with knowledge based systems to place the actual knowledge
outside the program itself, in a knowledge base. The main reason for the existence of
this separate knowledge base is that it should be easy to maintain the knowledge. Not
only can such a knowledge base be changed without changing the actual program, it
can also be maintained using a special tool, which allows the user to view and edit the
knowledge in a user-friendly way, so even some non-programmers can do it.

A common method to store knowledge in a knowledge base is in the form of rules.
Usually rules are "IF...THEN..." statements, like "IF the building material is used on
the inside of a building THEN the Bsb is not applicable". There are alternative ways
to implement knowledge (like in the form of "cases" or in a neural network), but a
knowledge domain consisting of regulations is particularly suited to be implemented
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in a rule-based system, and BOKS does just that. The BOKS knowledge base is built
and maintained using the "Knowledge Base Editor" (KBE). This is a tool developed
by TNO which maintains knowledge bases consisting of "decision tables" [4]. A deci-
sion table is a visual representation of a piece of rule-based reasoning (Fig. 2). BOKS
contains about 180 of these tables.

The BOKS knowledge base was built by a knowledge engineer (KE) who worked
in close collaboration with Bsb experts. The KE used interviews to question the ex-
perts on the use of the Bsb and implemented the results of those interviews in decision
tables. This often led to new questions, which were again posed to the experts. This is
a regular "propose and revise" approach to knowledge acquisition. Because of the
complexity of the Bsb, the KE couldn’t directly use the regulations themselves to build

Fig. 2. This is a decision table which determines the category a non-soil building material be-
longs to according to one particular component. The left column (except for the bottom row)
contains "conditions". To the right of the conditions are the "condition alternatives". Conditions
have a value, which is determined either by asking the user for it, or by reading the value from a
database, or by executing another decision table. That value is then checked against the alterna-
tives, which determines the path that will be taken to get to the answer. The first condition is
"Amount too large" (C1). If the Bsb sets an upper limit to the quantity of the component in the
material and that limit is exceeded, this condition contains "yes". In that case, the left side of the
alternatives (columns R1-R5) is used to continue the evaluation process, and otherwise the right
side (columns R6-R9) is used. The next condition is "Material is TAG" (C2). If the quantity
limit wasn’t exceeded, this condition is skipped, as the dash in row C2, columns R6-R9 shows.
The same holds for the condition after that (C3). By following the condition alternatives be-
longing to the value of the conditions, the evaluation process ends up in one of the cells on the
bottom row. These cells contain the "action alternatives", and the value of the cell the evalua-
tion ends in is given to the "action", which is contained in the lower left cell, "Category non-
soil" (A1). For example, if the quantity limit is not exceeded, and the immision for category 1
isn’t exceeded, the component category is "category 1".
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the knowledge base, though he could use parts of it, after the experts had indicated
which sections were of importance for the implementation.

The KBE allows the consultation of partially finished knowledge bases, even of in-
dividual decision tables, and the KE and the experts used this to test the implemented
knowledge. The KE often chose to implement a small piece of knowledge, for in-
stance a calculation or an exception specified in a footnote, in one separate decision
table. This piece of knowledge could then be tested separately from the whole knowl-
edge base. The decision tables themselves were also discussed with the experts. Be-
cause of the way decision tables make an inference visible, the experts were able to
review the knowledge implemented in the knowledge base, and could easily determine
whether the knowledge was correct and complete.

Besides a knowledge base, BOKS contains a database of building materials, for
which many of the answers to questions the knowledge base might ask are already
known (though BOKS is not restricted to these materials). Bsb experts can easily add
to this database. The BOKS reports are also stored in a separate file, which has an
XML structure, and those reports can therefore also be maintained by the Bsb experts.
Last but not least, BOKS contains the complete text of the Bsb, and the reports hyper-
link to the relevant paragraphs in this text. The BOKS program itself is implemented
using the Borland development environment "Delphi".

The time needed for the implementation of the first version of BOKS was about
1000 man hours, not counting the work which was spent on a prototype finished in
1996. About 25% of the time went to the building of the knowledge base, 60% to the
building of the application and the reports, and the remainder went to testing and ad-
ministrative tasks. This excludes the time experts spent on the development of the
system, but practice indicates that this must have been about half the man hours spent
by the developers.

Because of BOKS’ user-friendliness and the fact that BOKS only asks simple ques-
tions, people often suppose BOKS is no more than a friendly kind of spreadsheet.
While the programmers are quite pleased with that, since it shows the design of BOKS
is successful, that impression is not correct. Because of the complexity of the Bsb,
BOKS could only be implemented in a spreadsheet if it was augmented with a lot of
program code, and even then, practice has shown (because this has actually been
tried), it would only be able to give partial answers to questions. On top of that, in a
spreadsheet "solution" most of the knowledge would reside in program code instead of
in a knowledge base, making it virtually impossible for Bsb experts to check the
knowledge, let alone maintain it.

6   Improving BOKS

There are several improvements which would benefit BOKS. The first and most obvi-
ous is that the user should be able to access BOKS over the Internet. Changes to the
regulations, implemented in the knowledge base, would then be immediately available
to users, while currently they have to download and install a new stand-alone program.
The reason that BOKS isn’t an Internet based system is mainly one of budget: recent
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developments to the KBE allow the deployment of knowledge bases as easily over the
Internet as as a stand-alone application [5], but these techniques weren’t available at
the time BOKS was developed, and the budget to enhance BOKS, like with this new
functionality, is very limited and goes mostly to updates to the knowledge base.

The second improvement would be to use an object oriented knowledge base for
BOKS instead of a regular rule-based knowledge base. While the current knowledge
base is certainly adequate for BOKS, an object oriented knowledge base would im-
prove maintainability. At the time BOKS was developed, however, there was no tool
available which would combine an object oriented knowledge model with the visual
representation of knowledge (in decision tables, for instance) and the easy integration
with a regular development tool. There has been demand for such a tool for some
years now [6], and at TNO one is currently in development. It is called "Intelligent
Objects" (IO) and will become available in 2001 [7]. If at that time a redesign of
BOKS is desired, it will probably be done with this tool.

7   Comparison with Related Technologies

As a regular rule-based system BOKS has many of the features in common with clas-
sic systems such as MYCIN [8] and XCON [9], which basically belong to the cate-
gory of first generation knowledge systems. As the term implies, second generation
systems also exist and are considered to be more mature. These second generation
systems can be seen as a response to the knowledge acquisition bottleneck, where the
difficulty of transferring knowledge from the expert to a computer representation was
seen to fail. This failure was commonly attributed to communication problems and a
mismatch between human and computer representations [10]. A prime example of a
second generation approach is CommonKADS, a knowledge engineering methodol-
ogy that employs deep models to allow knowledge acquisition and maintenance to be
based on the design of an operational model of the domain. Modelling the knowledge
used explicitly is seen as an important aspect to construct comprehensible, controlla-
ble, maintainable systems [11].

A problem that both first and second generation systems seem to fall victim to is
the gap between prototype and industrial strength knowledge systems [12]. The effort
necessary to fit a knowledge system with a dedicated user interface and develop aux-
iliary facilities can constitute the majority of the development effort of a knowledge
system, caused in part by inadequacies in the tools used. This problem negatively
affects the acceptance of systems and can even lead to knowledge systems never
reaching their intended users.

The focus of the effort to develop BOKS employed a different route from the one
the model based approaches advise. An iterative and incremental development of the
knowledge was used, with participation of the expert in the modelling process, and
with a focus on developing an industrial strength system for a large group of users.
This is comparable to the evolutionary and business driven approach found in regular
software engineering techniques, like DSDM [13] and Rational Unified Process [14].
An important part of the development process was to design how the system would be
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visualised and used, and the experts and users were also involved in decisions regard-
ing those aspects. The fact that components were available to integrate KBE knowl-
edge bases in a regular application, allowed great flexibility on the part of the devel-
opers to make an application to the user’s liking.

Therefore, relating the development of BOKS to current directions of research,
BOKS has shown that a successful system, employed by many users, can be created
using a technology that has more in common with first generation than with second
generation systems. This does not entail that approaches such as CommonKADS are
wrong. It does, however, raise questions regarding the assumptions on why a specific
approach to knowledge system development truly works well.

8   Conclusion

BOKS is an advanced, first generation knowledge based system which combines a
user-friendly interface with complex knowledge on the Dutch "Bouwstoffenbesluit"
(Bsb), laid down in a rule-based knowledge base using decision tables. BOKS allows
laymen in the area of the Bsb to adhere to the regulations it contains, without the need
of them obtaining deep understanding of the actual Bsb regulations. The system has
been developed using an iterative and incremental approach to the development of the
knowledge and the application as a whole, with participation of the experts in the
modelling process, and with a focus on developing an industrial strength system for a
large group of users. BOKS has shown in practice to be a successful and easily-used
implementation of the Bsb, with a majority of the intended user base actually em-
ploying the system.
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Abstract. One of the key advantages of XML is that it allows developers,
through the use of DTD files, to design their own languages for solving
different problems.  At the same time, one of the biggest challenges to using
rule-based AI solutions is that it forces the developer to cast the problem within
particular, AI-specific, languages which are difficult to interface with. We
demonstrate in this paper how XML changes all that by allowing the
development of particular languages suited to particular AI problems and
allows a seamless interface with the rules engine.  We show that the input and
output, and even the rules themselves, from an AI application can be
represented as XML files allowing the software engineer to avoid having to
invest considerable time and effort in building complex conversion procedures.
We illustrate our ideas with an example drawn from the mortgage industry.

1   Introduction

XML (eXtensible Markup Language) is a metalanguage for representing structured
data on the Web (World Wide Web Consortium, http://www.w3.org/XML). It is a
metalanguage in the sense that it includes a Document Type Declaration (DTD) that is
used to declare a specific language for solving particular problems (XML.com,
http://www.xml.com/pub/98/10/guide2.html). A DTD allows one to define various
markup languages. It is either contained in a separate file or embedded in the XML
document.
As a metalanguage, XML can be used to define a variety of different markup
languages (MLs) such as the Synchronized Multimedia Integration Language (SMIL),
Personal Information Description Language (PIDL), Business Rules Markup
Language (BRML), and many others (World Wide Web Consortium 2,
http://www.w3.org/TR).
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Because artificial intelligence has traditionally required specialized languages in order
to solve problems (e.g. ART*Enterprise, Blaze Advisor Rule Engine, JESS, JRules,
Lisp, Prolog, TIRS, etc.), the availability of a metalanguage suitable for defining
multiple specialized languages for solving problems should allow for considerable
application in the AI field.  Indeed, there have been some applications of XML to AI
problems. Hayes and Cunningham proposed Case Based Markup Language (CBML)
(Hayes and Cunningham, 1998), an XML application for data represented as cases.
CBML was proposed to facilitate knowledge and data markup that could be readily
reusable by intelligent agents.  Limitations of the CBML approach are discussed by
Hayes and Cunningham (1999) in their work on presenting a case view, making a case
for techniques that can integrate easily with existing mark-up structures.
Another effort is the Artificial Intelligence Markup Language (AIML) (The XML
Cover Pages 2, http://www.oasis-open.org/cover/aiml-ALICE.html).  This language is
an XML-based language used in ALICE, a chat-bot.  This proposed markup language
offers a simple yet specialized open-source representation alternative for
conversational agents.  The language offers a minimalist DTD and leverages the use
of specific XML tags like patterns and categories.  Still another example is DMML
(Kambhatla et.al., 2000) which is a markup language designed for intelligent agent
communication and applied to online stock trading.
In both these instances, the idea is that chat bot or other intelligent agent
implementations across domains/implementations can share the same generic
structure, thus making it easier to program such entities.  However, such an approach
restricts the composition of an XML message to a specific set of tags and attributes.
This compromises on the generic appeal of XML and quickly forms the basis for
highly specialized variations of the markup language, leading us to the initial
problem, that AI applications require specialized and often awkward representation
schemes for data input and output.
In this paper we show that XML of itself is an appropriate tool for building AI
applications.  The onus is on the application architecture in leveraging the strengths of
the XML technology to solve a problem using AI measures.  Hayes and Cunningham
(1999) demonstrated this in their work on CBR applications that use standard XML
documents and generate a usable XML view of a company’s knowledge system.  In
our case, we are using XML to build rule-based applications for deployment on the
Web.

2   Problem Description

Successful e-business solutions require support for internet standards including
HTML and HTTP, integration with web application servers, XML support, a robust
communications infrastructure, and scalability for web-based demand (Gold-
Bernstein, 1999).  Currently, the World Wide Web contains millions of html
documents that make a massive repository of data. However, it is difficult for an e-
business solution to take advantage of that source because of the general chaos that
pervades the Web.  There is a need in all businesses for quality customer service, and
e-businesses are no exception.  To provide quality customer service, intelligence is
required, and hence AI (artificial intelligence) must be built into such systems.
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XML is an appropriate way for representing the semi-structured data that is present on
the Internet.  Expressing semantics in XML syntax rather than in first-order logic
leads to a simpler evaluation function while needing no agreement on the associated
ontologies (Glushko et.al., 1999).  XML allows for some structure while being a
“meta-language” which permits different structures to be used for different problems
and for data to be presented in different forms within a single domain (for example,
an XML document is much less structured than a table in a relational database).  Thus
we see XML as a technology whose influence will increase, and hence to realize the
goal of intelligent customer service, a robust interface between XML and rule-based
systems must be built.  We have built just such an interface and the goal of the
remainder of this paper is to describe this effort.

2.1   XML and ART*Enterprise�

Towards exploring the usage of XML for rule-based application development, we
have researched one commercially available Rule-Based application development
product and developed a prototype underwriting application using XML as the choice
representation for input and output data.  Our choice of software was made based on
the availability of the product and its widespread usage in the mortgage industry.

ART*Enterprise�, a product from MindBox1 Inc., is an integrated knowledge-based
application development environment that supports rule-based, case-based, object-
oriented and procedural representation and reasoning of domain knowledge.
ART*Enterprise offers cross-platform support for most operating systems, windowing
systems, and hardware platforms (Watson, 1997).  The product allows seamless
integration with industry standard programming languages like C/C++ and offers
CORBA and Web features that allow the rules engine to communicate with
components written in Java or any other language.

2.2   High-Level Architecture

A typical component-based architecture for e-commerce application is usually
composed of three tiers.  The thin client layer is represented by the user interface
implemented using dynamically generated HTML. The user interface runs within
popular web browsers (Netscape Navigator, MS Internet Explorer, etc) embedding a
Java virtual machine. The middle tier includes the web server, the application server
with a servlet engine, the ART*Enterprise rules engine server and the
ART*Enterprise-XML parser.  A database back-end forms the final layer in this
architecture.  Figure 1 depicts this architecture.
The application server uses Enterprise Java Beans (EJB) to seamlessly communicate
with the back-end process, the XML APIs and other protocols (such as CORBA
IIOP). In our design, the server listens for user http requests and delegates
ART*Enterprise/XML requests to the specialized application servlet. The servlet
processes the HTML request and passes the results on to the ART*Enterprise-XML

                                                          
1 Formerly a part of Inference and Brightware corporations.
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parser.  This component is an implementation of the Document Object Model (DOM)
parser based on the XML 1.0 specification, together with ART*Enterprise engine.

Internet Browser

Middleware

Application Server:
Enterprise Java , Servlet

engine, XML API, Database

Rule Engine
Server

ART*Enterprise

Web
Server

ART*Enterprise
XML Parser

Fig. 1. High Level Architecture

2.3   The XML Parser

There are a variety of XML parsers available free of charge on the Internet.  For this
application, we elected to build our own parser rather than use one of the ones that are
already available.  To understand our reason for doing so, we should first explain
what we hoped to accomplish with the XML parser.  The idea was to take an XML
file and convert it into ART*Enterprise objects.  We wished, however, to first
produce Java objects as an intermediate step towards producing the ART*Enterprise
objects. The reason for this was to help ensure compatibility with applications and
environments in which Java is a predominant technology.  Producing Java objects as a
first step would make the XML file available to any Java classes, which might exist.
It would also allow preprocessing of the XML files within Java.  If, for example,
some form of semantic validation on the XML file is needed, this could be done in
Java.
Once the Java objects are produced, and validated as needed, the next step is to
invoke a method on the top level object to emit the ART*Enterprise code.  As a
result, we chose to build our own parser in order that the Java objects be structured in
such a way as to easily permit building methods to emit ART*Enterprise code.
However, if a clear standard XML-to-Java parser were to emerge, which readily
permitted adding methods to the generated classes so as to allow the emitting of
ART*Enterprise code, that would certainly be a suitable alternative to using our own
parser.
The XML-to-Java parser is implemented using JavaCC.  This compiler-compiler
technology readily permits the building of parsers, which produce Java objects as
their output.   The compiler produced using JavaCC is itself a Java class and can be
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invoked from anywhere within the Java virtual machine, for example from a servlet or
a JSP page.  The compiler also checks the validity of the XML against the DTD and
produces a tree of Java objects.  Once the Java objects have been created, a method is
invoked on the top-level document object which searches through the tree of Java
objects in the document and generates a text file that contains the appropriate
ART*Enterprise code.  This code is then available to be loaded into the
ART*Enterprise application.

3   Example

To demonstrate the feasibility of the proposed architecture, we developed an XML-
enabled underwriting application using ART*Enterprise.  The underwriting process is
simple: loan eligibility is determined based on the front and back ratios. Data input
and output are in XML. Figure 2 shows a schematic of the prototype.

Fig. 2. Application Schematic

3.1   Input

The input form is an HTML user interface accessible using a web browser. The form
outlay is simple, with a few key input fields for harvesting user input for a loan
application.  The form data is submitted to a web browser via the simple yet robust
HTTP protocol. The data is then processed by a servlet residing on the web server.
The parser receives the XML document from the servlet, parses the contents and
creates ART*Enterprise objects. Listing 1.0 shows input and corresponding
application objects.

Example XML code input to the Parser:
<INPUT-OBJECT DATA_ID=1001
LOAN_AMOUNT=100000.0
LOAN_TYPE=FRM
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Example ART*Enterprise code generated by the parser for the XML input above:
(define-instance xml:Attribute9-19991215222255155 xml:Attribute
(xml:Has-Name DATA_ID)
(xml:Has-AttValue xml:AttValue11-19991215222255185)
(xml:ownerDocument xml:Document1-19991215222254234)
(xml:value 1001))
(define-instance xml:Attribute12-19991215222255245 xml:Attribute
(xml:Has-Name LOAN_AMOUNT)
(xml:Has-AttValue xml:AttValue14-19991215222255265)
(xml:ownerDocument xml:Document1-19991215222254234)
(xml:value 100000.0))

Listing 1. XML code input to the parser

3.2   The Rules Engine

The application loads the data from the parser, made available as schemas in
ART*Enterprise. The rules engine first computes the mortgage payment (principal
and interest) based on the loan amount, the interest rate and the loan term.  The rules
engine then determines the eligibility of the case based on two ratios: (i) a ratio of
monthly-housing-expenses to monthly income and (ii) a ratio of total-monthly-
expenses (housing + other debts/commitments) to monthly income. A simple
threshold criteria is applied for determining the eligibility of a loan, the front ratio
should be no more than 28% and the back ratio less than 36%.   Upon completion of
processing, the application would come up with a recommendation and an XML
output object data set.  This recommendation and the computed ratios are part of the
output object data from the application.
The result, an XML document, is now available either for display or for further
processing.  Listing 2.0 below shows the output from the application.

<?xml version="1.0"?>
<OUTPUT_DOCUMENT DATA_ID="1001">
<RECOMMENDATION_SECTION DATA_ID="1001"
RECOMMENDATION="ELIGIBLE">
</RECOMMENDATION_SECTION>

<FILE_ID_SECTION DATA_ID="1001" FILE_TYPE="XML version 1.0"
DATE="Fri Jan 14 13:02:42 2000" AUTHOR="BRIGHTWARE">
</FILE_ID_SECTION>

<BORROWER_SECTION DATA_ID="1001" BORROWER_NAME="Home Buyer One"
BORROWER_SSN="123-45-6789">
</BORROWER_SECTION>

<LOAN_DETAIL_SECTION DATA_ID="1001" LOAN_TERM="30"
LOAN_TYPE="FRM" LOAN_AMOUNT="100000.0" MONTHLY_PI="632.07">
</LOAN_DETAIL_SECTION>
</OUTPUT_DOCUMENT>

Listing 2: XML document output from the ART*Enterprise application
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4   Conclusion

XML is an appropriate way for representing the semi-structured data that is present on
the Internet. One important consideration is the need for standardization of parsers in
the AI-XML community. Standardization would facilitate solving problems, rather
than selecting, for example, one of a set of parsers and investing considerable
resources in a debate over which parser to use.
A similar need for standardization lies in designing specialized markup languages
based on XML.  Although XML allows for extension by designing other forms of
markup, it is not especially desirable if a separate language is developed every time
XML is used. However, sizeable vertical industry segments, like the mortgage
industry, would benefit from a specialized markup of terms relevant to the mortgage
domain.
Usage of XML, however, does not completely eliminate the need for building
domain-specific application input layers.  In our example, the parser generates
ART*Enterprise objects; however, the format of these objects is pretty standard
across all domains.  If we have specific information about a given domain, then that
information can be used to design rules, which are able to map the objects into a
format appropriate for the domain.  Alternatively, additional methods could be written
on the parser’s generated Java objects that generate more domain-specific objects.
Note that none of this is absolutely necessary: rules can be written using the objects as
is, but such an enhancement would make it easier to write rules for a specific domain.
To show the flexibility and the potential of the generated objects, we applied the same
approach using the popular Java Expert System Shell (JESS). The mortgage
application was rewritten successfully and deployed in the same environment with the
same architecture.

5   Future Directions

Organizations implementing e-commerce applications are rapidly adopting XML as
their de facto standard for data transfer between applications and partners. Dedicated
industry groups like Mortgage Industry Standards Organization (www.mismo.org)
have begun standardizing the XML transaction architecture for their clientele.  Key
players in the technology sector like IBM (IBM,
http://www.research.ibm.com/rules/home/html) and Sun  (Sun Microsystems,
http://jsp.java.sun.com/javaone) are focussing on implementing/integrating rule
engines as part of their enterprise e-commerce architecture. These efforts underscore
both the need for the XML-rule-based interface described in this paper, as well as the
need for a domain specific application input layer.
For knowledge-based systems to be practical and offer effective solutions to the
industry, it is imperative that knowledge engineers and the products themselves be
extensible and take advantage of the features uniquely brought forward by XML.  Our
experience in applying this approach using both ART*Enterprise and JESS gave us
the opportunity to develop a foundation for a shared rule markup language. This work
will continue as part of the URML project, an effort to integrate the object oriented
rule languages with XML.



110         S. Tabet, P. Bhogaraju, and D. Ash

References

1. Flynn, P., et.al., University College, Cork, Internet Web Site, http://www.ucc.ie/xml.
2. Glushko, R., Tenenbaum, J., and Meltzer, B., An XML Framework for Agent-Based E-

commerce, Communications of the ACM, 42:3, March, 1999.
3. Gold-Bernstein, B. 1999. From EAI to e-AI. Application Development Trends, v6 n12.
4. Hayes, C., Cunningham, P., Distributed CBR using XML, Proceedings of the workshop:

Intelligent systems and Electronic Commerce, Bremen, 1998.
5. Hayes, C., Cunningham, P., Shaping a CBR View with XML, Technical Report TCD-CS-

1999-23, Trinity College, Dublin, 1999.
6. Kambhatla, N., Budzikowska, M., Levesque, S., Nicolov, N., Zadrozny, W., Wicha, C.,

and MacNaught, J., DMML:  An XML Language for Interacting with Multi-Modal Dialog
Systems, Proceedings of the Twelfth Conference on Innovative Applications of Artificial
Intelligence, Austin, Texas, August, 2000.

7. Watson, Ian. Applying Case-Based Reasoning: Techniques for Enterprise Systems.
Morgan Kaufmann Publishers inc., 1997.

8. IBM, Internet Web Site, http://www.research.ibm.com/rules/home/html.
9. Mortgage Industry Standards Organization, Internet Web Site, http://www.mismo.org
10. Sun Microsystems, Internet Web Site, http://jsp.java.sun.com/javaone
11. World Wide Web Consortium, Internet Web Site, http://www.w3.org/XML
12. World Wide Web Consortium 2, Internet Web Site, http://www.w3.org/TR
13. XML.com, Internet Web Site, http://www.xml.com/pub/98/10/guide2.html.
14. The XML Cover Pages, Internet Web Site, http://www.oasis-open.org/cover.
15. The XML Cover Pages 2, Internet Web Site, http://www.oasis-open.org/cover/AIML-

alice.html.



R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 111–122, 2001.
© Springer-Verlag Berlin Heidelberg 2001

INFOSHOP: A Decision Support Tool for Local
Government Regulatory Advice

Ian Watson

Dept. of Computer Science
University of Auckland
Auckland, New Zealand
ian@cs.auckland.ac.nz

www.cs.auckland.ac.nz/~ian/

Abstract. This paper describes the implementation of the INFOSHOP, a unique
collaboration between UK central and local government agencies to develop a
decision support tool. INFOSHOP helps non-technical front-line reception staff
handle complex enquiries on a wide range of government regulations. The paper
describes the knowledge engineering and the knowledge level modeling
undertaken for the project. The paper describes the design, implementation and
architecture of the resulting distributed system that supports local customisation of
the knowledge-base in a controlled managed process. The paper concludes by
showing that INFOSHOP can be considered a CBR system that uses derivational
replay to solve problems rather than the more common retrieval of problem-
solution pairs.

1 Introduction

The INFOSHOP project is a one-stop shop, which allows local government front-line
staff in the United Kingdom to answer complex queries from the public or businesses
on regulations. The INFOSHOP system enables the operator to offer full and
consistent advice on a wide range of regulatory issues covering food safety, health
and safety, building control and planning regulations.

The INFOSHOP project involves local authority departments working together
with central government departments to ensure that accurate information, advice and
help, is given to business and the public across a range of services in a cost effective
manner. As such it is one of the first examples of the UK Labour government’s
“joined up government” initiatives in action.

INFOSHOP is an intranet application delivered to users through their web-
browser. It is based around a set of decision trees provided directly by the central
government organisations responsible at a policy level for the regulations about which
advice is being given at the local level. The software provides a range of
functionality, including fuzzy searching for information, and a suite of enquiry
management functions. It is designed so that information content underlying the
decision support system can be amended both by central and local government
partners, and so that answers to previous enquiries increase the accuracy of future
answers.
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2 Background

The Modernising Government White Paper1, published in March 1999, set out key
policies and principles underpinning the UK Government’s long-term programme of
reform to modernise public services. The programme involves everyone working in
public services and everyone who uses them (i.e., the entire nation).

As a response to the White Paper the UK Cabinet Office published an Action Plan
setting out some 62 actions being taken to deliver the commitments in the White
Paper. INFOSHOP is one such action. In scope, INFOSHOP is a decision support
system, designed to be used by front-line staff in Local Government who deal directly
with the public. It provides guidance to the user on a range of regulatory matters,
based on natural language queries such as: "Do I need planning permission for a
satellite dish".

There are certain regulatory regimes and issues on which local authorities have to
deal with a high volume of enquiries of a comparatively detailed nature.  Often
enquirers have to be routed to one or more specialists within the regulatory
departments involved.  Furthermore, enquirers are often only given information
relevant to the local authority department contacted and later find out about other
regulatory requirements, which are often costly and time consuming because they
have been addressed late in the day.  This “pass the enquiry” process frustrates clients
and leads to a number of different contacts being made.  Feedback from the People’s
Panel (a Service First initiative of the Government)2 confirmed this frustration and
reports that enquirers want an answer to their query when it is first raised, not to be
referred on to other staff.

In 1998 a pilot study was carried out in the London Borough of Bexley. This
resulted in a case-based reasoning (CBR) system (implemented using Inference’s
CBR3 product3) [1], which in the area of planning legislation enabled staff to handle
60% of enquiries without referral to a subject expert. Previously the figure had been
30%. It was proposed  by a group within the Cabinet Office4 to build on the success
of the Bexley pilot and see whether the same principles underpinning that project
could be used in other regulatory areas.

To this end the Cabinet Office bid to the Treasury’s Invest to Save budget for
£100,000 (GBP) to support this work, with approximately matching funds being
provided by the Local Authorities involved.

A project group at the Cabinet Office was established along with representatives
from:

__________
1 http://www.cabinet-office.gov.uk/moderngov/1999/whitepaper/
2 http://www.cabinet-office.gov.uk/servicefirst/index/pphome.htm
3 www.inference.com (now www.egain.com)
4 The Cabinet Office sits at the heart of UK Government, alongside the Prime Minister’s

Office and the Treasury. It’s aim is to ensure that the Government delivers its priorities. It
reports directly to the Prime Minister.
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• Department for the Environment, Transport & the Regions,
• Department of Health,
• Health & Safety Executive, and
• University of Salford5,

The following Local Authorities joined the project to pilot the system:
• Barnsley Metropolitan Borough Council
• London Borough of Bexley
• London Borough of Camden
• London Borough of Ealing
• Eden District Council
• Knowsley Metropolitan Borough Council
• Lincolnshire County Council & North Kesteven District Council
• Norfolk County Council
• Reigate & Banstead Borough Council
• Teignbridge District Council
• London Borough of Tower Hamlets
• Thurrock Borough Council
• Vale Royal Borough Council
• London Borough of Waltham Forest

For all involved this was the first time that so many Local Authorities had
collaborated on an IT project together, and the first time that several Central
Government Departments had worked together with Local Authority partners. It was
this collaboration which was the ethos of  the Labour Government’s “joined-up
government” initiative.

3 Design Issues

The key design issue was to create a collaborative environment. The purpose of
bringing together central government departments and Local Authorities was that a
single knowledge-base could be created to cover national regulations. However, this
had to be customisable at a local level in two ways.

Firstly, in many instances, and particularly in planning regulation, there are
significant local variations in the application of legislation. Central government
departments set out policy which local government interprets and applies within their
own context. As a consequence regulations differ from one authority to the next.
Thus, the centrally provided knowledge base would have to be customisable by the
Local Authority in a controlled fashion without the need to employ costly consultant
knowledge engineers or programmers.

__________
5 The author was employed by the University of Salford before moving to the University of

Auckland in early 2000 and was a Central Partner of the �������� project providing advice
on knowledge engineering and other technical matters.
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Secondly, many enquiries, whilst based on the same legislation will result in
different actions in different authorities. For example in one authority a request for
planning consent may result in forms being posted to the client, whereas in another
details may be taken over the phone, and in a third a case officer may be instructed to
visit the property in question. Thus, even where the legislation was being interpreted
and applied the same in several authorities the resulting actions may differ.
Consequently, actions needed to be locally customisable.

The other main design consideration was one of cost. Local Authorities do not
have large IT budgets and have many financial and legal constraints on how revenues
can be spent. As a consequence it was essential that INFOSHOP should run on
standard PCs and not require expensive user licences.

Linked to this was the budget for the project. £100,000 had been obtained from
the Treasury and a contribution of approximately £6,500 was made by each of the
Local Authorities giving a maximum budget of nearly £200,000. This sum had to
cover all project management expenses, knowledge engineering, implementation, the
cost of software licences for the pilot, user training, evaluation and dissemination
activities. Given that the money was coming from public funds this budget was fixed
and non-negotiable.

4 Implementation

Although the Bexley pilot had used a conversational CBR system [2] the project team
thought it wrong to prejudge the technology which might eventually be used to
implement the INFOSHOP system. As a consequence the development of the system
was split into three distinct phases:

1. Knowledge acquisition, which would result in a knowledge level [3] model
of the knowledge intended for the system.

2. Implementation, which would implement the knowledge in the chosen
technology and develop the user interface.

3. Evaluation, which would evaluate the pilot system in the field.
Furthermore, in the interests of objectivity it was decided that phases 2 and 3

would not be performed by the same contractor or consultants.
An invitation  to tender for phases 1 & 3 (either separately or together) was

advertised in early 1999. The consultants PriceWaterhouseCoopers won the bid for
both phases 1 and 3.

4.1    Knowledge Acquisition

The project team decided that the INFOSHOP should deal with planning regulations
(already partially covered by the Bexley pilot), building control, health and safety and
food safety. It was planned that the INFOSHOP should be able to handle the most
common 80% of enquiries from the public.
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Fig. 1. A Sample Question Capture Form

PriceWaterhouseCoopers therefore set out to interview each Local Authority to
establish what were their most common questions. These were then collated from all
the partners to identify the most frequently occurring 80%.

Table 1. No. of Decision Trees per Regulatory Area

Regulatory Area No. of trees

Planning 51
Building control 35
Food safety 79
Health and Safety 67
Total 232

Knowledge engineering was then undertaken to identify what knowledge was
required to answer or handle each question. A form was developed to capture this
information (see Figure 1.)  and PriceWaterhouseCoopers modelled this information
as decision trees, which have been widely used as a concise and readable notation for
decision making knowledge [4 & 5]. A total of 232 decision trees were created for the
four regulatory areas (note that several question were often subsumed by one decision
tree). The knowledge engineering phase took approximately three months.



116         I. Watson

Category P14

Planning
Sub-category

Planning permission

P14:Do I need planning 
permission for a satellite dish?

Category P14

Planning
Sub-category

Planning permission

P14:Do I need planning 
permission for a satellite dish?

Category P14

Planning
Sub-category

Planning permission

P14:Do I need planning 
permission for a satellite dish?

Do I need planning 
permission for a satellite 

dish?

What type of 
property?

Will there be 
more than 1 
dish on the 
property?

Will there be 
more than 2 
dish on the 
property?

Planning Permission is required 
NB: if listed building then LB 
consent will be required

Permission will not be required 
unless:
dish is greater than 1.3m 
in a conservation area
NB: if listed building then LB 
consent will be required

YesNo

Planning Permission is required
NB: if listed building then LB 
consent will be required

Yes

Is it in a 
conservation 

area?

Planning Permission is required
NB: if listed building then LB 
consent will be required

Yes

Permission is required if:
dish is greater than 90 cm
in a conservation area
Note:  the dish should be sited (so far as 
practical) to minimise the impact on the 
external appearance of the building
Note – removal: if listed building then LB 
consent will be required

No

Local
Lists

Permission is required if:
dish is greater than 90 cm
dish is greater than 45 cm (if sited on a 
chimney stack or above the highest point 
on a roof)
in a conservation area
on a chimney or on a listed building
Note:  the dish should be sited (so far as 
practical) to minimise the impact on the 
external appearance of the building

Dwelling House

Building more than 15m high
(about 5 stories)

No

Planning permission needed if it 
exceeds highest point of roof/chimney
(whichever applies)

Listed building consent but not
Planning Permission

DETR Booklet: Householders planning guide for installation of Satellite Television Dishes

Building
less than 15m high

(about 5 stories)

Fig. 2. A Decision Tree from the Planning Domain

4.2    Implementation

An invitation to tender for the implementation of the system was issued in May 1999
and Tagish6, a company with a strong track record in Local Government IT work, was
selected as the contractor. A decision was taken by Tagish to directly implement the
decision trees using the flowcharting tool Visio7.  Visio enables the content of the
decision trees (nodes and arcs) to be stored and  indexed in a database, which can be
searched enabling the correct tree to be retrieved from an initial natural language
query. Changes to individual  trees can be made using the flowcharting tool, which
does not require any programming or knowledge engineering experience. It was
hoped that providing proper versioning control was implemented this would satisfy
the local customisation requirement for the knowledge base.

Lotus Notes was selected to store the database and decision trees because it
provides many features to support collaborative working, versioning, security and
through Lotus’ Domino Server content is accessible via the Internet or an Intranet.  It
was recognised that the decision to use Lotus Notes did have a modest licence fee
implication for the Local Authorities. However, this was mitigated by the fact that
only one Notes licence was needed for the designated tree “author” within each
authority plus one Notes Server and Domino Server licence per authority (see Figure
3).

__________
6 www.tagish.co.uk
7 www.microsoft.com/office/visio/
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Network. Must carry TCP/IP (maybe over IPX or Token ring)

Diagram authors workstation
Windows 95/98/NT4 (32Mb+)

Has Visio and Lotus Notes installed

Server (provided as part of the project)
IBM Netfinity 3000

Runs Notes/Domino 5

Operators wokstation
Runs IE4/Netscape 4

under WIn 95/98/NT 4.0

Dial up or Leased line link to Hub Server

Hub server at tagsih

Firewall at authority (if required)
must have Port 1352 open

for notes replication

Operators wokstation
Runs IE4/Netscape 4

under WIn 95/98/NT 4.0

UPS

Centralised backup system

Fig. 3. System Infrastructure

For the pilot Tagish would hold the master copy of the knowledge base (the
Master Trees). Each Local Authority would hold a replicated copy on their own
server. Local changes to the knowledge-base would be held locally but would also be
replicated back to Tagish and stored separately. When national legislation changed
the Master Trees would be changed and this change replicated to each Local
Authority. The flows of replication and data are illustrated in Figure 4.

A management structure was also put in place for the Local Authorities to
periodically meet and review the changes they had independently made to their trees
so best practice could be captured and propagated between partners.

4.3    A Consultation

This section takes you through a sample consultation with INFOSHOP 8. INFOSHOP
takes a natural language query and after processing uses it to search the Notes
database containing the tree descriptions. Processing the query involves:

__________
8 A publicly available version of �������� is available at:

http://www.tagish.co.uk/infoshop/online.htm (note some features are disabled)
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Fig. 4. Replication and Data Flows

• removing noise words (common terms of speech such as prepositions),
• removing plural word forms,
• spell checking to automatically suggest alternatives for unrecognised words
• applying a user defined and locally customisable lexicon to deal with

common synonyms and local dialect words specific to one region.
Because the text matching algorithm can not be 100% accurate a set of candidate trees
is retrieved with the best match being presented to the user and alternative “relevant
inquiry routes” being displayed should the best match prove incorrect (see Figure 5).

Figure 5 shows INFOSHOP’s response to the well formed query “Do I need
planning permission for a satellite dish”. INFOSHOP identifies the keywords
planning, permission and satellite in the query (these are highlighted in the centre left
of the screen). This query causes the retrieval of tree P14. Trees P83, P84, P82 and
P80 have also been identified as relevant to this enquiry (these are listed in the bottom
right panel of the screen). The retrieval of tree P14 (shown in Figure 2) results in the
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Fig. 5. Screen Dump from the INFOSHOP

question “Is it a listed building…”9 (shown in the top left panel of the screen – i.e., the
region of the screen the user first looks at).  If the answer to this question is yes, then
Listed Buildings Consent is required regardless of the location of the building the
size, position or number of satellite dishes (see Figure 2).

Also of interest in Figure 5. is the “Make an annotation” button. At any time the
user can click this and make an annotation. These might be used by to record notes for
tree authors to suggest changes or to comment the legislation to improve the ease of
future use.

Answering “No” to the question in Figure 5 causes a series of further questions to
be asked.  Figure 6 shows the conclusion of the consultation. Six more questions have
been asked and their answers listed in the “History” panel on the bottom left of the
screen.

Arriving at a conclusion (a leaf node in the tree) causes a pop-up window to
launch with the result (shown in Figure 7) that no planning permission is required
providing it is sited in such a way as to minimise its impact on the external
appearance of the building.
Depending on the result required at each node, it can cause documents, forms and
standard letters to be retrieved from a document repository system, client data to be
entered into booking, logging or tracking systems or faxes and emails to be sent to
appropriate people. If a successful solution cannot be obtained the consultation can be
logged, appropriate notes can be added to it and it can be referred to an appropriate
person to deal with.

__________
9 Listed buildings in the UK are of historical or architectural significance and are covered by

strict regulations.
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Fig. 6. Screen Dump of a Consultation

5   Conclusion

The final evaluation report from PriceWaterhouseCoopers was completed in June
2000 and results look encouraging. Staff of the Local Authorities are able to author
the decision trees as intended, and the usability of the system has been praised by
several Local Authorities.

“Our reception service is the front line for all services provided by the
Environment Department. I am impressed with how user friendly
INFOSHOP is. Also, our pilot has made a sound start in beginning to
reduce those high frequency standard regulatory calls normally dealt with
by Technical Officers. Reception colleagues can now deal with some of
these”. [Rudy Bright, Records & Information Manager, London Borough of
Camden]

“INFOSHOP, fully utilised will be a very powerful tool. Camden decided to
go for it, warts and all! I am pleased with the start we have made although
we all agree more development work is needed. Camden’s INFOSHOP has
been adapted to prompt reception colleagues about leaflets and other
documents that could also be sent out to the enquirer. Further work will
make this into a comprehensive information service.” [Paschal O’Neil,
Decision Tree Author, London Borough of Camden]

From an AI perspective INFOSHOP demonstrates that it is not always necessary
or appropriate to use an AI tool to develop and deliver AI solutions. The design
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Fig. 7. Result of the Consultation

requirement that Local Authority staff be able to easily customise the knowledge base
meant that many more “sophisticated” tools were not suitable. However, decision
trees as a knowledge level representation [3] were ideal, enabling the authors to worry
about documenting legislation and not programming code. Moreover the use of Lotus
Note’s sophisticated version control, replication and security features made the
distributed yet controlled roll out and maintenance of the INFOSHOP feasible.

Although it was decided not to use a CBR tool for the solution, even though it had
proved successful in the Bexley pilot, this does not mean that CBR as a problem
solving methodology was rejected, quite the contrary. INFOSHOP retrieves the best
matching decision tree from its database (i.e., the most similar case) and then uses the
retrieved tree to solve the problem.

In CBR terminology this is derivational replay [6]. Where cases store problem
descriptions and a problem solving method, which can be reused (i.e., replayed) to
solve the problem. This is distinct from most CBR systems which store pairs of
problem descriptions and their solution. The main advantage of derivational replay is
that fewer cases need to be stored since each problem solving method can usually
cover a wide range of input criteria. The disadvantage is that you need to understand
the domain theory, in order to be able to create problem solving methods.

INFOSHOP also has facilities to acquire new problem solving cases through the
customisation and addition of trees (i.e., the revise and retain stages of the CBR-cycle
[7] ). Thus, INFOSHOP further demonstrates the omnipresence of CBR in problem
solving [8] and is a practical demonstration that CBR is a methodology for problem
solving  not a technology [9], since INFOSHOP doesn’t use any of the technologies,
such as k-nearest neighbour, so frequently associated with CBR.
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The management of INFOSHOP has now passed from the incubator of the Cabinet
Office to the Small Business Service10, an agency of the Department of Trade an
Industry that aims to improve the regulatory environment for small businesses, and to
ensure that all small businesses have access to world class business support services.

On the 19th April 2000 INFOSHOP won the UK Government Innovation Award
200011.
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Abstract. Noisy data is inherent in many real-life and industrial mod-
elling situations. If prior knowledge of such data was available, it would
be a simple process to remove or account for noise and improve model ro-
bustness. Unfortunately, in the majority of learning situations, the pres-
ence of underlying noise is suspected but difficult to detect.
Ensemble classification techniques such as bagging, (Breiman, 1996a),
boosting (Freund & Schapire, 1997) and arcing algorithms (Breiman,
1997) have received much attention in recent literature. Such techniques
have been shown to lead to reduced classification error on unseen cases,
and this paper demonstrates that they may also be employed as noise de-
tectors. Recently defined diagnostics such as edge and margin (Breiman,
1997; Freund & Schapire, 1997; Schapire et al., 1998) have been used to
explain the improvements made in generalisation error when ensemble
classifiers are built. The distributions of these measures are key in the
noise detection process introduced in this study.
This paper presents some empirical results on edge distributions which
confirm exisiting theories on boosting’s tendency to ’balance’ error rates.
The results are then extended to introduce a methodology whereby
boosting may be used to identify noise in training data by examining
the changes in edge and margin distributions as boosting proceeds.

1 Introduction

This paper is concerned with the classification problem, whereby a learner is pre-
sented with a training set comprising of a series of n labelled training examples
of the form (x, y), . . . , (xn, yn), with yi ∈ (1, . . . , k). The learner’s task is to use
these training examples to produce an hypothesis, h(x), which is an estimate of
the unknown relationship y = f(x). This ’hypothesis’ then allows future predic-
tion of yi given new input values of x. A classifier built by combining individual
h(x)’s to form a single classifier is known as an ensemble. Whilst there are many
ensemble building methods in existence, this discussion focusses on the method
of boosting which is based on a weighted subsampling of the training examples.

Introduced by Freund and Schapire in 1997, boosting is recognised as being
one of the most significant recent advances in classification (Freund & Schapire,
1997). Since its introduction, boosting has been the subject of many theoretical
and empirical studies (Breiman, 1996b; Quinlan, 1996; Schapire et al., 1998).

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 123–130, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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Empirical studies have shown that ensembles grown from repeatedly applying
a learning algorithm over different subsamples of the data result in improved
generalisation error.

Boosting is an iterative procedure which trains a learner over the n weighted
observations. Boosting begins with all with all training examples being given
equal weight (i.e. 1n ) At the m + 1-th iteration, examples which were classified
incorrectly at the m-th iteration have their weight increased multiplicatively
so that the total weight on incorrect observations is equal to 0.5. Hence, the
learning algorithm will be given more opportunity to explore areas of the training
set which are more difficult to classify. Hypotheses from these parts of the space
make fewer mistakes on these areas and play an important role in prediction when
all hypotheses are combined via weighted voting. At each iteration, the weighted
error is stored and used in the final voting weight when individual classifiers are
combined to form the ensemble. Accuracy of the final hypothesis depends on
the accuracy of all the hypotheses returned at each iteration and the method
exploits hypotheses that predict well in more difficult parts of the instance space.
An advantage of boosting is that it does not require any background knowledge
of the performance of the underlying weak learning algorithm. Refer to Table 1
for details of the boosting algorithm and its weight update methodology.

Table 1. AdaBoost:M1

AdaBoost
Input: n training instances xi with labels yi. Maximum trials, M . Base learner, H.
Initialization: All training instances begin with weight w0

i = 1/n.
Repeat for M trials:

– Induce classifier, hm, using weighted training data and H.
– εm = weighted error for hm on the training data. If εm > 1/2, discard hm and stop

boosting. (If εm = 0, then hm gets infinite weight.)
– Classifier weight, βm = log εm

1−εm

– Re-weight training instances:
if hm(xi) �= yi then,
wm+1

i = wm
i /(2εm)

else, wm+1
i = wm

i /2(1 − εm)

Unseen instances are classified by voting the ensemble of classifiers hm with weights
wm.

2 Current Explanations of the Boosting Mechanism

Ensemble classifiers and the reasons for their improved classification accuracy
has provided a fertile ground for research in both the machine learning and sta-
tistical communities. In theory, as the combined classifier complexity increases,
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the gap between training and test set error should increase. However, this is not
reflected in empirical studies. There is strong empirical support for the view that
overfitting is less of a problem (or perhaps a different problem) when boosting
and other resampling methods are used to improve a learner. Some authors have
addressed this issue via bias and variance decompostions in an attempt to un-
derstand the stability of a learner (Breiman, 1997; Breiman, 1996b; Friedman,
1997).

The following is a summary of the key comments and conclusions made on
boosting and ensemble classification to date:

– Breiman (1996b) claims the main effect of the adaptive resampling when
building ensembles is to reduce variance, where the reduction comes from
adaptive resampling and not the specific form of the ensemble forming algo-
rithm.

– A weighted algorithm in which the classifiers are built via weighted observa-
tions performs better than weighted resampling at each iteration, apparently
due to removing the randomisation (Friedman, Hastie & Tibshirani, 1998).

– Confidence rated predictions outperform boosting algorithms where a 0/1
loss is applied to incorrect classification (Freund & Schapire, 1996; Schapire
& Singer, 1998).

– Successful ensemble classification is due to the non-overlap of errors (Diet-
terich, 1997) i.e. observations which are classified correctly by one hypothesis
are classified incorrectly by others and vice versa.

– Margin and edge analysis are recent explanations (Breiman, 1997; Schapire
et al., 1998). More detail on these measures and related studies is provided
in the next section.

3 Edge and Margin

Recent explanations as to the success of boosting algorithms have their founda-
tions in margin and edge analysis. These two measures are defined for the ith
training observation at trial m as follows:

Assume we have a base learner which produces hypothesis hm(x) at the m-
th iteration, and an error indicator function, Im(xi) = I(hm(xi) �= yi). Let cm

represent the vote for the m-th hypothesis with
∑

m cm = 1. Then,

– edgei(m, c) = total weight assigned to all incorrect classes.
Breiman (1997) defines the edge as:

edgei(m, c) =
m∑

j=

cjIj(xi) (1)

– margini(m, c) = total weight assigned to the correct class minus the maxi-
mal weight assigned to any incorrect class.
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For the 2 class case margini(m, c) = 1 − 2 edgei(m, c) and in general,
margini(m, c) ≥ 1 − 2 edgei(m, c).
Whilst more difficult to compute, the value of the margin is relatively simple to
interpret. Margin values will always fall in the range [−1, 1], with high positive
margins indicating confidence of correct classification. An example is classified
incorrectly if it has a negative margin. The edge on the other hand cannot be
used as an indicator variable for correct classification (except in the 2-class case).
Whilst the margin is a useful measure due to its interpretability, mathematically
it is perhaps not as robust and tractable as the edge.

Schapire et al. (1998) claim that boosting is successful because it creates a
higher margin distribution and hence increases the confidence of correct classifi-
cation. Breiman, however, claims the high margin explanation is incomplete and
introduces new ensemble techniques which actively improve margin distributions
but do not result in improved generalisation error (Brieman, 1997, 1999).

This study demonstrates the tendency for boosting to ’balance’ the edge (or
margin) in its quest to classify more difficult observations. Using this property,
a method of detecting noise in training data is presented. Methodology for the
study is discussed in detail in the next section.

4 Empirical Results

In all experiments, the decision tree learner C4.5 with default values and prun-
ing was used as the base classifier, with a boosted ensemble being built from
M = 50 iterations. Datasets used are a selection from the UCI1 Machine Learn-
ing Repository. Results from only four of these datasets are presented in this
paper. These four datasets were chosen to provide a representative mixture of
dataset size and boosting performance previously reported. All edge distribution
results are certainly replicable for other UCI datasets. 10-fold crossvalidation was
applied whereby the original training data was shuffled randomly and split into
10 equal-sized partitions. Each of the ten partitions was used in turn as a test
set for the ensemble generated using the remaining 90% of the original data as
a training set.

At each iteration, the values for edge were calculated for each observation
in the training set. The average and variance of edgei(m, c) were calculated as
follows:

Ê[edgei(m, c)]= 
n

∑n

i=
edgei(m, c)

ˆV ar[edgei(m, c)]= 
n

∑n

i=
(edgei(m, c)−Ê[edgei(m, c)])2

The graphical results of these trials for the colic, glass and letter datasets
appear overleaf.

Refer to Figure 1 to note an apparent exponential decrease in variance per-
haps indicating an asymptote of zero or some small value, ε. Figure 2 shows
1 http://www.ics.uci.edu/ m̃learn/MLRepository.html



Using Boosting to Detect Noisy Data 127

0

0.02

0.04

0.06

0.08

0.1

0.12

5 10 15 20 25 30 35 40 45 50

V
ar

(e
dg

e)

Number of boosting trials

colic
glass
letter

Fig. 1. Var edge vs number of boosting trials

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

5 10 15 20 25 30 35 40 45 50

av
g(

ed
ge

)

Number of boosting trials

colic
glass
letter

Fig. 2. Average edge vs number of boosting trials

the average edge increasing as the number of boosting trials increases. These
results show a homogenisation of the edge, implying that the observation error
rate is becoming more uniform. i.e observations which were initially classified
correctly are classified incorrectly in later rounds in order to classify ’harder’
observations correctly. This results in the percentage of incorrect classifications
for each observation becoming more uniform as the number of boosting trials
increases. This notion is consistent with margin distribution results presented
by Schapire et al. (1998) and edge and margin results by Breiman (1997, 1999).

The most dramatic variance decay is seen in boosting trials m ≤ 5 i.e. most
of the ’hard’ work appears to be done in the first few trials. This observation
is consistent with several authors noting in earlier published empirical studies
that little additional benefit is gained after 10 boosting trials when a relatively
strong learner is used as the base learner.

5 A Method for Detecting Noise

The notion of ’balancing’ was discussed in the previous section. This property
may now be exploited to detect noise in the training data. Since we expect the
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distribution of the edge values to become more uniform as the number of boosting
trials increases, we may assume deviations from this distribution to be caused
by noisy or incorrect data. Noisy data is certainly difficult to classify and some
observations may be too difficult to classify correctly in all but a few boosting
iterations. Such observations would have edge values which remain high due to
persistent misclassification. If these deviations from the overall edge distribution
can be detected at say, m=10-20 iterations, then the associated observations
may be deemed to be noisy data. Removal of such observations should lead to
improved classficiation accuracy on training and test data. The choice of optimal
m is still unclear but at m=10-20, computing time is still relatively small and
deviations from distributions should already be apparent.

To test this hypothesis, and check whether ’offending’ noisy data could be
identified, noise was injected into the letter and census datasets by assigning
random class labels to 5% of the data. These datasets were chosen because of
their size (20,000 and 32,000 observations respectively). To perform this ran-
domisation, the data was shuffled, then the first 5% of observations were as-
signed a random class label before the data was reshuffled again. This ensured
no systematic bias in the noise while still retaining the observation number for
later comparison. The edge values were captured after 15 iterations and plotted
against observation number below.

Referring to Figure 3 below, a clear distinction between edge values can be
seen around observation 1000. For the letter data, observations 0-1000 were de-
liberately relabelled with random class values to simulate noise. The remainder
of the observations were untouched, yet it is still possible that some of these
observations may be noisy but as yet undetected in the raw UCI dataset. For
the census data, another clear boundary is evident, this time with earlier ob-
servations (i.e. observations 0-1500) showing failure to reach lower edge values -
note the gap in the plot on the lower left hand corner. Although this example
is contrived with known noise being introduced, it demonstrates an important
result in being able to identify and eliminate noise. These results indicate that
truncating the edge distribution at the top say, 5% of edge values or setting a
threshold on edge values and relearning could be an effective way of reducing
noise and improving model performance. It would also seem that this technique
would be best applied to larger datasets where 5% of observations is not an
insignificant number.

Conclusion

This study has presented some interesting results on the variance of the edge
when a boosted ensemble is formed. These results confirmed existing research
on margin distrubtions. An empirical study on 2 larger datasets demonstrated
that is is possible to track deviations in the edge (or margin) distribution when
trying to identify the existence or otherwise of noisy data. Although this concept
was only tested on known datasets from the UCI repository, initial results are
certainly encouraging and further application and research on large scale indus-
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trial datasets should lead to higher confidence in the models built from improved
training data.
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Abstract. Following the success of the first Australian Workshop on Artificial
Intelligence in Electronic Commerce (AIEC’1999) the second AIEC’2000
workshop was held in conjunction with the 6th Pacific Rim International
Conference on Artificial Intelligence (PRICAI’2000) on 29 August 2000. The
goal of the AIEC’2000 workshop was to bring together leading practitioners,
researchers and developers to explore the challenging technical issues and new
intelligent solutions in the rapidly growing area of e-commerce.

1 Introduction

An unprecedented growth of electronic commerce has been driven by a new channel
provided by Internet to connect buyers and sellers quickly, efficiently and at a very
low cost. The first wave of e-commerce has progressed from web publishing, through
basic shopping carts to web application integration with ERP. The second wave
focuses on inter-enterprise integration in open marketplaces where businesses can
build a more tightly aligned value chain and business relationships that extend across
an even broader network of trade and service partners.

At the same time the growing complexity of the e-commerce environment
characterized by the increasing velocity, scope and change of information drives the
businesses to examine new technologies for more advanced on-line solutions
including:

� Customer profiling and need identification
� Product and merchant brokering
� Auctions, tendering and negotiations
� Automated shopping and trading
� Formation of coalitions and virtual enterprises
� Payment and delivery
� Infrastructure, languages, protocols
� Human computer interaction
� Information exchange and communication
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� Supply chain management
� Security and legal support
� Intelligent assistants, brokers and agents
� Intelligent search and filtering
� Electronic delivery of goods and services

The objective of the AIEC’2000 workshop was to address some of those topics from
the perspective of artificial intelligence technology. The one-day workshop consisted
of an invited talk from industry, research paper presentations and a panel discussion.
The papers selected for this volume represent most of the workshop papers in the
original or extended form. They cover a range of topics including intelligent agents,
reasoning and ontology for facilitating and automating e-commerce transactions. In
particular Wong and Lau propose intelligent payment agents that use possibilistic
logic to make payment decisions in the presence of uncertain and incomplete market
information. Zhang and Wong present a web-based negotiation agent that applies
Case-based Reasoning to capture and re-use previously successful negotiation
experiences. Rahwan et al. discuss the use of the BDI software agent paradigm for
designing and operations of virtual enterprises. Sinnappan et al. present an agent-
based architecture for Internet marketing. Kayed and Colomb present the conceptual
graph structures in building tendering ontologies.
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Abstract. The aim of method presented in this paper is to define the role of
conceptual structures in building tendering ontology. More precise, how to use
Conceptual Graph to build tendering ontology. We construct our ontologies
based on three components: the concepts, the structures, and the contexts. This
decomposition facilitates the process of ontology building and reusing. It also
helps us to define different types of matching.

1 Introduction

Using Internet as underlying platform for tendering automation involves many
problems. Examples of these problems are: security, authentication, heterogeneity,
interoperability, and ontology problems. Internet users need tools to search for
information across heterogeneous systems and to match potential data sources with
their needs. Consumers also need to search for information using terms from domains
they are familiar with (Ontologies) [1]. Automating any business process needs to
reuse and distribute information among different parties. This raises two problems:
the need of a common vocabulary (ontology) and the need of common protocol and
management model (standards).

This paper contributes in this direction. We are building online tendering system
focusing on helping buyers to write their tender, solving the ontological problems,
and giving more potential to e-mediators. We aim at defining the ontological
structures needed for tendering process. Using natural language to model tendering
makes any process associated with tendering automation extremely difficult. We need
to define structures and their contents that will store the tendering information. Since
we are interested in storing the information in a knowledge base, the structures should
be modeled in logical or formal way. These structures should contain what is called a
context [28] [18], which will help in matching and reasoning. The ontology contains
abstract concepts that will form the primitives to construct a tender or a bid. This will
make it easy to build tools to transfer from a friendly user interface (like the Web) to a
logical structure (knowledge base).

To give the flavor of these structures we first give a brief view of our system then
we detail these structures. The reader encouraged to read [21] [20] or visit [19] for
more details.

Section two identifies the roles of ontological and conceptual structures in
automating the tendering process. Section three introduces the ontological conceptual
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structures for tendering system. Section four demonstrates our solution and section
five concludes the paper.

2 The Roles of Ontology in Tendering Automation

The term “Ontology” has its roots in philosophy which has been defined as a
particular theory about the nature of being or the kinds of existence [22]. In the
computer science community, ontology has become an important issue. Many
research areas study and use ontology in various ways, fields such as Artificial
Intelligence (AI), knowledge-based systems, language engineering, multi-database
systems, agent-based systems, information systems, etc [14]. Guarino [25] defines the
ontology as an explicit, partial account of a conceptualization. Gruber [13] defines it
as an explicit specification of a conceptualization.

In the tendering process domain, ontology is needed to solve many heterogeneity
problems [21]. Buyers/sellers in a specific domain can use a common ontology to
describe their needs/offers. The huge amount of information on the Internet prevents
buyers and sellers from finding relevant information that meets their needs. If the
tendering information is committed to a common ontology, this will make easy to find
the relevant information for all parties.

In the tendering domain, different activities may need different types of matching.
As an example, in the invitation activity the buyers advertise general information
about the tender, while the seller profiles are more specific. Conversely, when a seller
is looking for "good" tenders, the tenders are more specific than the sellers' profiles.
Different activities need different types of matching. Formal ontologies define the
roles, the concepts, and the relations between concepts. This allows us to define many
compatibility measures to check the similarity between concepts. This will facilitate
different type of matching among buyers and sellers. A formal ontology with different
type of relation can solve the different level of abstractions in the call for bid
invitation.

The procurement process requires mediation between buyers and sellers. In the e-
commerce environment, software agents will play this role. In a community governed
by software agents, ontologies become a central issue for the development of any
agent-based systems. Ontological-based tendering system will help in testing the
feasibility of the ontological approach, which will contribute in building a new
generation of business to business EC.

2.1 Conceptual Structures

Conceptual Graphs (CGs) are a method of knowledge representation developed by
Sowa [27] based on Charles Peirce's Existential Graphs and semantic networks of
artificial intelligence [28]. According to Sowa [27], CGs have a direct mapping to and
from natural language and a graphic notation designed for human readability.
Conceptual graphs have all the expressive power of logic but more intuitive and
readable. CGs are semantically equivalent graphic representation for first order logic
(FOL) like Knowledge Interchange Format (KIF).
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In our project, we have used CGs as our implementation language. We are aware
of some problems of CGs to model ontology. Mineau [23] argues that CG can be used
easily to represent an ontology. He argues that with some work in CG it is more
suitable than Ontolingua [12]. Ontolingua is a formal ontology description language.
Ontolingua consists of a KIF parser, tools for analyzing ontologies, and a set of
translators for converting Ontolingua sources into forms acceptable to implemented
knowledge representation systems.

The one-to-one mapping between KIF and CG makes it possible to implement
ontology in CGs. Ontology can be implanted in CG by using a second order CG. The
type definition in CGs can be used to replace the Define-class construct in
Ontolingua. The second order Graph, the lambda expression, and the canonical basis
are sufficient constructs to implement ontologies in CGs.

Three things influence us to use CGs. First the CG components (the relation and
concepts catalogs, the type hierarchy, the canonical basis) are suitable for
decomposing the ontology to those components. Second the context (situation where
the CG is assertion) is good to represent the lifting axioms and to define different type
of matching. Third the one-to-one mapping between CG and KIF (KIF was the
original Ontolingua language).

In the following subsection we will introduce the tendering ontologies and show
how we used the CGs to build these ontologies.

3 Tendering Ontological Structures

In our project, we divided the ontology into three parts: collections of concepts,
collections of conceptual structures, and collections of formal contexts. These all form
our ontology (see figure 1). The collections of concepts help us to build tools for
translation and integration from one domain to another. The Concepts part consist of
three sub-parts. Those are: the catalog vocabularies, the relation vocabularies, and the
hierarchical relation between concepts (the type function in CG). The Conceptual
Structures (CS) represents the basic element for the tendering system. Software agents
use these CSs to communicate and interact. Buyers, sellers, and mediator used these
structures to describe their need, offers, responses, or queries (the canonical basis in
CGs). The formal context will provide the mechanisms of defining the similarities
between concepts. The formal contexts contain three parts: the intentions graph (the
graph in which the graph will be asserted), the lifting axioms, and the relation (type-
of, is-a, part-of, etc.). The lifting axioms help us in reusing the ontologies and
knowledge.
Our approach of decomposing the ontological constructions into three parts helps us
building the tendering ontologies. Building ontology is still an art, not a science [8],
despite some attempts to define a methodology for ontology construction [11] [9]
[29].
Decomposition of the ontology facilitates the implementation of large-scale
knowledge bases. It maintains efficiency for high-performance knowledge
representation systems. [17] divide their ontology into structural assertion (e.g. Is-a)
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Fig. 1. Ontology Structure

and non-structural assertion (all other concepts in the KB). They claim that the
number of structural assertions is less that the number of non- structural assertions.
Depending on that they kept the structural assertions in a cache memory where the
non-structural assertions are kept in secondary memory.

Fig. 2. System Ontologies

Following our framework [21], we need four types of ontologies: meta-ontology,
abstract domain ontology, domain ontology, and tendering ontology (see figure 2). In
the following we will describe each one.

The Meta-Ontology defines (describes) very general concepts for other ontologies.
The meta-Ontology helps to query the domain ontologies and to translate from and to
the domain ontologies. This is a very abstract ontology and we build its components
from other generic ontologies like [7], [3], and [30]. We reuse the definition of time
(Date, Days, Years, Hours) from the ontology server [7]. We take the basic unit
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measures from Cyc ontology server [3]. Cyc is common-sense knowledge base
ontology used to relate concepts from different models. We also redefine some
organizational concepts like Entity, Buyer, Seller, Agent, Activity, Process, etc. from
the Enterprise ontology [30].

The Abstract Domain Ontology contains Classes which are abstract description of
objects in a domain. The class has Class-ID, Class-Properties, Class-Synonyms,
Class-Type, Relation, Sub-Class, and Axioms. A relation is a link between classes,
and axioms are rules that govern the behavior of the classes. The abstract domain
ontology represents a container of abstract data types for sellers’ catalogs. In this
sense we should distinguish between the catalogs and the ontology. Ontology may
contain a PC as a concept, which has RAM and CPU as other concepts. Catalog may
contain Pentium 3 with 32 MB RAM. In CGs sense, this can be translated to

[PC:Dell]�(Part-Of)�[CPU-Type: Pentium 3]�(part-Of)�[Memory: RAM] �
(measure)�[Memory-Unit: 32 MB]

The Domain Ontology is a collection of vocabularies mapped to concepts in the
Abstract Domain Ontology. Since the Abstract Domain Ontology (ADO) is a schema
for the sellers’ catalogs, we should define mapping between these abstract concepts (in
the ADO) and the catalog values. This is how we know that Dell computer is a PC
concept. We can keep this ontology in the mediator side or each seller can create it
locally. Normally, this ontology is huge and constructed from the catalogs. If there are
some values are not mapped to the abstract domain ontology, the mediator may add
new concepts, which are relevant to that value. Mediator also can provide [unknown]
concept, which mapped these values, then later add new concepts for these values.

The Tendering Ontology represents the core ontology in our system. The basic part
of it is the Tendering Conceptual Structures (TCSs). We divide them into three
models: buyer, seller, and mediator models. The buyer model is divided into
advertising model, query model, and policy model. The advertising model again can
be divided into tender invitation, terms, objects (services), specification, and returned
forms. It is beyond the scope of this paper to describe everything in this ontology.
Figure 3 shows the hierarchy of this ontology. Appendix 1 summarizes some
examples of the catalogs concepts and relations. For the sake of space, we illustrate
our tendering ontologies by detailing two of the most important TCSs. Those are the
Tendering Invitation Structure (TIS) and the sellers’ profile structure (SPS).

Tendering Invitation Structure. The tender invitation structure (TIS) is to inform
the tenderers of the scope of the procurement. The tender invitation provides basic
information on the procurement and guidance to the tenderers on the participation.
We derived the component of TIS from UN EDIFACT ISO 9735 request for quote
message [2].

We define TIS as a nested CG, containing information about the scope of the
procurement, the address and conditions of contracting entity, nature of contract,
duration/completion of contract, eligibility, award criteria, rules on participation, and
objects specifications.
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Fig. 3. Tendering Conceptual Structures

Formally TIS is defined using the type function of CG as follows:
Type TIS(x) is
[TCS:*x] -
(ATTR) � [Contracting Entity]-
(ATTR)�[Address]
(ATTR)�[Name]
(ATTR)�[Contracting Duration]
(ATTR)�[Eligibility]
(ATTR)�[Award Criteria]
(ATTR)�[Participation Rules]
(ATTR)�[Services])-
(ATTR)� [Identification]
(ATTR)� [Description]
(ATTR)� [Quantity]
(Measure)� [Unit]
(Relevant Date)� [Production Date]
(Relevant Date)� [Expiry date]
... etc.
Sellers register with a certain mediator by sending their profiles. We define the

SPS as a nested CG, containing information about sellers, their domain of interests,
the services they offer, the value-added services such as extended warranties, brand
reputation, fast delivery times, etc. Formally SPS is defined in CG as follows:

Type SPS(x) is a
[TCS:*x]-
(ATTR) � [Contracting Entity]-
(ATTR) � [Address]
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(ATTR) � [Name]
(ATTR) � [Domain Interests]
(ATTR) � [Services]
(ATTR) � [Value Added Services: *{extended
warranties, brand reputation, fast delivery times }]
In this example the concepts are not normalized i.e.(concept can be divided into

more primitives concept like the address can be divided into country, street, etc.). The
Tendering Conceptual Structure (TCS) is a primitive concept defined in the concepts
catalog. In this case the TCS is a super type of TIS (TIS < TCS). The type definition
in C.G declares a new concept from primitive and predefined concepts and relations.
Type definition contains two parts: the genus (the body of the definition) and
differentiae (the label associated with that definition) [27]. Each concept in the body
of a type definition should be defined in the concept catalog or in previous type
definitions; also each relation should be defined in the same manner. To illustrate this,
the contracting duration (CD) has been defined by the type definition as follows:

Type CD(x) is
[Time:*x]-
(Part-Of) � [Tendering Date]
(Part-Of) � [Start Date]
(Part-Of) � [End Date]

4 Motivating Example

E-mediator receives users’ structures (buyers or sellers) and checks their semantics
and correctness. To check that, E-mediator checks if the structures are canonically
derived from the ontologies. Here we apply the algorithm of [24]. This algorithm
decides whether a conceptual graph is canonical relative to a given canonical basis.
The complexity of this algorithm is polynomial related to the complexity of
computing a projection between two conceptual graphs. When the canonical basis is a
set of trees, it is polynomial. We use the editor proposed in [26] to edit the canonical
basis graphs.

Buyer agent contacts the mediator through formal structures that are committed to
the ontology which should be defined in previous step. Mediator checks the profile
repository, and depending on the buyers’ strategies determines the address of sellers
that match their needs. When mediator receives the user’s structure (e.g. TIS),
mediator tries to find a projection between the ontological structure and the user
structure.

To illustrate this, suppose Mr. K. wants to buy 600 PC. A seller wants to add his
profile to the mediator repository. Mr. K. wants to advertise his need with a certain
mediator. He consults mediator ontology; he browses the structure ontology and finds
that TIS suits his needs. He fills the TIS as follows

[TCS: B1] -
(ATTR)� [Contracting Entity]-
(ATTR)� [Name: Mr. K.]
(ATTR)� [Contracting Duration]-
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(Part-Of)� [Start Date:31-10-2000]
(Part-Of)� Lambda(T)[End Date:31-12-2000]
(ATTR)� [Services])-
(Part-Of) � [Service1]-
(ATTR) � [Identification: PC] �(CTX) � [I4]
(ATTR) � [Quantity:600]
(ATTR) � [Description]-
(ATTR) � [Warranty]�( > = )� [Year:@3]
(Do)� [installation]
(Do)� [Delivery]� (Before)� Delivery Time] � ( < = ) � [[T]+ [Month: @3]]
(ATTR)� [General Terms]� (Part-Of)� [Experience]� ( > )� [Year:@3]
The seller S1 can submit his profile as follows
[TCS: S1]-
(ATTR) � [Contracting Entity]-
(ATTR) � [Name: Seller1]
(ATTR) � [Domain Interests: {[Electronic], [Selling], [Installation]}]
(ATTR) � [Services: {Computers, Printers }]
(ATTR) � [Value Added Services: {[Extended warranties: @4 years] , [Delivery:

@[Day: @60]]}]

All terms in square brackets are defined in concepts catalog, previous type or
prototype definition. We assume that these structures are semantically correct. After
that e-mediator tries to match the TIS with a suitable profile. By applying the
formulation rules, we can find out that the buyer TIS matches the seller profile. The
matching here is in the sense of generalization and specialization. That means there is
a projection from the buyers TIS onto the seller SPS. Think of e-mediator as a
theorem prover who tries to prove the buyers’ TIS with sellers’ PSPs repository.
Mediator may use some lifting axioms to prove any assertion in the TIS graph. As
example, the assertion [Day: @60] < [Month: @3] can be easily proved by using the
lifting axiom [Month: 1]�( = )� [Day: 30]. For more technical details about CG
matching and indexing, readers encouraged to read Ellis work in [5] [4] [6].

When buyers submit their TIS they should define contexts, which help the
mediator, to find the appropriate sellers. In the CG sense the context is a situation
where the graph is true. In our system we define the context as concepts measures
labeled from I1 to I12 (see table 1, some measures were adopted from [15]). We
associate the context with a sub-graph via the CXT relationship. In the previous
example, under I4 (Kind-of) the buyer accepts any seller who sells computer since the
[PC] is a kind-of [Computer]. In other situation (i.e. under I1 (Identical)) this is not
true.

We apply the context measures in graph level or in the concept level. In the
concept level, the concept is true if and only if there is a relation in the ontology
catalogs relates the two concepts. This relation must be equivalent or dominated the
context relation (i.e. I1 to I12). In the graph level, the context is true if and only if the
context is true for each concept.
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Table 1: Intention CG Contexts

Similarity Type Meaning

(I1) -Identical Two concepts are the same
(I2) -Equal Two concepts are equivalent
(I3) -Compatible Two concepts are transformable
(I4) -Kind-Of Specialization of a concept
(I5) -Association Positive association between two concepts
(I6) -Collection-Of Collection of related concepts
(I7) -Component-Object Component part of a concept
(I8) -Portion A mass portion of a concept
(I9) -Instance-Of Instance of a concept
(I10)-Common Common characteristics of a collection or concept
(I11)-Feature Descriptive feature of a concept
(I12)-Has Property belonging to instances or concepts

5 Conclusions and Future Work

We have defined the role of ontology in automating the tendering process. We have
constructed our ontologies based on three components: the concepts, the structures,
and the contexts. This decomposition facilitates the process of ontology building and
reusing. We have described our system of tendering automation focusing on the role
of ontology. We clarified how the ontology would help in defining semantic
matching. We have shown how the expressive power of CG helps in building
ontologies and conceptual structures.

We introduced the concepts of layered ontologies. At the top level we used very
abstract ontology which contains abstract data types for the domain ontology.
Defining variant levels of abstractions facilitates the transform of catalog to ontology.
One of the exciting areas here is to define the relation between the catalogs, standards,
and ontologies. Catalogs are not interoperable. Standard catalogs are but lack
flexibility. The ontology is more flexible and provides interoperability between
partners.

The lack of agreement of the definition of ontology in each domain, where each
application organizes it to suit themselves, causes a problem in building a common
ontology. Our approach in decomposing the ontology into abstract and domain
ontology helps to solve this problem.

In future work, we will use the context to implement what we call soft-matching
[21]. Soft-matching depends on the multi-attribute utility theory (MAUT) [16]. The
tender is divided into classes, which may contain sub-classes. The buyer provides a
factor of importance (utility function) for each concept in each class in each level in
the tender (the sum in each level should =100%). A context like I1 is not totally true, it
is true with the importance factor specified by the buyer. So the context will have the



144         A. Kayed and R.M. Colomb

form [Ii, Percentage]. This fuzziness will capture the buyers’ policies that will direct
the agent in finding buyers’ needs.

Since we are thinking of agent oriented design, the mediator represents a collection
of software agents. Agency means that the agent can behave on behalf of the user, but
this behavior is controlled by a given strategies or policies. In our future work, we
will use the CG formalism to define how the agent could work autonomously, how
the policies can be adaptable, whether the agent can change its own policy by
learning, etc.

The CG literatures provide some tools to check if a CG is canonically derived from
a canon basis or not (e.g. Mugnier et. al algorithm [24] and their CoGITaNT project
[10]). The reverse engineering of this process is not supported. At first glance, the
idea of given CGs then create canon basis seems absurd. The idea of reverse
engineering of CSs to canon basis makes sense in the ontology building process. If we
think of ontology as enhanced step in knowledge representation, then the ontology
will represent abstract knowledge that can be reused. In this case the reverse
engineering of knowledge structure will be the basis for the ontology building
process. An algorithm to build a minimal canon basis from given CGs is needed. We
are building tools to reverse engineering of CSs to canon basis.
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Appendix 1. Entity, Contracting Entity, Buyers, Sellers, Process, Activity, Name,
Address, Street, Service, Items, Contracting entity Classification, Classical,
Government entity, Name, Address, Organisation, Organisation code, Postal code,
Place, City, Country, Official registration number, Registration number, VAT
number, Contact information, Contact person, Telephone, Telefax, Electronic mail,
Nature of contract, Purchase, Rent, Lease, Hire, Duration, completion of contract,
Contract date, Contract start date, Contract end date, Number of months, Weeks,
Days, Eligibility, Lowest price, Most economically advantageous, tender Rules, Final
date for receipt of tenders, etc.
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Abstract. Current research identifying architectures for a virtual enterprise has
moved from information modelling to role modelling. Thus, a high level of
autonomy results from the distribution of responsibilities, capabilities, and
knowledge among different business units in the virtual enterprise at the design
stage. Current trends tend towards using object-oriented technology as an
effective abstract system design and implementation methodology. We argue
that applying the software agent paradigm to the virtual enterprise provides
various advantages on both the design and operational levels. We further show
that the Belief Desire Intention agent architecture has additional abilities of
mapping real world business unit autonomy and interaction. We also introduce
the Belief Desire Intention agent paradigm capability of facilitating highly
flexible (agile) enterprise design and implementation.

1 Introduction

A significant enhancement of inter-enterprise transactions has been provided by the
emerging information technologies (IT). This has raised a need for establishing a new
paradigm defining architectures, standards, and design and implementation policies
for inter-enterprise systems, which realize the capabilities of IT and maximize their
utilization in all possible ways. The Virtual Enterprise (VE) paradigm emerged in
order to address this need and produce efficient procedures for dealing with the above
requirements. Although there is no clear standardized definition of the VE, there is a
general agreement between currently proposed definitions. For example, the NIIIP
project [1] defines the VE to be "a temporary consortium or alliance of companies
formed to share costs and skills and exploit fast-changing market opportunities".
While for Walton and Whicker [2] "the Virtual Enterprise consists of a series of co-
operating ’nodes’ of core competence, which form into a supply chain in order to
address a specific opportunity in the market place". In other words, the virtual
enterprise is an organization of enterprises sharing resources and working
cooperatively towards the achievement of mutual benefits. Terms such as e-
commerce, supply chain management, and virtual corporation correspond to closely
related concepts. In a VE, there is no centralized control, neither is there a hierarchy
of enterprise management levels. Instead, the cooperation of independent, self-
interested units results in convergence towards an overall welfare.
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In the next section, we outline the problem with current virtual enterprise design,
and hence implementation approaches. Then, in section 3, we present an overview of
agent technology and different agent architectures. Section 4 discusses the problem
with current approaches towards designing the virtual enterprise, particularly the
object-oriented approach. Section 5 outlines the major advantages of the agent
approach. In Section 6, we introduce the specific capabilities of Belief Desire
Intention (BDI) agents in modelling and implementing virtual enterprises. Next, we
show how the BDI approach corresponds well to a set of well-known agile (flexible)
enterprise design guidelines in section 7. Finally, a number of conclusions are drawn,
and future research is outlined.

2 Virtual Enterprise Problems

There is a great diversity in the way different organizations do business. Different
companies have different priorities, business process definitions, ontologies
representing business documents and procedures, and different tools for modelling
their overall strategies and plans. Aspects such as the explicit representation of
coordination strategies (by adoption of workflow technologies), the execution of the
coordination strategies (workflow engine), and cooperative system organization
(negotiation, coalition formation) represent major issues to be resolved [3]. The
behaviour of each company regarding its participation in a VE can be explicitly
configured and stated through a plan and other general profile characteristics [3]. The
Workflow Process Definition Language following the workflow reference
architecture proposed by the Workflow Management Coalition [4] is one approach to
represent dynamic behaviour. It is based on explicit representation of the workflow of
business processes as well as all possible exceptions and the way each one of them
should be handled. Another method to represent the dynamic behaviour of each VE
node is the use of Petri Nets [3].

The problem with using such approaches down to the detailed level is that an
explicit representation covering all possible cases introduces a scalability problem.
This makes exception handling module design an extremely complex task, especially
within the VE context. In this paper, we propose the incorporation of agent
technology in order to create dynamic VE systems while reducing the complexity of
the configuration process. Instead of explicitly specifying how each situation must be
handled at the elementary design stage, an overall process design is implemented, and
responsibilities are given to different autonomous units which are capable of solving
their own internal problems. The different units are then provided with a coordination
mechanism, allowing for the dynamic nature of the system to emerge during the
system implementation, deployment and operation phases. We do not assume static,
pre-negotiated intra- and inter-organizational workflow. In contrast, as proposed in
[5], we view the establishment of a VE as a problem of dynamically expanding and
integrating workflows in decentralized, autonomous and interacting workflow
systems. Workflow techniques are best suited for implementing an abstract business
process model which describes the overall process steps that have to be performed to
achieve a specific business goal according to well defined business rules and the
respective responsibilities of process participants [6]. The various process steps can
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then be realized by intelligent business components (implemented by intelligent
software agents) that perform specific business transactions.

3 Software Agents for Modelling

Agent-based computing has been considered ‘the new revolution in software’ [7]. The
following definition is adapted from a definition proposed by [8]: “an agent is a
software system (or system component) that is situated in an environment, which it
can perceive, and that is capable of autonomous action in this environment in order to
meet its design objectives.”

Jennings and Wooldridge [9] proposed that an intelligent agent is an agent that is
capable of flexible autonomous behaviour, where flexible means:
• Responsive: able to perceive the environment and respond in a timely fashion.
• Proactive: exhibit goal-directed behaviour and take initiative when appropriate.
• Social: able to interact/communicate when appropriate with humans and other

agents.
From this point and on, we will use the term agent to refer to intelligent agent.
One of the interesting and most important aspects of agents is that they facilitate

cognitive modelling (based on behavioural aspects fulfilling the purpose), as opposed
to role modelling (based solely on purpose). If we are able to define a framework that
best describes an agent, and how it interacts with its environment and with other
agents, we will have achieved a significant contribution towards the abstraction of
system design, and gain better mapping of real world problem solving into our
computer systems. Moreover, the autonomy and pro-activity of agents facilitate a
system in which entities take action without the need for centralized control. More
advantages of using the agent approach are discussed in section 3.

A number of proposals have been made describing different internal architectures
of agents and their implications on the performance of agent systems.
• Reactive Agents. In a reactive agent, the behaviour modules are finite state

machines. Behaviours are implemented as rules of the form: situation � action [8].
• Deliberative Agents. A deliberative agent has explicit goals. It reasons about

which, when, and how to achieve them [8]. A deliberative agent has an internal
state, allowing flexible, history-sensitive, non-deterministic behaviour.

• Hybrid Agents. Hybrid agents combine the best of reactive and deliberative
features. BDI Agents, discussed next, are one example of Hybrid Agents.
The Belief Desire Intention (BDI) model combines reactive and deliberative

approaches in a uniform way. BDI agents have internal mental states [10]. A mental
state is comprised of three concepts:
• Beliefs: The information the agent currently believes true. This information could

be about the agent internal state or about the environment. We should emphasize
the difference between knowledge and belief. While knowledge is assumed to be
always true, beliefs are considered to be true but possibly false. This captures the
dynamic nature of the agent’s information about itself and the environment.

• Desires (goals): Desired future states.
• Intentions: Commitments to action. The notion of intentions is closely related, but

not identical, to the notion of plans. In a certain situation an agent might have a
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number of possible plans. The selected plan, and the commitment to taking action
become an intention. In other words, an intention is an instance of a plan.
The control cycle of BDI agents is described in Figure 1. First an event or goal is

selected for processing. The agent then finds plans that are applicable to the current
situation. Appropriate plans are chosen, resulting in the creation of intentions. The
agent then executes the enabled intention, starting with the first step. This may result
in an action being executed, or an event being posted, hence invoking sub-plans, etc.

Fig. 1. BDI Control Cycle

Due to its highly abstract philosophical origins, the BDI approach has proved
valuable for the design of agents that operate in a dynamic environment, and that
respond flexibly to changing circumstances despite incomplete information about the
state of the world and other agents in it [11]. The BDI reasoning model resembles the
kind of reasoning that we appear to use in our everyday lives [8]. Another major
attraction of this model is that it provides a clear functional decomposition, similar to,
but more uniform than that provided by hybrid layered architectures.

There is an ongoing argument around the best way to represent and generate plans
in different agent models. For example, some argue that rather than explicitly
providing a library of plans and choosing from it, a rule-based agent has an implicit
representation of different plans, and plans emerge at run time through following
those rules. The BDI cycle “provides for a spectrum of behaviours ranging from
purely deliberative, to highly reactive, depending on the structure of the plans
provided and on decisions such as how often to take account of changes in the
environment while executing plans” [11]. In other words, the BDI model provides an
effective, highly flexible paradigm for developing intelligent software agents that can
be configured on various levels of intelligence and deliberation to accommodate the
nature of the problem.

Since this paper is in the context of facilitating VE, there is an inherent necessity
for having multiple agents in the systems. Agents, in this case, will not only be able to
reason autonomously and effectively about achieving local objectives, but they will
also be able to gain the benefits of interacting with other agents in the VE. Interaction
protocols are “recipes” for structured communication between agents [12].
Ultimately, an interaction protocol consists of: 1) a set of messages encoded in an
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Agent Communication Language ACL; and 2) a set of rules governing conversations
(sequences of messages).

4 Approaching the Virtual Enterprise Problem

Enabling the VE requires the adoption of a new technical infrastructure, as well as an
effective design methodology. As systems scale up, and the complexity increases,
there is a need for a design methodology, which is highly abstract yet, has the ability
to be directly implemented. The most dominant methodologies currently used adapt
the object-oriented (OO) system design principles. These methodologies provide a
higher level of abstraction of the problem. In the object-oriented paradigm, the system
is comprised of several, possibly distributed, objects interacting with each other
through predefined interfaces. The interface describes the object’s services which can
be invoked by other objects. In other words, an object is a passive system component
which is able to respond to predefined requests and react accordingly. An object
system is usually governed by a central process/object responsible for the
coordination between objects and the flow of control between them towards the
achievement of the desired result.

The first drawback of objects is related to the level of abstraction they provide.
Business objects make a major contribution to modelling information in the
enterprise. While business agents extend this capability to model behaviour in the
enterprise. This fact means that the behaviour of agents can be modified dynamically,
due to learning or influence of other agents or the environment. Moreover, agents can
dynamically cooperate to solve problems.

Another important difference between the object and agent paradigms is related to
the level of autonomy. The object paradigm uses the notion of encapsulation to give
objects control over their own internal states. An object can declare that a certain
instance variable (or method) is private (only internally accessible) or public
(accessible both internally and by other objects). While an object may exhibit
autonomy over its state, by making instance variables accessible only via certain
methods (controlled channels); it does not exhibit autonomy over its behaviour [8].
That is because once a method has been declared public (at design time), the object
has no control over whether that method is executed. Any other object could invoke
this method if it wants to. In a multi-agent system, an agent requests an action to be
performed by another agent rather than invoking this action. And this request could be
accepted or refused by the serving agent (i.e. the decision lies in the hands of the
serving agent rather than the client. Decision could depend on various factors such as
the current domain state or the identity of the client). Objects are considered to
provide good mapping of real-world problem solving. But that limitation affects this
mapping capability dramatically, since the actual problem description needs to be
conceptually modified to accommodate the limited capabilities objects offer.

The major reason for the apparent failure of object orientation to deliver on reuse is
insufficient attention to the issue of domain understanding and the representation of
this understanding in an unambiguous and precise way [13]. The OO paradigm is
intended towards the implementation of software systems rather than rich business
concept representation (such as rules, constraints, goals and responsibilities). Goal
seeking behaviour, policies and trust are all enterprise concepts which do not naturally
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fit into a computational object model. Based on this argument, A. Wood et al [14]
showed that conventional object modelling constructs are not sufficient for modelling
enterprises.

As mentioned in the previous section, the passiveness of objects requires the
availability of “controller objects” which are responsible for the coordination of
control among other objects. As the size of an OO system grows, “the number of
messages between objects grows non-linearly and controller objects themselves need
to be coordinated or they can become performance bottlenecks” [13].

It is important to denote that many of the advantages of agents mentioned above
could indeed be implemented using object tools. But our argument is based on the fact
that those attributes are not components of the basic object-oriented model.

5 The General Agent Approach

Following the definition of the VE mentioned earlier, the VE creation could be
viewed as a Cooperative System design problem. A Cooperative System is “a system
in which a set of autonomous agents (computational and human) interact with each
other through sharing their information, decision making capabilities and other
resources, and distributing the corresponding workload among themselves, in order to
achieve common or complementary goals” [3]. There is an apparent similarity
between the definition of the VE and that of a Cooperative Agent System from two
perspectives: the problem addressed, and the approach adopted towards solving it.

Both object and agent paradigms address change and complexity but to different
levels. We are not proposing the disposal of the widely used distributed object
foundation. Instead, agent technology can be built on top of the distributed object
infrastructure to provide a natural merging of object orientation and knowledge-based
technologies [13]. Agents’ ability to provide reasoning capability within the primitive
application component logic facilitates direct mapping and encapsulation of business
rules within the organization.

The motivations behind the agent solution could be summarized by the following
points adapted from [15]:
1. The need for a higher-level design approach, which is capable of mapping

effectively to real world problem solving capabilities as opposed to approaches
where the actual problem description might need to be conceptually modified to
accommodate the limited capabilities of the approach.

2. The domain involves an inherent distribution of data, problem solving capabilities,
and responsibilities.

3. The need to maintain the autonomy of organizational business units and sub-
components.

4. The need for accommodating complex interactions, such as negotiation,
coordination, cooperation, and information sharing. This calls for more
sophisticated social skills provided by agents.

5. The fact that a detailed solution to a problem cannot be designed from start to
finish, as the business environment is highly unpredictable and a rigid one-time
design does not accommodate such changes. Instead, a general workflow definition
of business processes could be implemented, while autonomous, adaptive
components deal with specific business transactions and their internal problems.
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6 Advantages of the BDI Agent Approach

In addition to the advantages of using the agent paradigm mentioned in the previous
section, there are BDI Agent-specific features that are central to our argument. We
will show that each element of the BDI model offers an advantage in the scope of
capturing significant aspects of virtual enterprises.

Beliefs: Going back to the object-oriented model, there is an overall agreement
concerning the benefits of the encapsulation of information within enterprise objects.
This advantage is still realized by the BDI Agent model through the agent’s beliefs
(its current knowledge about itself, its environment, and other agents). Furthermore,
the BDI architecture offers a higher level of abstraction by explicitly allowing beliefs
to have a direct impact upon the agent’s behaviour. This allows for the agent’s
behaviour to be dynamically modified as its knowledge about the domain changes.
For example, one of the enterprise concepts that do not naturally fit into a
computational object model is the specification of policies that govern the behaviour
of enterprise objects [14]. An agent’s set of beliefs, on the other hand, could include
specifications of these policies, as well as having the ability to accommodate changes
in such policies as part of its nature.

Desires: There is a rising need for capturing the goal directed behaviour in enterprise
business units. For example, if the coordinating process in an enterprise were based
on precise specifications of sub-process activities, sub-processes would not be
allowed to dynamically change their activities, as this will cause coordination failure.
Capture of intentional information concerning higher level business objectives of
processes and the mapping of specific activities to those objectives allows
dynamically changing systems to maintain coordination across a useful range of
situations [16]. This way, activities and strategies that constitute the business unit task
are allowed to autonomously evolve as required by changes in their local domain.

Intentions: Intentions reflect the reasoning ability which an agent pursues before it
takes decisions about its actions (i.e. about what plan to commit next). The ability to
choose from different possible plans maps well to a business unit’s different strategies
for achieving its task. If one plan fails, another could be tried until no other plans are
available. This way, no error reporting to the higher-level coordination process or
service requestor is required until all possible strategies are consumed without
success.

7 Agile Enterprise Design

In the previous sections, we showed that the BDI agent architecture has interesting
capabilities of modelling the behaviour of business units. In this section, we will take
a further step into showing how the BDI agent paradigm may provide powerful
facilitation of highly adaptable (agile) enterprise design. We will use a set of agile
enterprise system design principles in order to show how the BDI agent paradigm
could support such an enterprise through attributes central to its description.

An agile enterprise is one that is broadly change-proficient [17]. In other words, an
agile enterprise manages and applies knowledge in order to accommodate and cause
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change to its own advantage. Regardless of the strategies chosen, effective
implementations of such an enterprise employ a common set of principles that
promote proficiency at change. Designing agile systems, be they entire enterprises or
any of their critical elements like business practices, operating procedures, supply-
chain strategies, and production processes, require designing a sustainable proficiency
at change into the very nature of the system [18].

R. Dove [18] identified ten key design principles which are responsible for the high
adaptability in a number of industrial applications. These principles have emerged
from observations of both natural and man-made systems. Table 1 shows these
principles and the corresponding BDI agent architecture features which facilitate the
design and application of each principle.

Table 1. Correspondence between the BDI agent model and agile enterprise design principles

Design Principles Corresponding BDI Agent Model Features

Self Contained Units:
System of separable self-
sufficient units not
intimately integrated.
Internal workings not
important externally.

An agent is an autonomous, self-sufficient unit capable of
performing a task proactively and independently. It can
interact with other agents without central control. An agent
encapsulates capability implementations resulting in service
abstraction.

Plug Compatibility:
System units share
common interaction and
interface standards, and are
easily inserted or removed.

Agents use an interaction protocol implemented using an
agent communication language (ACL) such as KQML to
enforce message syntax. Message semantics could be
realized by ad-hoc or industry standards such as EDIFACT.

Facilitated Re-use: Unit
inventory management,
modification tools, and
designated maintenance
responsibilities.

Agents are modular, and belong to classes from which any
number of agents could be instantiated. Modification could
be done by either changing the agent’s state (beliefs) or by
replacing the agent by another with more sophisticated
model to support extra or more efficient functionality.

Non-Hierarchical
Interaction: Non-
hierarchical direct
negotiation,
communication, and
interfacing among system
units.

Agents interact with each other without centralized control
through direct messaging and negotiation. Bidding for
internal jobs could be done among groups of agents,
providing granularity of interactions. Because BDI agents
introduce the notion of planning, sophisticated negotiation
and collaboration techniques could be incorporated within
the business unit itself.

Deferred Commitment:
Relationships are transient
when possible; fixed
binding is postponed until
immediately necessary.

Individual business unit agents are assigned job fulfilment
in real time rather than pre-specifying a complete detailed
workflow of system processes. This could be done through
interaction with other agents as imposed by the situation.
Since there is no heavily centralized control, new agents can
be easily added to the system to facilitate unsupported
functionalities, allowing the system to grow dynamically.
Another level of deferred commitment is present in the fact
that agents perform online planning according to situations.
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Distributed Control and
Information: Units
respond to objectives;
decisions made at point of
knowledge; data retained
locally but accessible
globally.

Each agent has a private representation of its own objectives
(desires), which are directed towards the overall system
performance. This enables agents to decide, locally and in
real time, what to do next. Information distribution
advantages are similar to those proposed by object models
(encapsulation), but the beliefs notion of BDI agents allows
for more flexible knowledge representation (for example,
allowing for true and false beliefs to be included).

Self-Organizing
Relationships: Dynamic
unit alliances and
scheduling; open bidding;
and other self-adapting
behaviours.

Since a BDI agent has its own cognitive model,
modifications in its beliefs can cause change in behaviour.
Plan generation, and hence decision-making, are dependant
on the agents own dynamic model of the environment.
Automated coalition formation [19] allows both static and
dynamic formation of BDI teams. Coalition formation could
be done in many different ways to enable the achievement
of mutual goals or the exchange of benefits.

Flexible Capacity:
Unrestricted unit
populations that allow large
increases and decreases in
total unit population.

An instantiation of any number of agents is possible as
needed. Agents could be added to perform new business
functionalities or represent business units. Agents could
reside on different machines or be mobile in order to
achieve scalability.

Unit Redundancy:
Duplicate unit types or
capabilities to provide
capacity fluctuation options
and fault tolerance.

Agent systems allow easy recovery. If after consuming all
possible strategies, an agent fails to achieve its task, it could
report this to another agent which is capable of dealing with
such situation by either finding another way of performing
the task or choosing an alternative task.

Evolving Standards:
Evolving, open system
framework, capable of
accommodating legacy,
common, and completely
new units.

Agents could be designed so that they interact with legacy
systems by using technologies such as those used to
integrate object systems (eg. CORBA). Moreover, it is
possible to upgrade an agent to a version with more
functionality, enabling the system to evolve.

8 Conclusions and Further Research

Automating the virtual enterprise is the next step beyond today’s e-commerce. The
most effective way of designing and implementing the virtual enterprise is that which
offers capabilities for direct mapping to the behavioural nature of various business
units. This is not currently fulfilled by existing paradigms, such as the object-oriented
paradigm, which impose a need for mutating the problem in order to fit into the
limited design capabilities the paradigm offers. Software agents can offer a significant
advantage to the design and implementation of flexible, adaptive, and scalable virtual
enterprises. Furthermore, Belief Desire Intention agent architectures can naturally
accommodate a rich representation of various business units’ knowledge, goals, and
strategic plans. They can facilitate a highly adaptive (agile) enterprise design through
attributes that are central to this particular agent architecture.
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This paper is a step towards incorporating agent technologies into electronic
commerce and virtual enterprises. There is a need for further investigation of agents’
capability to offer additional features from the functional point of view, such as
negotiation and dynamic planning capabilities. Among different proposed planning,
negotiation and collaboration models, effective choices must be made which
effectively model real world business practices. More work also needs to be done
towards methodologies for the design and analysis of agent systems.

Acknowledgement. Special thanks to David Kinny for his valuable contributions
made in various discussions surrounding software agents and to referees for their
comments.
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Abstract. In the current highly competitive era of e-commerce, many firms are
focusing their attention on forging and nurturing customer relationships. Businesses
not only need to discover and capitalize actionable marketing intelligence but they
also need to manipulate this valuable information to improve their relationship with
their customer base. In this paper we describe an agent architecture paired with web
mining techniques that provides personalized web sessions to nurture customer
relationship by:

� Merging information from heterogeneous sources.
� Dealing with change in a dynamic environment.
� Handling decisions that need to be made with information that is

incomplete and/or uncertain.
Our agents are based on the BDI1 framework implemented using JACK2. and Java
Server Pages. We envisage that our intelligent software agents inhabit a market space
where they work for the benefit of businesses engaged in customer-to-business and
business-to-business electronic commerce. The key contribution and focus of this
paper is the development of an agent framework that ensures successful customer
relationship management.

Keywords: Personalized web sessions, Customer Relationship Management, BDI
Agent, Web Mining, Server logs

1 Introduction

In the current increasingly efficient business environment, customers have instant
access to information and a wider array of product choice, a situation leading to
intensive comparison shopping [6]. E-commerce facilitates conditions for perfect
competition and forces a knowledge shift from retailers to customers [23]. This
massive power shift occurs as customers gain advantage through rapid access to
quality information [6,17]. Since sustaining competitive advantage in this highly
competitive era of e-commerce is an uphill task, many firms are focusing their
attention on forging and nurturing relationships with their customers via intelligent
systems. In a survey done by Ernst and Young it was found that the spending for
customer relationship management (CRM) has increased by 33 per cent whilst overall
technology spending remained at 8 per cent. The most effective retailers have always

                                                
1 Based on practical reasoning adopted method by human. BDI agents are characterized by a

mental state with three components: beliefs, desires, and intentions.
2 JACK Intelligent Agent is a third-generation agent framework, designed as a set of

lightweight component with high performance and strong data typing.
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been those who achieved a deep understanding of their customers and were in a
position to fulfill and anticipate their needs [6]. Nevertheless, many e-commerce
businesses have made attempts to increase the scale and efficiency of their CRM by
employing mass customization techniques but failed due to the shallowness of
strategy and technology employed.

With the development of smart websites retailers are now able to track
customer-browsing activity down to a mouse click and learn their customer access
patterns by using server logs. Realistically, it is impossible to know exactly what a
visitor’s intentions are. But the very fact that he chooses to view certain pages
portrays his interest in the attributes that the particular page carries. Designing an
ideal website is difficult. First, different visitors carry different intention and are
attracted to the different elements at the website. Second, different visitors perceive
the same site differently and may use it differently against the designer’s expectations.
Third, the same visitor may log in to the same site with a changed flavor with new
intentions.

The challenge lies in the identification of relevant information that is actually
needed at that time, for the customer and to be put forth in the most appealing and
informative form [29]. This highlights the need for modeling and categorization of
Web objects (pages and etc.) and user, matching objects and/or subjects (across and
between), and finally, the determination of a set of actions to be recommended for
personalization [16]. Many AI solutions have come about in response to this
challenge. All too often these approaches are based on human interaction-input (user
profile) such as Firefly [25]. These static inputs feed the system to produce the same
non-dynamic personalized presentation, as the profile ages. We believe that by agent
technology based on the BDI model paired with web mining techniques will yield
more favorable results.

A number of approaches have been developed which focus on automatic
personalization based on user-web site interaction. For instance Schechter et al [24]
came up with the technique using user path profiles to predict further web usage,
which can be used for network and proxy caching. Other researchers, Perkowitz and
Etzioni [20] suggested the idea of optimizing on the Web site based co-occurrence
page patterns. Clustering of user sessions to predict future user behavior were used by
Shahabi et al [26] and Nasraoui et al [18]. Mobasher, Cooley and Srivastava [16]
provided several techniques in which the user preferences are automatically learned
from the web usage data to keep a constant rejuvenated user profile. Similarly,
Spiliopoulou et al [28], Cooley et al [4], and Buchner and Mulvenna [3] have applied
data mining techniques to extract usage pattern from web server logs. Perkowitz and
Etzioni [21] again, proposed a cluster based mining algorithm together with data
mining algorithm to analyze log servers in attempt to synthesize the index page.

In this paper we describe an approach to personalize web sessions, which takes
into account the full spectrum of agent programming based on the BDI architecture
using JACK, Java Server Pages (JSP) paired with web mining techniques. Our
approach is described by the architecture shown in Fig. 1, which heavily relies on
agent technology, thus bringing the personalization process not only automatic but
dynamic too.



160         S. Sinnappan, M.-A. Williams, and S. Muthaly

Fig. 1. System’s Architecture

2 Agent Technology: BDI Agents

Researchers involved in agent technology have offered a variety of definitions, each
carrying their own meanings of the word "agent."

According to Wooldridge and Jennings [Wooldridge and Jennings 95, page 2]
agent is "... a hardware or (more usually) software-based computer system that
enjoys the following properties:

� autonomy: agents operate without the direct intervention of humans or
others, and have some kind of control over their actions and internal state;

� social ability: agents interact with other agents (and possibly humans) via
some kind of agent-communication language;

� reactivity: agents perceive their environment, (which may be the physical
world, a user via a graphical user interface, a collection of other agents, the
INTERNET, or perhaps all of these combined), and respond in a timely
fashion to changes that occur in it;

� pro-activeness: agents do not simply act in response to their environment,
they are able to exhibit goal-directed behavior by taking the initiative."

Traditional software systems are often unable to model rational behavior and
experience a great deal of limitation in a real time environment, which encompasses
incomplete information and rapid change. It thrives on the need for applications to
exhibit rational, human like behavior in their respective problem domains. These
properties give agents the edge to play a pivotal role in the information and process
rich environment of e-commerce, which creates the need for agent based
programming as the solution for current and future business needs [10]. The agent-
oriented approach shares the same nature as object-oriented approach, except that
agent are autonomous, this allows program development to be enhanced with the
embedding of the desired action in modular units, operating individually thus giving

Personal Agent

User server logs

History Agent

Info Agent

Web page Customer
Main enterprise

database
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more flexibility with better performance. Although still in the phase of development,
agent-oriented programming has already established much faith and shown promise in
a variety of real-time applications such as air traffic management, air simulation,
precision automation and distributed business systems, and e-commerce.

One agent-oriented framework, the BDI model, is widely recognized in
philosophical and AI literature [1, 2, 9], and is regarded to be the best studied model
of practical reasoning to the Agent Theories Architecture and Languages (ATAL)
community [10]. BDI agents are characterized by three components: beliefs, desires,
and intentions. The beliefs of an agent are its model of the domain, its desires provide
some sort of ordering between states, and its intentions are the things it has decided to
do. An agent’s practical reasoning involves constant updating of beliefs obtained from
its the environment, deciding what options are available, filtering these options to
justify and determine new intentions, and acting on the basis of these intentions. A
BDI agent gradually refines its intentions to primitive actions that can be executed as
shown in Fig. 2 below [22].

Fig. 2.  BDI agent framework
Source : Jokelainen, 1998

The BDI architecture is increasingly being seen as an appropriate model to built
intelligent autonomous agents. However researchers often focus on the specification
or characterization of these rational agents and their behaviors are confined to specific
environments [22]. And “it seems unlikely that there will be a single BDI logic that
will be suitable for all applications” [Jokelainen 98, page 8]. Several programming
languages have been developed based on this famous BDI framework. After an
extensive evaluation we selected JACK, which provides BDI extensions to Java and
this, would definitely comply with JSP.
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3 JACK Agent : An Implementation

JACK is a third-generation agent programming language, designed as a set of light-
weight components with high performance and strong data typing. JACK is actually
made up by three components i.e., namely i) JACK Agent Language which is the
actual programming language used to describe an agent-oriented software system.
The JACK Agent Language is a super-set of Java – built from Java syntax while
extending it with constructs to represent agent-oriented features. ii) JACK Agent
Compiler pre-processes JACK Agent Language source files and converts them into
Java codes. These codes can then be compiled into Java virtual machine code to run
on the target system. iii) Finally the JACK Agent Kernel which is the runtime engine
for programs written in the JACK Agent Language. It provides a set of classes that
give JACK Agent Language programs their agent-oriented functionality. Most of
these classes run behind the scenes and implement the underlying infrastructure and
functionality that agents require, while others are used explicitly in JACK Agent
Language programs.

The agents developed using JACK are intelligent agents, i.e., they model
reasoning behavior according to the theoretical BDI model. Adopting the BDI model,
JACK intelligent agents are autonomous software components that have explicit goals
to achieve or events to handle (desires). In other words, agents are proactive and
reactive, and both behaviors are enacted through plans. Each plan describes how to
achieve a goal under varying circumstances. A JACK agent remains idle until it is
given a goal to pursue, or until it is has to respond to an event. When triggered, the
agent pursues its given goals (desires), adopting the appropriate plans (intentions)
according to its current set of data (beliefs) about the state of the world. This
combination of desires and beliefs initiating context-sensitive intended behavior is
part of what characterizes a BDI agent.

As mentioned, below are the ways of how JACK extends Java to support agent-
oriented programming;

 i. It defines new base classes, interfaces and methods.
 ii. It provides extensions to the Java syntax to support new agent-oriented

classes, definitions and statements, and
 iii. It provides semantic extensions (runtime differences) to support the

execution model required by an agent-oriented software system.
All the language extensions are implemented as Java plug-ins. This makes JACK as
extensible and flexible as possible [13].

JACK BDI agents can assemble a plan set for a given event, apply sophisticated
heuristics for plan choice and act intelligently on plan failure. At least one of the
following characteristics applies to each type of BDI event in default:

 i. meta-level reasoning - a technique for writing plans about how to select
plans. This can help in refining plan selection to allow for selection of
the most appropriate plan in a given situation; If the meta-level
reasoning plan fails and does not select a plan for execution, then the
default plan selection method is invoked.

 ii. reconsidering alternative plans on plan failure - if a course of action
(plan) fails, this technique allows an agent system to consider other
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courses of action to achieve the goal that has been set; and it is this
property that allows agents to avoid many of the pitfalls of more
primitive reasoning models. Rather than having "one try" at achieving a
goal, JACK agent can try a number of approaches to solve the problem
by attempting any number of applicable plans.

 iii. re-calculating the applicable plan set - it is possible when acting on plan
failure to assemble a new plan set which excludes any failed plans by
keeping track of the initially applicable instances.

Further, JACK allows the customization of the BDI behavior control by setting the
behavior attributes that determines what happens with respect to plan reconsideration,
plan set recalculation and meta-level reasoning. Also, embedded in JACK is a
construct called capability, which is a technique to simplify agent system design,
allows code reuse and encapsulation of agent functionality. Capabilities represent
functional aspects of an agent that can be plugged in as when required. This capability
as component approach allows an agent system architect to build up a library of
capabilities over time. These components can then be used to add selected
functionality to an agent. Additionally, as in object-oriented programming,
capabilities can be structured so that a number of sub-capabilities can be combined to
provide complex functionality in a parent capability. This capability can in turn be
added to JACK agent to give it the desired functionality.

Fig. 3.  Structure of a JACK agent showing event, plan, database and capability.

Figure 3 above describes the structure of a basic JACK agent. As shown, a
JACK agent can handle a given set of events, in which each event is associated to one
or more plans, at some instance accessing database. Capabilities are used to package
together either events, plans or databases, or all if necessary to achieve a given goal.
Capabilities are seen as a convenient way to share a common behavior between agents
and it can also contain some sub-capabilities, which allow a tight control of the
granularity of the shared behavior.
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4 Multiagent Environment

Interaction is one of the most important features of an agent [19]. In other words,
agents recurrently interact to share information and to perform tasks to achieve their
goals. JACK provides the infrastructure for agent communication with its default
communication protocol UDP/IP (user datagram protocol / internet protocol). JACK
network communication, i.e., dci network allows communication among agents
running from different processors. This system increases the flexibility and allows
external communication. Since, any other than the default communication protocol
could be used, we chose Knowledge Query and Manipulation Language (KQML) for
the following reasons [8]:

 i. KQML messages are opaque to the content they carry. KQML messages
do not merely communicate sentences in some language, but rather
communicate an attitude about the content (assertion, request, query).

 ii. The language’s primitive, called performatives. As the term suggests, the
concept is related to speech act theory. Performatives define the
permissible actions (operation) that agents may attempt in communicating
with each other.

 iii. An environment of KQML speaking agents can be enriched by facilitators
i.e., special agent to facilitate with the functions (registration of database,
communication services, etc.) of the other agents.

The performatives used in our proposed system are: tell, untell, ask, advertise,
register, unregister, reply, achieve, standby, forward, and broadcast. JACK agents must
meet the following basic requirements before any inter-agent communication can take
place: i) the agents must know one another’s name, ii) the sender (source agent) needs
to able to send a message event, and iii) the receiver must be able to handle this
message event.

5 System’s Architecture

In our system each customer is assigned to a JACK agent. The agent determines the
information to be presented at any given time, and should a customer return then the
same agent that served them at a previous visit could be assigned to them. Our agents
are particularly suited to personalizing the presentation of information based on
customer preference and access behavior. As depicted in the Fig. 1 three autonomous
agents handle the online task. The Personal agent is basically responsible for
presenting the personalized information to the customer via the web page. The
History agent communicates the pattern of web usage (extracted and analyzed from
the server logs after every user session) to the Info agent to be stored. Here only the
Info agent has direct access to the main enterprise database.

The actual process of Web personalization in our system can be divided into
two parts, namely (i) on-line data transferring and processing, and (ii) off-line data
management. As shown in this system is made up of three types of autonomous agents
i.e., History agent, Info agent and Personal agent supported by the main enterprise
database and the server logs. The off-line component of our system bears the task of
data preparation and organizing, including database filtering, cleaning and updating,
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uploading of new information ready to be published, and removal of redundant
information. Web mining makes up the other part of the offline component. Data
collected from the server log is coupled to form as web log data hypercubes [3] as
shown in Fig. 4, which is later analyzed using OLAP techniques. The derived
information (marketing intelligence) is later used to form marketing decisions such as
segmentation, target marketing and product differentiation - customization of product.

Fig. 4. Three dimensional Web log data hypercube used for Segmentation and Target Mar-
keting. Source: Adapted from Buchner, and Mulvenna, 1998.

Many marketers fail to gain repeated customer visits because they fail to
identify customer desires and intentions. Such information is essential to increase sales
[30, 11, 15] and will play a pivotal role in understanding consumer on-line shopping
behavior. To make things more difficult customer needs and preferences change over
which calls for constant monitoring and updating marketing intelligence.

Customization of web objects and content is accomplished using JSP linked to
Jack BDI agents. Apart from monitoring and storing customer selection from the web
page, Jack agent matches the previous access and the marketing decisions before
displaying the information using JSP. Different customers may receive the same
information in different style of presentation, which is, deduced from their on-line
behavior. The main advantage of using JSP is in tracking online access behavior using
beans3. Jack agents can be placed as beans in the scope attribute to track customer
movement in the web page as shown below. In the example below the Jack agent
(Bean) is ‘alive’ – active (continuously monitoring) throughout the lifespan of the
system no matter how many times the particular user logs in and out.

Our agent framework uses the following techniques to handle merging, change,
incompleteness and uncertainty that have all been implemented in Java and will be
embedded into the agents using the JACK Intelligent Agent infrastructure;

                                                
3 Called also as Java Beans. It is a set of reusable java codes ready to be embedded into other

Java applications.
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 i. Theory extraction is used for fusing information from multiple sources
[33],

 ii. Belief revision is used to model change in a dynamic environment and to
support decision making in the face of incomplete information [31,32] and

 iii. Possibilistic reasoning is used to handle uncertain information [5].
The marketspace is becoming more complex and more competitive in every

industry sector. Change, incompleteness and uncertainty are prominent elements of
that marketspace. Software agents must be able to cope with change effectively
because change is an omnipresent feature of the current market space.

6 The Agents

6.1 The Personal Agent

Each customer is assigned a personal agent instantiation. This agent is solely
responsible for personalizing information for each customer based on his access
pattern. To be effective this agent must deal appropriately with incomplete
information. It can make requests for additional information (such as its beliefs) from
the Info agent, and it can closely monitor the user to capture the browsing activity. The
Personal agent carries the burden of performing the personalization process, hence
given the priority in plan execution. The more frequent a customer uses the site the
more personalized the information presentation becomes. When the generated plan
fails the Personal agent will execute the default plan i.e., to allow the customer to
access the default page. Using JACK’s and it records the failed and discards the plan
when recalculating plans again.

6.2 The History Agent

This agent is responsible for performing data mining on the information stored earlier
from the Personal agent and from the server logs. Once the analysis is done the
information is passed to the Info agent. The goal of this agent is to identify patterns
amongst customer usage sessions and to update the Info agent regarding these patterns.
Once a customer’s logs are received  (from the Personal agent), referring to the
customer’s identification, History agent requests the previous pattern from the Info
agent and re-organizes the access pattern.

6.3 The Info Agent

This is the agent that has access to the main enterprise database – the main database.
The immediate goal of this agent includes providing cached information (frequently
requested by Personal agent). The Info agent does most of the off-line task of the
system and will frequently be fed information about the website by the human
administrators. This agent often carries out requests for the History agent, and actively
communicates with the Personal agent in an attempt to satisfy and provide enough
assistance to personalize a web session.
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7 Conclusion

In summary we have proposed an intelligent agent architecture, which will support
the decision-making requirements of e-commerce applications, which have
continuously evolving needs. In particular, the key contribution of this paper is the
development of an intelligent agent framework that provides the infrastructure to
nurture customer relationships. This is achieved by providing personalized web
sessions and by handling decision making in an uncertain dynamic environment
where information from heterogeneous sources may need to be integrated with the
support of sophisticated intelligent processing.

In this paper we described an agent-oriented architecture based on the BDI,
which is based on practical reasoning portraying human mental state of Beliefs,
Desires and Intentions. Our architecture is under construction using JACK that is an
agent-oriented development environment. It supports the BDI framework and is built
on top of the Java development environment. It not only provides the entire
necessary agent infrastructure for our architecture, but it also allows us to use
previously developed Java modules such as [33] in an agent environment.

The main advantage of using an agent-based approach is that the agents interact
autonomously and power is devolved to the agents, i.e. there is no need for a super-
agent to oversee the communication and interaction. This leads to better performance
and a more personalized web browsing session. This research will be extended to
build a dynamic database containing each customer profile, which could be updated
after each user session. This customer database will be a valuable aid to marketing
decisions and help to support the firm’s wider success.
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Abstract. With the rapid growth of electronic commerce on the In-
ternet, it becomes increasingly important to have effective, secure, and
low-cost methods of handling the monetary aspect of the on-line trans-
actions. Recently, a number of electronic payment services have been
introduced to the Web. An agent-based approach for electronic payment
services is appealing since payment agents can proactively monitor the
latest market information and autonomously select the best settlement
option on behalf of their customers. However, because of the intrinsi-
cally dynamic nature of the Internet, these payment agents are faced
with the challenges of making good decisions based on uncertain and
incomplete market information. Possibilistic logic provides an expressive
language to capture these uncertainties, and a robust and powerful rea-
soning method to make sound decisions by considering the uncertainties
related to the activities in payment settlements. In addition, possibilis-
tic deduction can be used to explain and justify an agent’s decisions.
Enhanced explanatory capability promotes users’ trust and satisfaction,
and this is essential in agent-mediated electronic commerce. This pa-
per proposes an agent-based electronic payment service. In particular,
how possibilistic logic can be applied to the development of intelligent
payment agents is discussed.

1 Introduction

The exponential growth of the Internet has rapidly changed the way businesses
are performed, and the way consumers do their shopping [12,15,16,17]. Recently,
a number of electronic payment services have emerged on the World Wide Web
(Web) [18]. No doubt, electronic payment services will grow very rapidly and
several large online organizations like Yahoo, AOL have already joined in the
race. There are several advantages for the consumers to make use of electronic
payment services on the Web. Firstly, these payment services autonomously and
accurately process the incoming bills on behalf of the consumers. Therefore,

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 170–182, 2001.
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consumers do not need to worry about keeping track of their bills and paying
penalties for late payments. Secondly, there could be financial advantage of using
electronic payment services. For example, the total transaction cost may be
reduced by having a single bulk payment from the payment service rather than
having several individual micro payments settled between a consumer and their
biller. Security is also an important issue for electronic commerce. Payment
service providers take care of all the security issues with other payment service
providers, or the ultimate financial institutes where bill settlements take place.
Therefore, a consumer’s risk of conducting on-line shopping is reduced to a
minimum. In fact, similar advantages are also brought to the virtual stores or
utility companies. For example, they do not need to spend lots of money to set
up their own payment services on the Web. Moreover, they are guaranteed that
payments will be received once the services or goods are delivered to their clients.

The market of Internet-based electronic payment services is highly competi-
tive, and there are new payment services brought to the Web everyday. In order
to make profit and survive under such a keen competition, the payment ser-
vice providers must be able to select the best settlement options (e.g. cheap,
secured, and reliable settlement services) according to the latest market infor-
mation such as the transaction costs and the service qualities of the external
payment/settlement service providers. An agent-based electronic payment ser-
vice is appealing because payment agents, which are a kind of business agents,
can proactively monitor the latest market information on the Internet. Moreover,
they can autonomously keep track of bill payments on behalf of each registered
client and make sensible decisions regarding optimum settlement options avail-
able in a payment cycle. Business agents can also learn the consumers’ shopping
requirements and recommend appropriate products for purchasing [14,16]. Nev-
ertheless, one difficulty that payment agents need to deal with is that market
information (e.g. prices and service qualities of settlement services) available on
the Internet is highly volatile. For instance, even though a settlement service was
up and running few hours’ ago, it may be out of service at the current payment
processing cycle. Its transaction cost may vary quite frequently. This trend has
already been revealed in nowadays telecommunication market. If a settlement
services is just introduced to the Web, it is difficult to obtain information about
its service characteristic (e.g. reliability) at all.

Therefore, payment agents are faced with the challenge of making good settle-
ment decisions based on uncertain and incomplete information. Though sophis-
ticated quantitative methods have been develop to model the decision making
processes [6,11], there are weaknesses of these methods. For example, those ax-
ioms underlying a particular decision theory may not be valid under all decision
making situations [6]. Bayesian network has been widely used for uncertainty
analysis. However, it is difficult to obtain all the conditional probabilities re-
quired in a large network model. Even if assumptions of independency between
events simplify the calculations, it may not reflect the realities of a problem do-
main. In the context of agent mediated electronic commerce, it is desirable for
business agents to explain and justify their decisions so that consumer trust and
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satisfaction can be obtained [8,9]. It is not easy to explain an agent’s decisions
purely based on a quantitative model where the relationships between various
decision factors are buried by numerous conditional probabilities or weight vec-
tors.

This paper reports a preliminary study of applying possibilistic logic to pay-
ment agents so that uncertain and incomplete market information can explicitly
be represented and reasoned about during agents’ decision making. Moreover,
under such an integrated framework of quantitative and symbolic approaches,
the explanatory power of payment agents can also be enhanced because the
relationships between a decision and its justifications can be represented by
more comprehensible causal rules. Enhanced explanatory capabilities of payment
agents will subsequently lead to improved consumer trust, and the deployment
of these agents to Web-based electronic commerce. Section 2 gives an overview
of agent-based electronic payment service. Preliminaries of possibilistic logic are
provided in Section 3. The formulation of a payment agent’s decision rules, and
the representation of uncertain market information are discussed in Section 4.
Section 5 illustrates how possibilistic reasoning can be applied to the payment
agents for making settlement decisions. Finally, future work is proposed, and a
conclusion summarising our findings is given.

2 System Overview of ABPS

An overview of the proposed Agent-based Bill Payment Service (ABPS) is de-
picted in Figure 1. The Web site housing this system is certified digitally so that
all the related parties can verify its identification. Moreover, encrypted trans-
missions are used to exchange information with external agents (e.g. customers,
billers, banks, external payment services, etc.).

A consumer must first register with ABPS by providing their personal in-
formation such as their digital certification and bank details. After acquiring
utility services (e.g. electricity) or conducting on-line shopping (i.e. step 1 in
figure 1), registered customers or their agents will authorise ABPS to pay the
related parties (i.e. step 2). The payment agent of ABPS can then handshake
with the retailers or their agents to obtain settlement instructions (i.e. step 3). It
is assumed that extensible markup language (XML) [7] is used to facilitate the
exchange of such information. Finally, the payment agent settle the bills via ap-
propriate financial institutes (e.g. banks) or external payment services (i.e. step
4). Communications with these external agents can be conducted via dedicated
lines, Internet connection with Secure Sockets Layer (SSL) or Secure Electronic
Transaction (SET). These external financial institutes or their agents may pass
the payments through the settlement chain until the payments can finally reach
the bankers of the retailers or the utility companies. For the discussion in this
paper, these external financial institutes or payment services are collectedly re-
ferred to as settlement services or settlement agents. The focus of this paper
is step 4 from which the payment agent select the optimum settlement options
according to the service characteristics of pertaining settlement services dur-
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Fig. 1. An Overview of Agent-based Bill Payment Service

ing a payment processing cycle. Because of the dynamic nature of the Internet,
service characteristics of these settlement services are uncertain or incomplete.
Therefore, a formalism that allows explicit representation of uncertainties and
sound reasoning about these uncertainties is required for the development of the
payment agents.

Since all the billing and payment records are stored in ABPS, a registered
customer can review their billing and payment histories. Moreover, they can spec-
ify regular payment requirements (e.g. direct debits) and set maximum payment
limit. In each payment processing cycle, the payment agent will scan through the
billing database and extract billing items which are going to be due. Billing items
are then grouped into bulk payments according to the settlement instructions
pertaining to the payments. Then, the payment agent needs to decide which set-
tlement service is the best (e.g. being able to meet the payment deadline, cheap
and secured) to settle each bulk payment because there could be more than one
settlement options available during a payment processing cycle.

3 Preliminaries of Possibilistic Logic

This paper refers to necessity-valued possibilistic logic [1,3]. Let L be a classi-
cal first-order language and Ω be the set of classical interpretations for L. A
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possibilistic formula is of the form (α,m), where α ∈ L is a closed formula and
m ∈ (0, 1] is a positive number. The intuitively meaning of the formula (α,m)
is that the truth of α is certain at least to the degree m (i.e. N(α) ≥ m, where
N is the necessity measure of α). The semantics of a set of classical formulae
∆ is defined by a subset M(∆) ⊂ Ω that satisfies all formulae in ∆. Each in-
terpretation ω ∈ M(∆) is called a model. For a set of possibilistic formulae
F = {(αi,mi), i = 1, . . . , n}, a possibility distribution π over Ω that charac-
terises the fuzzy set of models M(F ) is introduced. In other words, F induces a
preference ordering over Ω via π. The necessity measure N induced by π is then
defined as [1]:

∀α ∈ L, N(α) = inf{1 − π(ω), ω |= ¬α}
In other words, the necessity measure (i.e. the lower bound certainty) of a

formula α equals to the complement of the highest possibility attached to an
interpretation ω where ¬α is classically satisfied. A possibility distribution π
on Ω is said to satisfy the necessity-valued formula (α,m) (i.e. π |= (α,m)), iff
N(α) ≥ m. π |= F , iff ∀i = 1, . . . , n, π |= (αi,mi). If ∀π, π |= (α,m), (α,m) is
said to be valid and is denoted |= (α,m). A possibilistic formula Φ is a logical
consequence of a set of possibilistic formulae F (i.e. F |= Φ), iff ∀π, π |= F
implying π |= Φ. The consistency of F (i.e. Cons(F )) is a measure of the degree
that there is at least one completely possible interpretation for F and is defined
by Cons(F ) = supω∈ΩπF (ω). Then, the inconsistency degree of F is defined by:
Incons(F ) = 1 − Cons(F ) = 1 − supω∈ΩπF (ω).

The deduction problem in possibilisticlogic is taken as finding the best valu-
ation m (i.e. V al(β, F )) such that F |= (β,m). Based on the classical resolution,
a sound and complete proof method has been developed [1,4] as follows:

1. A possibilistic knowledge base F = {(αi,mi), i = 1, . . . , n} is converted to
possibilistic clausal form (i.e. conjunctive normal form) C =

∧
i,j{(ci,j ,mi)}

where ci,j is a universally quantified classical first-order clause.
2. The negation of a first-order formula β, which is to be deduced from F , is

also converted to clausal form c1, . . . , cn.
3. Let C

′
= C ∪ {(c1, 1), . . . , (cn, 1)}.

4. Search for the empty clause (⊥, m̄) by applying the possibilistic resolution
rule:

(c1,m1), (c2,m2) � (R(c1, c2),min(m1,m2)) (1)

from C
′
repeatedly until the maximal m̄ is found.R(c1, c2) is the classical

resolvent of c1 and c2.
5. Let V al(β, F ) = m̄.

In addition,it has been shown that the inconsistency degree Incons(F ) of
any possibilistic knowledge base F is the least certain formula min{m1, . . . ,mn}
involved in the strongest contradiction (i.e. (⊥, m̄)). Based on these propositions,
nontrivial possibilistic deduction (|�) is defined as [1]:

F |� (β,m) iff F |= (β,m) and m > Incons(F )
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The intuition behind nontrivial possibilistic deduction is that the proof of a
formula β is restricted to the subset F

′
of a partially inconsistent possibilistic

knowledge base F where the information is more or less certain. For example,
∀(αi,mi) ∈ F

′
: mi > Incons(F ). In other words, the certainties attached to

the formulae in F
′
must be strictly higher than the formula in F that causes

the inconsistency. Therefore, β is proved with the best knowledge (i.e. the most
certain piece of knowledge) from the knowledge base.

4 Knowledge Representation

It is believed that the first step towards decision making is to produce a quanti-
tative description of the problem domain [10] (e.g. identifying decision variables
and estimating uncertainties). This is also applied to a possibilistic framework of
knowledge representation and reasoning. For the examples discussed in this pa-
per, the decision variables are assumed to be: processing time, availability, risk,
and transaction cost. Processing time and availability are considered as hard con-
straints, whereas transaction cost and risk are treated as soft constraints [10].
For example, even though a particular settlement service is the most expen-
sive one, the payment agent may still consider it because of its ability to meet
the payment deadline. Table 1 is an example of four settlement services with
corresponding service characteristics.

Table 1. Characteristics of Settlement Services

Services Processing time Availability Risk Cost
A 2 hours Running Low 60 cents/tran.
B 2 hours Running Medium 60 cents/tran.
C 1 hour Running Low 90 cents/tran.
D 1 hour Likely Running High 30 cents/tran.

To transform the service characteristics depicted in Table 1 to possibilistic
formulae, the certainty value associated with each characteristic (i.e. service
value) pertaining to a settlement service is computed. For example, even though
a settlement service announces that its processing time for a transaction is 2
hours on average, there is uncertainty related to this quoted figure because of
the dynamic of the Internet (e.g. certain sites along the settlement chain are
down). Similarly, even though the payment agent can be “handshake” with a
settlement service (e.g. by using the “ping” command), the service may go down
when a transaction is finally routed there.

Table 2 depicts the possibilistic formulation of the service characteristics for
these settlement services. Under each service attribute (e.g. processing time),
the left hand column is the predicate formulae of corresponding service values,
and the right hand column is the associated certainty values. It is assumed
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that a history file is kept for each settlement service. If a settlement service is
brand new, default values and associated certainties could be applied. Based
on the history file, if a settlement service A announces an average processing
time of 2 hours, and nine out of ten times that a payment can be settled within
2 hours, the certainty attached to the predicate Proctime(A, 2) will be 0.9.
The predicate Proctime(x, y) means that the average processing time of the
settlement service x is y hour. Availability of a settlement service is modelled by
the predicateDown(x), which indicates if a service is down or not. If a settlement
service does not respond to the initial “handshake” command, the certainty of
Down(x) is assumed 1.0. In other words, a pessimistic estimation is used in
ABPS. However, even though the remote system responds, it is still possible that
it will be out of service when a transaction arrives. The certainty m of Down(x)
is then computed based on the history records (e.g. frequency of out of service
given that it responds at the “handshake” stage). It is assumed that routing
payments to external settlement services is risky in nature. The certainty of
the predicate Risk(x) is derived subjectively according to certain basic features
of the settlement service x. For example, it can be assessed based on whether
it is a certified site, transaction history, kinds of secured transmission protocols
supported (SSL/SET), etc.. If a settlement service A is originated from a certified
site and it supports highly secured transmission protocol, it is not as risky as
another agent D which is not certified at all. The cost factor is modelled as a
fuzzy predicate Expensive(x) of a settlement service x. Expensive is a relative
term for the evaluation of settlement services. There is not a definite value which
will be considered as expensive. Among a group of settlement services, the one
with the highest transaction cost will be considered as expensive with certainty
1.0, whereas the cheapest agent will be assigned a certainty of 0.0. The rest
of the settlement services can be evaluated according to a fuzzy membership
function [19] µ. For the discussion in this paper, it is assumed that µExpensive =

x−lowest
highest−lowest , where highest and lowest represent the highest and the lowest
transaction costs as quoted by the settlement services, and x is the transaction
cost of a particular settlement service.

Table 2. Reformulation of Service Characteristics

Services Processing Time Availability Risk Cost
A Proctime(A, 2) 0.9 Down(A) 0.2 Risky(A) 0.3 Expensive(A) 0.5
B Proctime(B, 2) 0.8 Down(B) 0.3 Risky(B) 0.4 Expensive(B) 0.5
C Proctime(C, 1) 0.8 Down(C) 0.3 Risky(C) 0.3 Expensive(C) 1.0
D Proctime(D, 1) 0.5 Down(D) 0.5 Risky(D) 0.7 Expensive(D) 0.0

The payment agent of ABPS will only select a settlement service x as a candi-
date Cand(x) for payment processing if it is likely to satisfy the hard constraint
such as processing time. The payment agent prefers settlement services which
are cheap and less risky. The following formulae represent the payment agent’s
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expectations of a good candidate service Cand(x) and a bad candidate service
¬Cand(x):

Proctime(x, y) ∧Reqtime(z) ∧ lq(y, z) → Cand(x), 1.0
Down(x) → ¬Cand(x), 1.0
Risky(x) → ¬Cand(x), 0.6
Expensive(x) → ¬Cand(x), 0.8
Expensive(x) → ¬Risky(x), 0.4
Reqtime(2), 1.0

The first formula means that if a settlement service x’s processing time is
y hour and it is less than or equal to (i.e. predicate lq(y, z)) the required pro-
cessing time z of the current processing cycle, it is a candidate service (i.e.
Cand(x)) with certainty 1.0; If a service x is unavailable (i.e. down(x)), it is not
a candidate service (i.e. ¬Cand(x)) with certainty 1.0; A risky service is not a
candidate service with certainty 0.6; An expensive settlement service is not a
candidate service with certainty 0.8; An expensive service implies that it is not
risky with certainty 0.4, a low confidence level. It is assumed that the deadline
of processing the bulk payments in the current processing cycle is 2 hours, and
so Reqtime(2), 1.0 is added to the payment agent’s knowledge base K.

5 Possibilistic Reasoning for Smart Payment Processing

The payment agent in ABPS employs possibilistic deduction to infer the best
settlement option(s) according to its preference (e.g. cheap, less risky, meeting
deadline, etc.) and the characteristics of the settlement services. When a settle-
ment service is evaluated, its characteristics are encoded as possibilistic formulae
and added to the payment agent’s knowledge base as assumptions. If the pay-
ment agent’s knowledge base K entails a settlement service x as a candidate
service Cand(x), x will be added to the set S of feasible solutions. This sce-
nario is similar to the symbolic approach of finding a feasible plan or schedule
through assumption based reasoning in MXFRMS [13], where each possible plan
is added to the agent’s knowledge base as assumption. If the plan is consistent
with the knowledge base where the constraints about the planning process is
stored, the plan is considered feasible. However, for the payment agent, some
of the characteristics of a service x may indicate that it should be a candidate
service, whereas other service qualities may exclude x from consideration. This
is a general problem in multiple criteria decision making [20]. In logical term,
inconsistency ⊥ may exist in the resulting possibilistic knowledge baseK. There-
fore, the nontrivial possibilistic deduction |� is used so that the payment agent
can draw sensible conclusions based on the most certain part of K even though
some of its elements are contradictory to each other. To choose the optimal set-
tlement option(s) from S, the valuation V al(Cand(x),K) will be compared for
each x ∈ S. A candidate settlement agent that receives the strongest valuation
will be chosen as the settlement service since the payment agent is most certain
that it is a candidate service.
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With reference to our example, the predicates representing the characteris-
tics of each settlement service will be added to the payment agent’s knowledge
base K as assumptions. This process creates KA, KB , KC , and KD respectively.
By possibilistic resolution, the inconsistency degree of each revised knowledge
base can be computed (e.g. Incons(KA)). The second step is to compute the
valuation V al(Cand(x),Kx). According to the definition of nontrivial possibilis-
tic deduction |� described in Section 3, if V al(Cand(x),Kx) > Incons(Kx) is
true, Kx |� Cand(x) can be established. To conduct possibilistic resolution, all
the formulae must be converted to their clausal form first. The following is a
snapshot of KA after the characteristics of settlement service A are added to K:

¬Proctime(x, y) ∨ ¬Reqtime(z) ∨ ¬lq(y, z) ∨ Cand(x), 1.0
¬Down(x) ∨ ¬Cand(x), 1.0
¬Risky(x) ∨ ¬Cand(x), 0.6
¬Expensive(x) ∨ ¬Cand(x), 0.8
¬Expensive(x) ∨ ¬Risky(x), 0.4
Reqtime(2), 1.0

Proctime(A, 2), 0.9
Down(A), 0.2
Risky(A), 0.3
Expensive(A), 0.5

It can easily be observed that KA is partially inconsistent (e.g. Cand(A) ∈
KA, ¬Cand(A) ∈ KA). Therefore, Incons(KA) > 0 is derived. In addition,
there are several valuations of V al(⊥,KA). The maximal valuation m̄ = 0.5
is derived from the resolution path depicted in Figure 2. It is assumed that
standard unification procedure supported by Prolog and the possibilistic res-
olution procedure described in Section 3 are used to derive the refutation.
As can be seen, Incons(KA) = 0.5 is derived. To find an optimal refutation
without traversing a large number of nodes along the resolution paths, effi-
cient resolution strategies have been proposed [2]. To see how strong the pay-
ment agent’s knowledge base KA entails Cand(A) (i.e. how strong the payment
agent believes that service A is a candidate for processing payments), the val-
uation V al(Cand(A),KA) is computed. According to the resolution procedure
described in Section 3, (¬Cand(A), 1) is added to KA, several refutations can be
found again. Figure 3 depicts the resolution path with the strongest refutation.
Therefore, V al(Cand(A),KA) = 0.9 and KA |= (Cand(A), 0.9) are established.
According to the definition of nontrivial possibilistic deduction |� described in
Section 3, KA |� Cand(A) since V al(Cand(A),KA) = 0.9 > Incons(KA) = 0.5.
In other words, settlement service A is a feasible solution.

Similarly, service characteristics such as (Proctime(B, 2), 0.8), (Down(B),
0.3), (Risky(B), 0.4), and (Expensive(B), 0.5) are also added to the possi-
bilistic knowledge base K as assumptions. By means of possibilistic resolution,
Incons(KB) = 0.5 and V al(Cand(B),KB) = 0.8 are derived. Therefore, the
payment agent can also deduce that KB |� Cand(B). Consequently, settlement
service B is also a potential solution. According to the characteristics of the
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settlement services described in Table 2, (Proctime(C, 1), 0.8), (Down(C), 0.3),
(Risky(C), 0.3), and (Expensive(C), 1.0) are also added to K as assumptions.
By means of possibilistic resolution, Incons(KC) = 0.8 and V al(Cand(C),KC)
= 0.8 are derived. The payment agent deduces that KC |� Cand(C) based on
the definition of nontrivial possibilistic deduction. Therefore, settlement service
C will not be considered for payment processing because the payment agent is
not certain that C should be a candidate service (e.g. it is an expensive service).
To evaluate the settlement service D, the assumptions of (Proctime(D, 1), 0.5),
(Down(D), 0.5), (Risky(D), 0.7), and (Expensive(D), 0.0) are used to derive
KD. Accordingly, Incons(KD) = 0.5 and V al(Cand(D),KD) = 0.5 are com-
puted. Therefore, KD |� Cand(D) is also established. In other words, it is un-
certain that settlement serviceD can fulfill the requirements of being a candidate
service because of its frequent down time and relatively high risk. In summary,
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the payment agent draws the following conclusions based on nontrivial possi-
bilistic deduction:

KA |� Cand(A)
KB |� Cand(B)
KC |� Cand(C)
KD |� Cand(D)

Since V al(Cand(A),KA) is higher than V al(Cand(B),KB), the payment
agent is more certain that settlement service A is a candidate service for pay-
ment processing. The intrinsic nature of the Internet is very dynamic, and so
is the Web-based electronic commerce. A full set of service attributes pertain-
ing to a particular settlement service may not be available for decision making.
Therefore, it may be desirable for the payment agent to be able to draw sensible
conclusions with incomplete information. Possibilistic reasoning is also useful
under such circumstance. For instance, if the only information available for ser-
vice A is processing time and availability, KA |� Cand(A) is still maintained
according to the given evidence. So, A is still considered as a feasible solution
because of its likelihood to meet the payment deadline. However, further inves-
tigation is required to study the expected rational behavior of payment agents
when they are faced with uncertain or missing market information. According
to the above example, it also sheds light on the explanation facilities of pay-
ment agents. For example, the reason why settlement service A is considered as
a candidate Cand(A) is that there is high certainty of it being able to meet the
processing deadline. Comparatively speaking, it is unlikely that A should not be
a candidate service ¬Cand(A). The reason is that there is low certainty for out of
service (i.e.Down(A)), risk (i.e. Risky(A)), and high cost (i.e. Expensive(A)).
Possibilistic logic provides an explicit representation of these causal relation-
ships and a gradated assessment of the likelihood of these relationships given
the available evidence.

6 Conclusions and Future Work

This paper proposes a theoretical framework for an agent-based electronic pay-
ment system. However, it is important to implement and evaluate such a frame-
work. Particularly, effectiveness and computational efficiency of payment agents,
which are underpinned by possibilistic logic, need to be examined further. One
of the possible ways to conduct a quantitative evaluation for payment agents
is to compare their performance (i.e. accuracy of decision, latency of making
a decision) with other agents developed based on the traditional quantitative
approaches such as multiple criteria decision making [11]. Initially, simulation of
the agent-based electronic payment environment will be conducted in an Intranet
environment. For example, several artificial sites can be set up as settlement ser-
vices. Each of these services will be equipped with various service characteristics.
By comparing the results of agents’ decision making processes which are based
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on possibilistic reasoning with that based on traditional quantitative approaches,
the effectiveness of the possibilistic payment agents can be assessed.

The possibilistic resolution method illustrated in this paper is for non-fuzzy
predicates. Since the payment agents also deal with fuzzy predicates such as
Expensive(x), further study is required to examine the feasibility of applying
the possibilistic resolution method for fuzzy predicates [5] to the payment agents.
Apart from intelligently choosing the optimum settlement service, a step further
towards the development of payment agents is to allow them to negotiate with
the settlement agents for a better deal (e.g. cheaper cost per transaction for larger
amounts of payments). Whether it is technically feasible to integrate existing
negotiation protocols with possibilistic reasoning in payment agents is another
interesting research question.

The proposed agent-based electronic payment system sheds light on a formal
approach towards electronic payment on the Internet. Because of the intrinsic
dynamics of the Web-based electronic commerce, payment agents are faced with
the challenge of making good decisions based on uncertain or incomplete mar-
ket information. Possibilistic logic provides an expressive language to formalise
uncertainties that are often associated with on-line transactions. Moreover, non-
trivial possibilistic deduction allows a payment agent to make sound decisions
based on the most certain and reliable information held in its knowledge base.
The explicit modelling of the causal relationships between a decision and its jus-
tifications also facilitates the explanation of an agent’s decision making process.
From our initial study, it is technically feasible to apply possibilistic knowledge
representation and reasoning to develop payment agents for electronic commerce.
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A Web-Based Negotiation Agent Using CBR

Dong Mei Zhang and Wai Yat Wong

CSIRO Mathematical and Information Sciences, Locked Bag 17, North Ryde NSW 2113
Australia

Abstract. This paper presents a negotiation agent that applies Case-Based Rea-
soning (CBR) techniques to capture and re-use previously successful negotiation
experiences in the multi-agent negotiation context. This negotiation agent pro-
vides adaptive negotiation strategies that can be generated dynamically and are
context-sensitive. We demonstrate this negotiation agent in the context of used-
car trading and a web-based application of negotiation agent for used car trading
is developed. Relevant issues are discussed, including formulation of negotia-
tion episodes, negotiation experience representation, negotiation experience
matching/selection and previous negotiation experience adaptation/reuse.

1   Introduction

Electronic commerce systems are increasingly being developed to support trading on
the Internet. Automated negotiation mechanisms play an integral and important role in
these systems. In the trading environment, the multi-agent negotiation process can be
described as a process of constructing an agreement based on a series of offer/counter-
offers. The agents start with own goals that may be far apart and whose distance has to
be narrowed gradually to zero, e.g. the buyer’s price meets the seller’s offer or vice
versa, during the course of negotiation. Usually it involves a number of decision-
making steps, i.e., negotiation episodes.

In real world negotiation, trading parts need to manage their own negotiation
strategies during the whole negotiation process. This paper presents an automated
negotiation agent that can provide adaptive negotiation strategies due to changing
negotiation context. Previous negotiation experiences are represented and reused to
suggest a new negotiation strategy in the used car trading context. Such an adaptive
negotiation agent is based on acquiring and learning the negotiation strategies from
previous negotiation experiences using Case-Based Reasoning (CBR) [6], [9] tech-
niques.

Current EC trading systems which looks at electronic negotiation facilities usually
use predefined and non-adaptive negotiation mechanisms [8]. Most systems use a
number of predefined negotiation strategies to generate counter-offers [4]. They typi-
cally are based on non-adaptive strategies that are fixed for all offer-counter-offer
episodes during negotiation. For example, negotiation in Kashah [8], [10] (MIT media
Lab’s) allows the agents to use three predefined strategies, anxious, cool-headed and
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frugal corresponding to a linear, quadratic and exponential functions in the generation
of proposals/counter-proposals. The users need to decide which strategy the agents
will follow during negotiation. A good automated negotiation mechanism should be
able to deal with inherent complexity and changing world information of the real-word
transactions. Researchers are now exploring various Artificial Intelligence based tech-
niques to provide adaptive behavior to the negotiation engine. The use of Bayesian
learning to learn negotiation strategy is one example [13], [18].

The paper first describes concepts used in the negotiation agent, negotiation epi-
sodes, episode strategy and negotiation protocol. It then presents the software frame-
work of the web-based negotiation agent for used car trading. Issues of representation,
selection and reuse of negotiation experience on car trading are respectively dis-
cussed. Sections 4 briefly describe the development environment for the negotiation
agent software. Section 5 draws conclusions.

2   Negotiation Episode, Strategy, and Protocol

Three fundamental concepts in the negotiation agent are presented in this section,
including negotiation episode, episode strategy and negotiation protocol. A negotiation
episode represents a process unit in the negotiation, which consists of processes re-
lated to evaluation and generation of offers/counter-offers. In each episode, an episode
strategy has to be defined for the generation of counter-offers. The negotiation proto-
col in our negotiation agent is characterized by defining adaptive episode strategies
using CBR.

Negotiation Episode
Negotiation is an iterative process [14] where the trading agents start by having goals
that may be far apart and whose distance has to be narrowed gradually. A successful
negotiation occurs when the two opposing goals meet, e.g., when the buyer’s price
meets the seller’s offer or vice versa. This negotiation process can be seen as a se-
quential decision making model studied by Cyert & DeGroot [3] and Bertsekas [1]
and used in the Bazaar model by Zeng [18]. So, the negotiation process consists of a
number of decision-making episodes. Each episode is characterized by evaluating an
offer, determining an episodic strategy and generating a counteroffer, as illustrated in
Fig 1.

Episode Strategy
In each negotiation episode, the negotiation agent needs to determine a strategy to be
followed in the generation of counter-offers. Such a strategy is regarded as an episode
strategy. The negotiation strategy of overall negotiation process is a composite of all
these episode strategies. The negotiation agent can change its episode strategy from
episode to episode due to changing world information. However, information related
to strategies is hidden from each other. In the previous negotiation experiences, a
series of offers/counter-offers reflects information related to episode strategies. The
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Fig. 1. Negotiation episodes in the multi-agent negotiation.

changes from one offer/counter-offer to another offer/counter-offer show variation of
episode strategies.

We use concession between offers/counter-offers to capture and reflect episode
strategies [11]. Given a series of offers, (O1, O2, … , O5), the concession C(i+1)
applied in the episode strategy S(i+1) is formulated as a percentage based on O(i) and
O(i+1):

C(i+1)  = [O(i+1) – O(i)] / O(i) *100%; (1)

In this way, a series of concessions can be used to capture the implicit episode
strategies used in the previous negotiation. The concession, as a percentage tries to
represent context-independent information on episode strategies, which facilitates
reuse of previous strategies in similar negotiation contexts.

Negotiation Protocol
The negotiation process consists of a number of negotiation episodes. In each episode
an offer/counter-offer is generated based upon a certain strategy, which is viewed as
an episode strategy as described above. Basically, the negotiation protocol in our ne-
gotiation agent involves the following actions:
• evaluating the offer from other agent,
• defining an adaptive concession by CBR for the current episode, and
• generating a counter-offer based on proposed concession.

Fig. 2. Three actions in the negotiation protocol.

Define an adaptive
concession by CBR

Generate a
Counter-offer

Evaluate offers

counter-offers

offers from other agent
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Fig. 2 shows actions in the negotiation protocol. Given an offer by other agent, if the
negotiation agent evaluates it and decides not to accept it, the negotiation agent needs
to determine what strategy (e.g., concession) to follow by reusing/adapting previous
episode strategies. A counter-offer is then produced using the proposed concession.

3   A Web-Based Negotiation Agent for Used Car Trading

Fig 3 shows the framework of the web-based negotiation agent for our used car trad-
ing. This used car trading software prototype contains several functional components,
as shown in Fig 3., a Case-Based Negotiator, a Negotiation Case Browser, a Descrip-
tive Statistics component and a Case Maintenance component:

Fig. 3. Framework of the web-based negotiation agent for used car trading.

• The Case-Based Negotiator (CBN) assists the users to negotiate with opponent
agents on used car trading price. It evaluates the offer from the opponent agent
and an provides an appropriate concession to be used in the generation of an
counter-offer if the offer is rejected. To determine the appropriate concession, it
matches current negotiating scenario with previous successful negotiation experi-
ences, selects best-matched negotiation experience and adapts previous conces-
sion to the current negotiation context. Resultant successful negotiation can be
automatically updated into the experience and knowledge repository.

• The Negotiation Case Browser allows users to browse a previous negotiation case
repository using various types of queries.

• The Descriptive Statistics component supplies several useful descriptive statistics
on negotiation case repository.

• The Case Maintenance component allows negotiation experts to moderate, main-
tain and to update the case repository. To condense potential great number of
similar stored cases, generalization based /concept learning techniques can be
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used to induce generalized case. This will allow efficient, faster and perhaps bet-
ter case matching and reuse in the future.

The prototype is initiated by a user’s choice of functional components. For negotiation
function, the user starts by selecting choice of used car to buy/sell. The user then input
profile information, e.g. negotiation focus in terms of ‘good- deal’, ‘best-price’, ‘must-
buy/sell’, budget, gender, age, etc. the case-based negotiator then starts negotiation
with the opponent agent.

A number of previous negotiation experiences on car trading is stored and repre-
sented in the experience and knowledge repository, which provides detailed negotia-
tion context and decisions made in previous negotiations. A hierarchy is used as an
organizational structure for storing negotiation experiences, which enables an efficient
searching through cases. It enables the retrieval of relevant cases to the given negotia-
tion information. A set of measurement rules and adaptation rules is also represented
in the experience and knowledge repository. The measurement rules are applied to
measure the similarities between retrieved cases and the given negotiation informa-
tion. It is based on rule-based reasoning approach. Adaptation rules are applied in
reusing and adapting previous cases.

The rest of the section focuses on the negotiation process in the Case-Based Ne-
gotiator and presents our approaches to representation of previous used car negotia-
tion experiences and generation of episode concessions

3.1 Representation of Car-Trading Experiences

Previous car-trading experiences are represented as negotiation cases in the software.
A negotiation case for a car trading scenario represents information related to a spe-
cific car trading agent (e.g., sell or buyer) in a previous negotiation and captures con-
textual information and negotiation experience available to the agent. A negotiation
case for car trading can contain the following information:

• Car buyer’s profile,
• Car seller’s profile,
• Used car’s profile,
• Offers made from opponent agent and concessions used in episode strategies,
• Counter-offers made by the agent and concessions used in episode strategies,
• Performance information about the feedback of negotiation results.

The negotiation context for car trading is defined by profiles of the car buyer, the car
seller and the user car, which provides the following information:

1. Car seller’s and car buyer’s profiles including name, age, buyer/seller’s desire,
expected negotiation duration, issues of negotiation (e.g. price, warranty, trade-in,
etc), constraints (e.g., budget) and preferences.

2. Profile of negotiated used-car including car-size, car-make, car-age.
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The negotiation experiences on car trading can be captured by the received offers, the
generated counter-offers and the concessions used in each negotiation episode. The
performance information gives description of outcomes of negotiations such as suc-
cess/failure, number of episodes and the final mutually agreed terms of a deal. The
following Fig. 4 summarizes contents for a car buyer agent’s case.

Fig. 4. A summary of a car buyer agent’s case.

In the software, the contents of a negotiation case for car trading can be displayed,
including information on car-trading context, performance and concessions and of-
fers/counter-offers. Fig. 5 gives a screen display for car buyer’s Case’5’ in the nego-
tiation software.

Fig. 5. A screen display for car buyer’s ‘Case 5’ in the software.
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3.2   Generation of Episode Concessions

The case-based negotiator generates a proper concession for a negotiation episode
based on retrieval, selection and reuse of relevant previous experience. As shown in
Fig. 6, this process is composed of three main processes:
• retrieving relevant previous negotiation experience cases,
• matching/selecting the most matched case and
• reusing the strategy information in the selected negotiation experience case.

In each negotiation episode, the case based negotiator has the information of the cur-
rent profiles of the negotiating agents, current car profile, and current most up-to-date
episode-history-lists of offers & corresponding concessions and counter-offers &
corresponding concessions. Based on the current profiles of the agents and car, the
negotiator first retrieves a set of previous negotiation cases using the contextual case
organization hierarchy. It then performs similarity assessment to select the most simi-
lar cases from this group of relevant cases using information from all profiles and the
current episode-history lists of offers, concessions, counter-offers, & counter-
concessions. Information from the most similar case will be re-used to adapt the next
concession used to generate the next offer. This sub-section will describe briefly the
retrieval process, selection using the similarity measures and the reuse of the best-
matched case(s) from the viewpoint of a buyer agent.

Fig. 6. The processes of defining a concession by CBR.

3.2.1   Retrieving Negotiation Experiences
A contextual hierarchy is used as an organization structure for grouping and catego-
rizing the car trading cases. A number of salient features are selected to index cases
based on their possible values. For example, because we believe that different nego-
tiation behavior arises primarily from the negotiation focus of the buying agent, the
feature “focus” in the buyer agent’s profile are used as primary index for different
groups of buyer negotiation cases. The possible values of "focus" include “must-buy”,
“good-deal” and “best-price”. The feature "focus" thus groups cases into three catego-
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ries. Other salient features used for further sub-categorization include the age and the
engine-size of the car. The Case organizational hierarchy is used to is used to retrieve
relevant negotiation cases by searching through case memory. If no case is found
based on the case organization hierarchy, the buyer agent can fall back using some
default negotiation strategies selected by the user from a set of pre-defined strategies
(e.g. linear, quadratic or exponential).

Fig. 7 shows a contextual hierarchy for car buyer agent’s cases. Three contextual
features, buyer’s focus, car’s age and car’s size are selected and used to index cases
based on their values. At the top of hierarchy, values of the feature “buyer’s focus” in
the buyer’s profile are used as indices for different groups of cases. For each ‘buyer’s
focus’ branch, other features (car-age and car-size) are used to further classify the
cases. At the bottom, a group buyer’s cases, e.g., C1, C5, C7, … is indexed by three
features with three particular values, e.g., buyer’s focus: good-deal; car-age: <=4 years
and car-size: <= 2 liter.

Fig. 7. The contextual hierarchy of buyer’s cases.

3.2.2   Selecting Similar Negotiation Experience
Similarity measurement rules are used to select out the best-matched case from the
retrieved relevant set of cases. The rules are applied to all relevant cases retrieved
based on contextual hierarchy. We illustrate here the “good-deal” scenario and will
show briefly the difference of “best-price” and “must-buy” scenarios.

In the “good-deal” scenario, all the retrieved relevant cases are passed first
through a concession-match filter. The concession-match tries to find “sub-string”
matches between the concessions & counter-concessions of the previous negotiation
cases and the concessions & counter-concessions of the current negotiation process
(Fig. 8).

Concession matching is done based on measurement strategies with some allow-
ance of tolerance. It enables partial matching of concession sequences between cases
and input information, for example, in the above example, the concession sequence
“10, 5, 5” is a partial matching with input concessions “9.7, 5.2, 4.8” based on a toler-
ance of certain percentage of difference. This tolerance is regarded as an adjustable
threshold.
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Fig. 8. The concession matching in the case-based negotiator.

When more than one case are selected based on concession matching, the further
measurement is done based on the profile information. Dependent on the number of
the filtered cases, they are then passed through an ordered series of profile matching
filters. A series of profile matching filters is applied, including the starting-offer-
match filter, starting-position-match filter, profile-age-match filter, and profile-
gender-match filter.

In our current prototype implementation, two quantities match if their difference
falls within either a percentage tolerance threshold or absolute tolerance threshold. As
described earlier, negotiation strategy for a case is reflected by the overall composite
of the episodic concessions/counter-concessions during the negotiation process. The
concession-match thus captures the negotiation processes/cases with the same strate-
gies or sub-strategies, i.e. they are of the similar functional/sub-functional and behav-
ior/sub-behavior forms. The starting-offer gives preference to cases with similar initial
buying offer. This filter thus restricts the magnitude difference of those cases with
similar strategies or sub-strategies, i.e. this filter gives preference to negotiation
cases/sub-cases which are similar in offers/counter-offers – a stronger requirement.
The starting-position match filter gives preference to the previous case whose conces-
sion matches from the beginning. This filter thus restricts the translational difference.
It throws away the sub-strategy functional match and sub-case match and prefers full-
strategy/ full-case match. The age and gender filters respectively match cases with the
same age range and gender. They are used to put some preference on the matching
cases if the two restrictive (starting-offer-match and starting-position-match) do not
produce any matching candidates. Because of the noisy nature of the cases, those
filters are arranged in such manner to give most opportunity of getting some best-
matched case(s).

For “Best-price” and “Must-buy” scenarios, some heuristics are also developed for
case similarity assessment. Details of description is given in [19]. For example, in the
“Must buy” scenario, there is an addition rule before the concession-match filter and
profile match filters which says:

If the opponent agent’s offer reaches a plateau and offer is within the agent’s
budget, suggest a concession that can reach the opponent agent’s offer.
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3.2.3   Reusing Previous Concessions
Once a case is selected as the best matched case to the current scenario, the negotiator
takes the next concession that was used in previous negotiation and suggests a conces-
sion for the generation of a counter-offer. For example, in Fig. 8, the concession “B%-
6” will be reused to recommend to the negotiation agent to follow for generating a
counter-offer.

Some adaptation is done during the boundary conditions [17], [19], e.g. if the con-
cession results in a counter-offer which is higher than the buyer's maximum budget,
then the concession must be adjusted accordingly to arrive only at the counter-offer
equal to or not greater than the buyer's maximum budget. During a negotiation episode
in the negotiation process, the case base negotiator retrieves relevant cases and adapts
the concession from the best-matched negotiation case to generate a counter-offer. The
dynamics of the negotiation process will be tracked and displayed on the user screen in
the prototype, as shown in Fig 9.

In the course of negotiation, when the offers from buyer and seller meet, the user
makes the final decision whether the deal is done. Fig 9 shows the scenario where a
potential deal is identified. A pop-up window then provides the user with the options
to accept or reject the deal. If the final offer is accepted, the case maintenance compo-
nent of the prototype updates the case base by adding relevant information to the cur-
rent negotiation, including agent’s profile,

4   Development of Web-Based Negotiation Agent

A web-based system has been developed as a negotiation agent for used car trading.
The software is designed as a distributed three-tier server client architecture [16]:
Negotiator client, Negotiator server, and Negotiation Case Repository, as shown in
Fig. 9.

Fig. 9. The negotiation agent software client-server architecture.

Java 1.2 is the programming language used for implementation. The Negotiation Case
Repository manages all the stored negotiation cases. The Case Repository is imple-

   Client

Negotiation Case
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Negotiator Client

Negotiator Server

Multi-threaded Server

Server
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mented via a standard SQL capable relational database management system. All the
cases are captured within several relational tables in a database.

The Negotiator server is the reasoning engine that performs processes of Case-
based Negotiator including offer evaluation, case retrieval, case matching and reuse as
well counter-offer generation. For example, it applies various similarity assessments to
find the best matched case from a pool of relevant cases retrieved from the Case Base
and adapts best-matched case to obtain episodic strategy to generate counter-offer. It
is also the data processing engine for case browsing and descriptive statistical reports.
Using specific communication protocol via socket connection, the negotiator server
accepts input from the Negotiator client and generates output to the client. It also ac-
cesses the Negotiation Case Base directly using SQL queries via Java Database Con-
nectivity (JDBC) API.

Fig. 10. Tracking negotiation process in the Case-Based Negotiator (CBN).

The negotiator client provides the graphical user interface and socket connection to
server via internal communication protocol. The graphical user interface provides data
collection, data representation and display facilities. The graphical user interface is
implemented using the Swing API. When designing this server-client system, we have
emphasized lessening processing load on the client-side. This is to compensate the
extensive processing the client has to do to maintain the interactive user interface.

Negotiating . . . &%1

15800.0015800.00

Accept
Reject
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The dynamics of the negotiation process can be tracked and displayed on the user
screen. The system shows the decisions made from both seller and buyer during the
negotiation. Fig. 10 gives a screen of negotiation system, which captures offers and
concessions for every episode. A potential deal is identified. A pop-up window then
provides the user with two options: ‘accept’ or ‘reject’. The user makes the final deci-
sion. At the end of negotiation, the system presents summary information of the nego-
tiation, including number of episodes in the negotiation., buyer’s final offer, seller’s
offer, etc.

5 Conclusions

To deal with the changing world information, the negotiation agent needs to revise and
adapt its negotiation strategies from session to session during negotiation. This paper
has described a research project for providing adaptive negotiation strategies for the
negotiation agents. A web-based negotiation agent framework is proposed, which is
characterized by its capability of learning from experiences using CBR techniques.
Such an approach can help the negotiation process improve its performance by pro-
viding adaptive contextually appropriate strategies. The current negotiation agent is
developed for single-issue (e.g., car-price) negotiation. An assumption is made that all
cases provide successful negotiation experiences. Learning from failure is not consid-
ered yet.

The proposed negotiation agent uses CBR to learn from its experiences, which is
similar to Sycara’s intelligent computer-supported conflict resolution program in
PERSUADER [15]. In Sycara’s approach, the intelligent negotiation support program
is designed in a form of mediation, which uses CBR and decision theoretic techniques
to provide the enhanced conflict resolution and negotiation support in group decision
problem solving. The support program itself evaluates and generates potential agree-
ments and then proposes them to involved negotiation agents. The negotiation goals
and context of both parts are well known to the negotiation support program. The
negotiation agent framework is characterized by its negotiation protocol. The evalua-
tion of offers and generation of counter-offers are performed by the negotiation agents
with ability of acquiring and learning strategies from previous negotiation experi-
ences. Each agent needs to make decisions in the situation where other agents’ nego-
tiation goals are not revealed.

We believe strongly that one effective way to capture the utility functions is to ex-
amine the previous behaviors of the agents. In our case, we looks at all successful
negotiation experiences of the buyer and seller agents and assume those collective
experiences indicate well the inherent utility functions of a particular type of agent
under a particular type of circumstances. We then adapt and apply the result to current
negotiation situation. In doing so, we avoid explicitly specifying the utility functions
by assigning arbitrary values. Moreover, our case-based approach can allow us to
accommodate easily the change/growth of the utility functions e.g., through time.

We are currently examining the effectiveness of this negotiation agent framework
in the car training domain [2] to produce better and efficient negotiation. The proposed
negotiation framework is being improved in several aspects. First, in the current
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scope, only a single issue, namely car-price forms the core of our negotiation, more
research effort will be made to extend the negotiation agent to multi-issue negotiation.
Second, it is being considered to reuse failure negotiation experiences to avoid the
same mistakes to take place in new negotiations. Third, more sophisticated approach
for similarity measurement will largely improve effectiveness and efficiency of nego-
tiation process.
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1 Introduction

With the unprecedented abundance of digital information available on the Web
and the Internet, there is an increasing need for intelligent software assistants to
effectively manage such information and transform them into useful knowledge
in the right form for the right person at the right time and situation. Indeed,
intelligent information agents find application in almost every facet of life in-
cluding business, education, commerce, industry, and entertainment. Developing
such software is non-trivial and spans diverse areas such as artificial intelligence,
distributed systems, knowledge management, programming languages and infor-
mation retrieval.
PRIIA 2000 is a workshop on intelligent information agents held on 29 August

2000 in Melbourne, Australia, in conjunction with PRICAI 2000. PRIIA is a
forum for intelligent information agent researchers in Pacific Rim countries to
exchange and discuss their research results. We received an interesting collection
of papers, the accepted papers of which can be roughly categorized into two
streams: 1. The Role of Reasoning in Information Agents, and 2. Web-Based
Information Agents in the Future.
In the first stream, Raymond et al. present a logical basis for agents to revise

their beliefs about their users’ changing information needs. Kriaa et al. and
Zhang et al. present agent-based methods to reason about and analyse complex
systems. Each provided an example, a system for emergency health care and a
system for product life cycle cost prediction, respectively. Heinze et al. propose
the perception module as a key component in designing and building agent
systems.
Papers in the second stream describe four different technologies, all useful for

information agents of the future: 3D visualization of Web structure (Hiraishi et
al.), strong migration of logic programming based mobile agents to enable back-
tracking to continue across different hosts (Fukuta et al.), constructing agents
by constructing knowledge bases (Gao et al.), and user profile management for
the wireless environment using agents (Pils et al.). We have also an invited
paper from Harold Boley which discusses mappings between RDF (W3C’s rec-
ommended standard for structured information) and logic programming, and
visualization of RDF descriptions as hypergraphs. We would like to thank all

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 199–200, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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the authors who submitted papers to the workshop and participated in the in-
teresting discussions at the workshop. We would also like to thank the program
committee.
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Abstract. Mutual relationships between logic programming and RDF
are examined. Basic RDF is formalized with ground binary Datalog
Horn facts. Containers are modeled using (‘active’) polyadic construc-
tors. For meta-statements a modal-logic treatment is suggested. To re-
duce large fact sets, an “inferential RDF”, with special Horn rules, is
introduced. A direct representation of non-binary relations is proposed.
Reification is thus abandonned and RDF diagrams are generalized us-
ing hypergraphs. RDF types are considered as sort predicates. RDF
Schema’s class/property hierarchies are regarded as a second-order sub-
sumes/subsumes2 syntax or as simple Horn rules. Its domain/range con-
straints are extended to (polymorphic) signatures. All concepts are ex-
plained via knowledge-representation examples as usable by information
agents.

1 Introduction

The Resource Description Framework (RDF) [LS99,BG00] has been standard-
ized by the W3C mainly to capture metadata about arbitrary resources ad-
dressed by URIs/URLs. It is thus intended for encoding a resource index, as
e.g. needed for information localization by semantic search engines and for infor-
mation interoperation by broker agents. However, since the boundary between
metadata and data is not an absolute one, RDF can also be used for encoding
a knowledge base, as e.g. needed for question answering. Moreover, one can
use an RDF-like encoding as a combination of a knowledge base, e.g. answering
some questions directly, and a resource index, e.g. finding further helpful doc-
uments [Bol99]. RDF may be regarded as an initial language for the Semantic
Web [BLF99] [http://www.w3.org/2001/sw/].
RDF in the narrow sense [LS99] [http://www.w3.org/TR/REC-rdf-syntax/]

consists of a directed-labeled-graph or triple-set model with full and
abridged XML serialization syntaxes. It is broadened by RDF Schema
� I would like to thank Leon Sterling, Seng Wai Loke, and the programm committee
of the 1st Pacific Rim International Workshop on Intelligent Information Agents for
inviting me to this article. It is based on preparatory research done for the EU project
CLOCKWORK. Special thanks for valuable RDF discussions and proof-reading go
to Michael Sintek.

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 201–218, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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[BG00] [http://www.w3.org/TR/rdf-schema/], itself specified in RDF syntax, for
(pre)categorizing RDF nodes and arc labels. RDF was thus influenced by work
in knowledge representation (KR) such as semantic nets, frame systems, and
logic languages.
It may therefore be worthwhile to again look at RDF from a KR perspec-

tive. Here, we focus on relationships between RDF/XML and logic programming
(LP); the companion papers [http://www.dfki.uni-kl.de/˜boley/xmlp-engl.ps] and
[Bol01] deal with XML-LP comparisons. To cover the diagrammatic aspects of
(extended) RDF, we will employ (hyper)graphs as discussed for KR in [Bol92]:
While the current RDF standard – in the tradition of simple semantic nets – fo-
cusses on binary relations visualized as arcs, this paper moves on towards a more
direct treatment of non-binary relations, demonstrating their direct visualization
as hyperarcs (cf. appendix A).
More generally, we will show trade-offs between the simplicity of the rep-

resentation language – e.g. RDF’s binary Horn facts – and the complexity of
representation constructions in such a language – e.g. RDF’s need for reifica-
tion to represent containers, meta-statements, Horn rules, and N-ary relations.
For RDF Schema, we will discuss first-order reductions of the (useful) second-
order syntactic sugar of class/property hierarchies and extend domain/range
constraints to polymorphic signatures.

2 Basic RDF Becomes Simple Horn Facts

Let us start with a version of the informal XML sample sentence from section
2 in [Bol01]:

<sentence> Onoffbook sold 12417 copies of XML4You online </sentence>

As in that paper we can proceed to its semiformal XML triple element rep-
resentation:

<triple>
<subject> Onoffbook </subject>
<predicate> sold online </predicate>
<object> 12417 copies of XML4You </object>

</triple>

But now let us assume the bookstore Onoffbook and the book XML4You are
considered as ‘resources’ represented by their URIs/URLs. Then, as a new third
stage, we obtain the formal XML element consisting of a graph of triple
subelements:1

1 The third triple, briefly ("http://www.onoffbook.com/bookId/00498", quantity,
12417), stands for “the number of "http://www.onoffbook.com/bookId/00498"
items sold is 12417”. This would be clearer if combined with the first triple into
a single statement, foreshadowing the need for non-binary predicates as discussed in
section 6.
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<graph>
<triple>
<subject resource="http://www.onoffbook.com"/>
<predicate>online-sales</predicate>
<object resource="http://www.onoffbook.com/bookId/00498"/>

</triple>
<triple>
<subject resource="http://www.onoffbook.com/bookId/00498"/>
<predicate>name</predicate>
<object>XML4You</object>

</triple>
<triple>
<subject resource="http://www.onoffbook.com/bookId/00498"/>
<predicate>quantity</predicate>
<object>12417</object>

</triple>
</graph>

Resources (in RDF always in the subject position and sometimes in the object
position) are represented by a URL attribute of empty elements. Literals (in
RDF sometimes in the object position) become ordinary (PCDATA-)content
elements.

In general, a graph element is an XML represention of a directed labeled
graph (DLG) via a set of triples, {. . . , (source-node, arc-label, target-node),
. . . }, marked up as

<graph>
...
<triple> source-node’ arc-label’ target-node’ </triple>
...

</graph>

where the primes indicate further source (subject) and target (object) node as
well as label (predicate) markup.

Our example corresponds to the following DLG diagram, which already hap-
pens to be an RDF diagram:2

2 Because of other diagram features such as the different shapes for resources and
literals, the colors of the online version will not be essential here and later on.
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http://www.onoffbook.com

http://www.onoffbook.com/bookId/00498

XML4You 12417

online-sales

name quantity

Its above XML triple-graph serialization becomes full (unabridged)
RDF/XML via a join of triples having the same subject and an attribute renam-
ing in the subject position (resource into about) together with some further
element restructuring/renaming (using XML’s namespace:localname tags):

<rdf:RDF>
<rdf:Description about="http://www.onoffbook.com">
<s:online-sales
rdf:resource="http://www.onoffbook.com/bookId/00498"/>

</rdf:Description>
<rdf:Description about="http://www.onoffbook.com/bookId/00498">
<v:name>XML4You</v:name>
<v:quantity>12417</v:quantity>

</rdf:Description>
</rdf:RDF>

In LP, the earlier triple form can be compactly rewritten as binary relations
over URI/URL and ordinary constants, which (when enriched by XML names-
paces) also capture the RDF/XML version:

online-sales("http://www.onoffbook.com",
"http://www.onoffbook.com/bookId/00498").

name("http://www.onoffbook.com/bookId/00498",xml4you).
quantity("http://www.onoffbook.com/bookId/00498",12417).
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Since each such RDF re-representation leads to a finite set of ground Datalog
Horn facts, this also illustrates how the RDF model, which is a data model, can be
semantically construed as simple Herbrand models, in the sense of model theory
[Llo87] (giving up the unique name assumption for multiple-URL individuals):
A set of ground facts like the above actually is its own Herbrand model.
Of course, these three RDF/XML-derived Prolog facts could again be rep-

resented as XML elements, e.g. in the manner of section 4 in [Bol01] or as
in RuleML [http://www.dfki.de/ruleml]. Since the subject of an RDF statement
must be a resource, the first argument of each such fact must be a URI/URL;
in RuleML we thus specified a “UR-centered” DTD for RDF-like languages
[http://www.dfki.de/ruleml/inrdf.html].

3 Containers Lead to Generalized Structures

In RDF containers are treated by a kind of reification, with a new anonymous
resource node standing for a container as a whole, and special arcs leading to
its elements. In LP, we can avoid these ‘new nodes’ by using generalized Prolog
structures applying a polyadic (N-ary, N ≥ 0) and possibly ‘active’ constructor
to the N container elements. The corresponding diagram versions will similarly
avoid reification by using hyperarcs, connecting N nodes [Bol92] (cf. appendix
A).

Sequence just becomes the list (or tuple) datatype of N ordered elements
with repetitions, i.e. a tup constructor applied to N arguments. This may be
diagrammed as a directed tup-labeled hyperarc similar to unasserted arcs in
section 4.

Bag becomes a multiset datatype of N unordered elements with repetitions.
It employs an N-ary constructor, bag, that disregards the argument order, e.g.
by sorting ground arguments lexicographically (and using AC-unification for
non-ground arguments). This may be diagrammed as an undirected bag-labeled
hyperarc or as a complex bag-labeled node containing labeled nodes. While both
diagram forms can cope with the duplicates permitted within bags we here prefer
undirected hyperarcs in order to avoid labeled nodes.
In our example suppose the quantity is split into a sum of four unspecified

(temporal or regional) subquantities, where two or more subquantities may be
identical. This leads to a bag structure like bag[2000,3000,3000,4417] usable
in facts such as

quantity("http://www.onoffbook.com/bookId/00498",
bag[2000,3000,3000,4417]).

It is diagrammed as the following undirected (no arrow head) bag-labeled hy-
perarc with a duplicate 3000 node (cut twice by the hyperarc):
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http://www.onoffbook.com/bookId/00498

4417

quantity

2000 3000
bag

Alternative may be similarly formalized as a kind of disjunctive datatype and
diagrammed as an undirected alt-labeled hyperarc or as a complex alt-labeled
node containing unlabeled nodes. For uniformity we again prefer undirected
hyperarcs.
In our example suppose the name has two alternatives, XML4You and XML4Me.

This leads to the alt structure alt[xml4me,xml4you] usable in facts such as

name("http://www.onoffbook.com/bookId/00498",alt[xml4me,xml4you]).

This is diagrammed as the following alt-labeled undirected hyperarc (which
happens to be an arc):

http://www.onoffbook.com/bookId/00498

XML4Me

name

XML4You
alt

However, if we want alt to ‘distribute out of’ certain contexts, ‘absorb’
failures in its arguments, or exhibit similar behavior, it begins to look more like a
control structure than like a data structure. In this view altmay exhibit Prolog’s
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notion of “don’t know” non-determinism or committed-choice languages’ notion
of “don’t care” non-determinism, where the latter, search-free non-determinism
may be preferable in the open Web environment of RDF.
RDF’s distributive referents use an aboutEach attribute for property ‘dis-

tribution into’ containers. They could be represented in LP by reinterpreting
aboutEach as a universal quantifier over structures.

4 Meta-statements via Modal Operators

RDF meta-statements (statements about statements) are based on reified state-
ments similar to our original triple formalization in section 2, with an addi-
tional property specifying that the described new resource has an rdf:type of
Statement. Such a reified statement can then become the target of another state-
ment using a further property, a:attributedTo. For example, we could specify
that Onoffbook themselves make the online-sales claim as follows:

<rdf:RDF>
<rdf:Description>
<rdf:subject resource="http://www.onoffbook.com"/>
<rdf:predicate resource=

"http://description.org/schema/online-sales"/>
<rdf:object resource="http://www.onoffbook.com/bookId/00498"/>
<rdf:type resource=

"http://www.w3.org/1999/02/22-rdf-syntax-ns#Statement"/>
<a:attributedTo resource="http://www.onoffbook.com"/>

</rdf:Description>
</rdf:RDF>

However, a modal-logic treatment as indicated in section 5 of [Bol01] with a
belief operator would more directly capture the intended semantics. Here
we similarly employ a claims statement – corresponding to the inverse of
a:attributedTo – about an online-sales statement:

claims("http://www.onoffbook.com",
online-sales("http://www.onoffbook.com",

"http://www.onoffbook.com/bookId/00498")).

The DLG representation can be accommodated to such modal statements as
follows: I. Allow nodes and node-connecting (level 1) arcs as the source and/or
target of (level 2) arcs, allow all of these in (level 3) arcs, etc., to any level of
modal nesting. II. Introduce two weights for arcs, where heavy arrows denote
asserted arcs (expressing true statements) while light arrows denote unasserted
arcs (needed to express other statements).
In the example, the heavy claims (level 2) arc has the

"http://www.onoffbook.com" node as the source and the light online-sales
(level 1) arc from there to the "http://www.onoffbook.com/bookId/00498"
node as the target:
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http://www.onoffbook.com

http://www.onoffbook.com/bookId/00498

online-sales
claims

In this DLG extension it is easy to switch a given arc between light and heavy.
Thus, after verifying Onoffbook’s sales claim, we need just toggle the light arc to
heavy for asserting both Onoffbook’s claim and its truth (lightness and heaviness
of arcs do not affect the accessing higher-level arcs). In LP, this requires an addi-
tional copy of the embedded online-sales as the fact from section 2. In RDF it
even requires a completely differently represented non-reified statement. Reified
and non-reified statement versions may be confusing since the epistemological
status of ‘unused’ reified statements is unclear. Here we regard a top-level light
arc as a spurious construction, which should lead to user notification calling for
either top-level deletion or heavy-making, where the graph that pops up after
top-level deletion will be re-checked recursively.

5 Inferential RDF through Horn Rules

Suppose we want to use the RDF/XML example from section 2 – enriched by
price information (cf. section 6) etc. – as metadata to describe some other data
such as bookshop portals for use by, say, comparison-shopping agents. Since
metadata should change more slowly than data, the exact quantity (= 12417) of
books (here: XML4You) sold is clearly inappropriate. Some magnitude interval
(say > 10000, ≤ 20000) would be preferable. To achieve this, in the LP formula-
tion it would be easy to generalize the above quantity fact to a magnitude rule
(the builtin “<”, called here in prefix notation, in full Prolog could be replaced
by a user-defined less-than relation, e.g. via successor structures):

magnitude("http://www.onoffbook.com/bookId/00498",Int) :-
<(10000,Int), <(Int,20001).

As one example out of 10000, this rule can infer the result for the goal
magnitude(Url,12417) via <(10000,12417), <(12417,20001), by binding
its Url variable to "http://www.onoffbook.com/bookId/00498". More com-
pletely, the Herbrand model would now include this set of 10000 ground facts:

magnitude("http://www.onoffbook.com/bookId/00498",10001).
magnitude("http://www.onoffbook.com/bookId/00498",10002).
. . .
magnitude("http://www.onoffbook.com/bookId/00498",20000).
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To obtain an unbounded interval one could omit the rule’s second premise, lead-
ing to a Herbrand model with an infinite set of ground Horn facts.
Rules could again be marked up in XML, e.g. as shown in section 4 of [Bol01],

for textually ordered Prolog rules, or as in RuleML (cf. end of section 2).
As an extension of (RDF) DLG diagrams, a rule can be depicted with dot-

ted and dashed arcs for, respectively, premises and the conclusion, and with
a generalized directed hyperarc labeled implies connecting a (Prolog-like) or-
dered sequence of premise arcs3 with the conclusion arc. Logic variables like Int
are depicted by rounded rectangles, whose names should be unique in a given
namespace: since we do not allow node labels, the logical uniqueness of variables
coincides with the graph-theoretical uniqueness of nodes.
Our example rule, augmented by the two premise facts <(10000,12417).

and <(12417,20001)., thus corresponds to the following extended diagram:

http://www.onoffbook.com/bookId/00498

10000

magnitude

Int 20001
< <

12417

< <

imp

For applying this rule to the premise facts the variable Int is
unified with the constant 12417. With the binding Int = 12417
both “<” premises can then be verified. Therefore, the conclusion
magnitude("http://www.onoffbook.com/bookId/00498",12417) is inferred.
As a fact, it can again be depicted as a solid arc in a basic (RDF) diagram:

3 The premises could thus also be represented by the RDF container Sequence; al-
ternatively, in a more declarative representation, the premises would constitute an
unordered multiset, represented by the RDF container Bag; cf. section 3. However,
the properties of logical conjunction would require a container Set (N unordered
elements without repetitions), still absent from RDF [LS99].
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http://www.onoffbook.com/bookId/00498

10000

magnitude

20001

12417

< <

Such recursionless Datalog Horn rules – corresponding to relational views –
would thus naturally enhance the expressive power of basic RDF, arriving at an
inferential RDF. It is less obvious, however, where to stop in the expressiveness
hierarchy towards recursive pure Prolog Horn rules or beyond (incl. versions
of negation) for the purposes of RDF. Here, in section 3 we dealt with gener-
alized Prolog constructors (for containers), in section 4 considered modal-logic
operators (for meta-statements), and in the following section 6 will treat Prolog
predicates (for N-ary relations).

6 Non-binary Relations, Logically

The RDF data model intrinsically only supports binary relations, and the recom-
mended technique to deal with higher-arity relations is using “an intermediate
resource with additional properties of this resource giving the remaining rela-
tions” [LS99]. This resource can be regarded as the reification of a higher-arity
relationship. The two examples used in [http://www.w3.org/TR/REC-rdf-syntax/]
both have a ternary flavor. Continuing our example in a similar manner, we
could specify the book price in AUstralian Dollars as follows:

<rdf:RDF>
<Description about="http://www.onoffbook.com/bookId/00498">
<n:price>
<rdf:value>39.5</rdf:value>
<n:units rdf:resource=

"http://www.rba.gov.au/about/ab_monpol.html"/>
</n:price>

</Description>
</rdf:RDF>
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In LP, we could directly reflect such a formalization, but it seems to be preferable
to apply the unit as a constructor, aud, to its value, 39.5, obtaining a Prolog-like
structure. This, then, becomes the complex second argument of a binary price
relation:

price("http://www.onoffbook.com/bookId/00498",aud[39.5]).

Actually, it would be clearer to distinguish a binary relation such as
online-sales from a unary attribute such as price, which in functional-logic
programming could be defined as a unary function returning a price value (as
detailed in ONTOFILE [Bol99]):

price("http://www.onoffbook.com/bookId/00498") = aud[39.5]

Thus, these examples are not typical for N-ary relations. In a general non-
binary relation the arguments cannot be grouped into a top-level pair in a
natural way. Nor can they generally be split in another natural way, as e.g.
– assuming a (Lisp-like) polyadic “<” – the ternary <(10000,12417,20001)
into <(10000,12417), <(12417,20001) from section 5. For example, consider
a ternary ships (sender-freight-receiver) relation with relationships such as the
following (john could be a third URL):

ships("http://www.onoffbook.com",
"http://www.onoffbook.com/bookId/00498",
john).

The reduction of such relationships to binary relationships would require
unnatural reifications of the kind criticized in [Bol92] [http://www.dfki.uni-
kl.de/˜boley/drlhops.abs.html].
To avoid this, an N-ary extension of basic RDF can be used, where an R-

labeled directed hyperarc connects the ordered sequence of N arguments of a
relation R. The diagram in section 2 could, e.g., be extended by a ships-labeled
hyperarc from the Onoffbook URL to John (cf. appendix A).
This can be combined with the rule extension of section 5. For example, a

ternary “<” use permits joining the two premises of our previous rule into one,
obtaining the rule

magnitude("http://www.onoffbook.com/bookId/00498",Int) :-
<(10000,Int,20001).

Its diagram, augmented by the premise fact <(10000,12417,20001)., can be
depicted thus:
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http://www.onoffbook.com/bookId/00498

10000

magnitude

Int 20001
<

12417

<

imp

7 RDF Types as Sort Predicates

In section 4 we already made use of rdf:type for the peculiar case
of reified Statements. In general, using rdf:type properties, a re-
source can be specified to be an instance of one or more classes. In
our RDF/XML example from section 2 we can specify the resource
"http://www.onoffbook.com" to be an instance of class Bookstore and the re-
source "http://www.onoffbook.com/bookId/00498" to be an instance of class
Book:

<rdf:RDF>
<rdf:Description about="http://www.onoffbook.com">

<rdf:type resource="http://description.org/schema/Bookstore"/>
<s:online-sales rdf:resource="http://www.onoffbook.com/bookId/00498"/>

</rdf:Description>
<rdf:Description about="http://www.onoffbook.com/bookId/00498">

<rdf:type resource="http://description.org/schema/Book"/>
<v:name>XML4You</v:name>
<v:quantity>12417</v:quantity>

</rdf:Description>
</rdf:RDF>

Let us assume here that the classes Bookstore and Book are linked to their
schema definition from a central place (rather than from each occurrence). Then,
in LP, they could be used as special unary relations applied to resources to
represent the above type declarations:

bookstore("http://www.onoffbook.com").
book("http://www.onoffbook.com/bookId/00498").
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Such special unary predicates in sorted logics are called sorts, and are used for
variable typing.4 The above unary ground facts extensionally characterize (‘leaf’)
sorts, like the A-box of description logics. The next section will intensionally
characterize (‘inner’ and ‘leaf’) sorts, like their T-box.

8 RDF Schema Core Properties in Second-Order Syntax

Let us now proceed to RDF Schema. It can be used to organize resources of
type Class in a hierarchical fashion via a subClassOf element. For example,
below a Resource root, we can specify that a Bookstore is a Shop and a Book
is a Product as follows:

<rdf:RDF>
<rdf:Description ID="Shop">
<rdf:type resource="http://www.w3.org/2000/01/rdf-schema#Class"/>
<rdfs:subClassOf

rdf:resource="http://www.w3.org/2000/01/rdf-schema#Resource"/>
</rdf:Description>
<rdf:Description ID="Product">
<rdf:type resource="http://www.w3.org/2000/01/rdf-schema#Class"/>
<rdfs:subClassOf

rdf:resource="http://www.w3.org/2000/01/rdf-schema#Resource"/>
</rdf:Description>
<rdf:Description ID="Bookstore">
<rdf:type resource="http://www.w3.org/2000/01/rdf-schema#Class"/>
<rdfs:subClassOf rdf:resource="#Shop"/>

</rdf:Description>
<rdf:Description ID="Book">
<rdf:type resource="http://www.w3.org/2000/01/rdf-schema#Class"/>
<rdfs:subClassOf rdf:resource="#Product"/>

</rdf:Description>
</rdf:RDF>

We use a simplified version of the corresponding RDF
Schema diagram, assuming all classes (all nodes) point to
"http://www.w3.org/2000/01/rdf-schema#Class" instead of repeating
these t(ype) links, and only show the s(ubClassOf) links:

4 RDF’s permission of an instance I having multiple types T1, T2, . . . , Tk poses prob-
lems to object-oriented/frame systems (if I is a new instance of, say, class/frame
T1, classes/frames T2, . . . , Tk must also be instantiatable to it) and to sort sys-
tems (an I-constrained variable would require a ‘dynamic’ type intersection T1 �
T2 � . . .� Tk). Since it crosses the class-instance boundary, such multiclass mem-
bership is harder than the multiple subclassing/inheritance considered in section 8.
Multiclass membership can be simulated via multiple subclassing by ‘statically’ cre-
ating a new named subclass like T = T1 � T2 � . . .� Tk, as in description logics
[http://dl.kr.org/], of which I can then be a member.
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Shop

s

Product

rdfs:Resource

s

Bookstore

s

Book

s

In general, RDF Schema hierarchies need not form a tree but may constitute
a directed acyclic graph (DAG). This partial order is usable for inheritance
(DAGs: multiple inheritance) over classes in RDF applications.
In LP, it can be captured via a sorted logic and some second-order syntax,

in the example essentially (omitting the namespaces rdf/rdfs and the repeated
types) using the subsumes relationships between super- and subsorts on the left:

subsumes(resource,shop).
subsumes(resource,product).
subsumes(shop,bookstore).
subsumes(product,book).

resource(X) :- shop(X).
resource(X) :- product(X).
shop(X) :- bookstore(X).
product(X) :- book(X).

These “second-order facts” abbreviate the first-order (Horn) rules on the right.
However, the normal use of subsumes relationships is for sort-subsumption check-
ing, not for backward deduction.
RDF Schema also uses a subPropertyOf element, for hierarchically or-

ganizing properties. For example, we can specify that online-sales and
offline-sales are sales, thus:

<rdf:RDF>
<rdf:Description ID="online-sales">
<rdf:type resource=

"http://www.w3.org/1999/02/22-rdf-syntax-ns#Property"/>
<rdfs:subPropertyOf rdf:resource="#sales"/>

</rdf:Description>
<rdf:Description ID="offline-sales">
<rdf:type resource=

"http://www.w3.org/1999/02/22-rdf-syntax-ns#Property"/>
<rdfs:subPropertyOf rdf:resource="#sales"/>

</rdf:Description>
</rdf:RDF>

We omit here a subPropertyOf diagram, which would be quite similar to the
above subClassOf diagram. This information can be used by RDF applications
for inheritance over properties.
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In LP, it may again be captured via second-order syntax, in the example
essentially (without namespaces etc.) using the subsumes2 relationships between
binary super- and subrelations on the left (using a degenerate subsumes0, and
with the previous subsumes standing for subsumes1, the subsumption between
N-ary relations could be generally expressed via a subsumesN):

subsumes2(sales,online-sales).
subsumes2(sales,offline-sales).

sales(S,P) :- online-sales(S,P).
sales(S,P) :- offline-sales(S,P).

These “second-order facts” abbreviate the first-order (Horn) rules on the right.
The subsumes2 relationships, however, can be used in several ways, including
constraint checking (cf. section 9) and backward deduction.

9 RDF Schema Core Constraints as Signatures

RDF Schema employs domain and range constraints to specify the classes on
whose instances a property can be used. For example, we can specify that sales
has a Shop domain and a Product range as follows:

<rdf:RDF>
<rdf:Description ID="sales">
<rdf:type resource=

"http://www.w3.org/1999/02/22-rdf-syntax-ns#Property"/>
<rdfs:domain rdf:resource="#Shop"/>
<rdfs:range rdf:resource="#Product"/>

</rdf:Description>
</rdf:RDF>

In LP, this can be expressed (ignoring namespaces etc.) by signatures, which
are written here as fact-like “ˆ”-declarations applying, e.g., binary relations to
their domain and range “$”-sorts [Bol99]:

sales($shop,$product)ˆ

While RDF Schema does not explicitly demand it, RDF applications should
certainly have domain and range constraints inherited from super- to subprop-
erties (cf. section 8). For example, in our LP notation, the above signature dec-
laration, together with the previous subsumes2 declaration, should imply two
further signature declarations:

online-sales($shop,$product)ˆ
offline-sales($shop,$product)ˆ

Unlike for RDF Schema properties, in LP one could also use polymorphic rela-
tions, further constraining certain domain-range pairs such as bookstore with
book or drugstore with drug:

sales($bookstore,$book)ˆ
sales($drugstore,$drug)ˆ
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For a shop like "http://www.onoffbook.com", which is a bookstore, this would
mean that its product sales must actually be book sales.
Sort polymorphism can be combined with property inheritance, in our ex-

ample finally implying these signature declarations:

online-sales($bookstore,$book)ˆ
offline-sales($bookstore,$book)ˆ
online-sales($drugstore,$drug)ˆ
offline-sales($drugstore,$drug)ˆ

10 Conclusions

This paper showed how RDF’s syntaxes and diagrams can be reconsidered as
a special case of knowledge representation with logic programs and hypergraph
diagrams. For several representation problems we suggested RDF extensions, e.g.
to permit a more direct treatment of non-binary relations and Horn rules. We
discussed Herbrand semantics for facts and rules but did not go into semantics for
modal logics and other LP extensions. For another formalized treatment of RDF
in a KR context see [Cha00] [http://www710.univ-lyon1.fr/˜champin/rdf-tutorial/],
giving a logical account of RDF inheritance and constraints, and discussing RDF
implementation issues of containers, self-reference, etc.
RDF queries and inferences have been implemented with techniques

from LP, e.g. building on F-logic in SiLRI [DBSA97] and TRIPLE
[ABvE+01]. Efficient subsumption checking for ontologies in RDF syntax
is provided by the FaCT implementation of description logics [Hea00].
RDF inferencing based on tractable graph algorithms is implemented in
Euler [ftp://windsor.agfa.be/outgoing/RCEI/NET/euler/index.html]. Several fur-
ther approaches are indexed at “Mozilla RDF / Enabling Inference”
[http://www.mozilla.org/rdf/doc/inference.html] and “RDF query and inference”
[http://rdfinference.org/]; many related topics are discussed in ‘RDF-Logic’
[http://lists.w3.org/Archives/Public/www-rdf-logic/].
XML Schema with its differentiated type system in Part 2 will comple-

ment RDF typing [http://www.w3.org/TR/xmlschema-2/]. For this and other rea-
sons XML Schema should be analyzed from a logic perspective as well. Fu-
ture work should also explore which version(s) of negation would make most
sense in the open world of the Web, where (negative) conclusions should be
drawn skeptically: one candidate is van Gelder’s well-founded semantics (Przy-
musinski: 3-valued stable semantics) [http://lists.w3.org/Archives/Public/www-rdf-
interest/1999Dec/0134.html].
The current RDF/XML serialization syntaxes would benefit from the fol-

lowing revision of the XML 1.0 standard: Instead of writing each closing XML
bracket redundantly as a full end-tag that even repeats the namespace prefix,
one could permit – approaching Prolog structures – the use of a ‘neutral’ clos-
ing bracket </>, as in XML-QL [http://www.w3.org/TR/NOTE-xml-ql/]. Recent
proposals by Berners-Lee and Melnik attempt to unify the RDF and XML syn-
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taxes [http://www-db.stanford.edu/˜melnik/rdf/fusion.html]; meanwhile Berners-
Lee is developing Notation 3 (N3) [http://www.w3.org/2000/10/swap/Primer.html].
For a kind of ‘syntax-independent’ RDF editing a variant of Protégé-2000 has
been developed [NSD+01] [http://smi-web.stanford.edu/projects/protege/protege-
rdf/protege-rdf.html].
A wide use of information agents will call for a standardized, XML-based

markup language for semantic resource description on the Web. RDF already
provides a simple kernel of such a representation language, but will need exten-
sions to permit less complex representation constructions for descriptions of the
kinds discussed in this paper. The question is whether these extensions can be
incorporated into the current RDF standard or will need some principal revision.
The issues parallel the old debate of whether and how to extend simple semantic
nets towards predicate logic [Woo75], except that now the nodes (and arc labels)
can be URLs and the serialization syntax is based on XML. Finally, the rela-
tionships between such an extended RDF and emerging description-logic (DLML
[http://co4.inrialpes.fr/xml/dlml/]), ontology (XOL [KCT99], OIL [Hea00]), rule
[http://www.dfki.de/ruleml], and agent (DAML [Hen00] [http://www.daml.org/])
languages need further study.

A Diagram Form of Directed Hyperarcs Exemplified

Directed-hyperarc arrows for N-ary relationships cut N-2 intermediate node oc-
currences. Thus, the arrow for the ships relationship from section 6 (N=3) cuts
the node for XML4You’s book URL,
"http://www.onoffbook.com/bookId/00498":

john

ships

http://www.onoffbook.com http://www.onoffbook.com/bookId/00498
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Abstract. In this paper, we present an implementation of a Java-based frame-
work for building mobile agents : MiLog (Mobile intelligent agents using Logic
programming). MiLog provides logic programming and Java programming for
developing intelligent agents since it helps users to effectively construct intelli-
gent mechanisms. We address how to realize an anytime migration mechanism,
a HTTP(Hyper Text Transfer Protocol)-based communication mechanism among
agents, and web service/access mechanism. Anytime migration enables agents to
reactively and autonomously migrate from one computer to another. We present
practical applications that have been built on MiLog framework. These applica-
tions demonstrate that MiLog is an effective tool for developing practical appli-
cations based on mobile intelligent agents.

1 Introduction

In this paper, we present an implementation of a Java-based framework for building
mobile agents: MiLog (Mobile intelligent agents using Logic programming). Intelli-
gent agents have been studied very widely in the field of artificial intelligence and
multi-agent systems. An agent can act autonomously and collaboratively in a network
environment on behalf of its users. Also, they can autonomously help users to extract,
filter, integrate, and monitor desired information on the huge information source (e.g. the
Internet). On the other hand, a lot of mobile agents have been proposed and developed
(e.g. Telescript[27], Aglets SDK[16], Concordia[28], etc.) . Mobile agents are programs
that can migrate from one computer to another computer in a network (e.g. the Internet,
wireless communication network) based on their own decisions. They can suspend their
execution anytime, transport to another computer and resume execution on the destina-
tion computer. The main advantages of mobile agents[17] are, they can reduce network
load, they overcome network latency, they execute asynchronously and autonomously,
they adapt dynamically, etc. According to the above advantages, we can expect to further
enhance the ability of intelligent agents by creating them as mobile agents.

AI techniques are necessary to realize intelligent behavior and effectively develop
practical applications based on mobile agents. Therefore, we selected a Prolog language
as a logic programming language to design agents in MiLog. Prolog enables users to
develop sophisticated inference engines that could lead to effective cooperation and
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coordination mechanisms among agents. In Prolog, the backtracking mechanism is one
of the most important features for realizing flexible and intelligent inference mechanisms.

In MiLog, we can use logic programming and Java programming. By using logic
programming we can develop practical intelligent agent systems based on mobility. In
addition, MiLog can strongly support Java programming. Since the MiLog environment
is implemented as Java classes, we can build it into our own Java programs and use
MiLog functions. Also, we can implement our own MiLog predicates (Prolog functions)
by using Java, and then add them into the MiLog environment.

When we implement mobile agents, it is important to carefully develop a migration
mechanism[4]. Migration mechanisms transfer agents from a certain environment to
another. In general, existing migration mechanisms are classified into three methods
based on mobile code, weak migration, and strong migration. This classification
depends on which internal parts - program, data, and execution stacks - of agents can be
transferred during migration. If only agents programs are transferred, these agents are
called mobile codes or downloadable software. The migration mechanism that transfers
agents programs and data are called the weak migration. Most of existing mobile agents
frameworks employ a weak migration mechanism. The problem is that weak migration
mechanisms cannot transfer agent’s execution stacks. This means that we cannot use
Prolog-based backtracking techniques if we use a weak migration mechanism. If agent’s
program, data, and execution stacks are transferred, the migration mechanism is called
the strong migration. In order to continue backtracking process during migration, agents
need to bring their execution stacks from one computer to another. Therefore, in MiLog,
agents are transferred by using a strong migration mechanism.Also, agents should be able
to reactively respond to changes in an environment. Therefore, we propose an anytime
migration mechanism for MiLog agents. Anytime migration enables mobile agents to
migrate reactively and execute their jobs continuously even after migration. Anytime
migration is based on strong migration described above and interruption. Interruption
techniques are used for reactive behavior of agents.

Another significant difference between MiLog and similar approaches is the MiLog
can provide web-related functions (e.g. Web servicing function, information-extracting
function from web, etc.).

The rest of this paper consists of the following 4 sections. In Section 2, we present the
architecture of MiLog. In Section 3, we show implementation of MiLog by using Java.
In particular, we present a HTTP-based communication mechanism among agents, and
an anytime migration mechanism. In Section 4, we present the performance of MiLog
and its practical applications. Then, we discuss about a tracking technique for transferred
mobile agents and a security model. In Section 5, we present related work to compare
our approach with other approaches. Finally, in Section 6, we describe some concluding
remarks.

2 Architecture of MiLog

MiLog is implemented on Java. MiLog can be used on any operating systems that are
supported by Java (e.g. Mac OS, Windows 95/98/2000/NT, Linux, Solaris, FreeBSD,
etc.). The MiLog runtime environment manages resource of all agents. The environment
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invokes one meta-agent and one HTTP server agent at starting time. Agents have their
own execution stacks, codes, and data. In MiLog, we have implemented extended Prolog
predicates (functions) by using Java. We can develop built-in procedures in MiLog by
using Java. In addition, since the MiLog environment is implemented as Java classes, we
can build it into our own Java programs and use MiLog functions from Java programs.

An agent consists of a meta-interpreter and a base-interpreter. The base-interpreter
is a Prolog interpreter that executes programs for agents. Meta-interpreter manages
interruption of execution of the base-interpreter and communication among agents. Each
MiLog runtime environment has one meta-agent and one HTTP server agent. The meta-
agents are prohibited to migrate, and have a special interpreter to manage migration,
communication among agents, and HTTPaccess functions. The HTTP server agents
have special functions to manage HTTP requests.

3 Implementation of MiLog

3.1 Communication Mechanism Based on HTTP

In MiLog, all communications among agents are based on HTTP. Agents can receive an
HTTP request message as a query in Prolog. Fig. 1 shows the communication mechanism
between two MiLog agents. Agents can communicate based on two types of communi-
cation mechanisms. One is the “query” method that sends a query message to another
agent, and waits a reply from that agent. The other is the “request” method that sends a
query message to another agent without waiting a reply. Fig. 1 presents an example of
communication via the “request” method between two MiLog agents. The sender agent
tries to request sending a massage to the meta-agent that locates on the same MiLog
runtime environment. Then the meta-agent tries to send the message to another meta-
agent in a remote environment in which the receiver agent exists. To send the message
to a remote computer, the meta-agent uses a built-in predicate. A MiLog environment
can receive an HTTP request via a request router that has been implemented in Java.
Then, the received message is passed to an HTTP server agent. The HTTP server agent
tries to send the message to the meta-agent in that environment. If this meta-agent is
doing tasks, the HTTP server agent waits until finishing these tasks. The HTTP server
agent can keep several messages in a message queue. The meta-agent sends the message
to the receiver agent. The receiver agent evaluates this message as a query message.
In this case, the receiver agent does not reply since this communication is based on the
“request” method. In the case of a “query” message, the sender agent suspends and waits
the reply (the result) of the query message. The receiver agent does reply the result of
evaluation of the message received. The sender agent is resumed by his environment’s
meta-agent and received the reply message.

In addition, MiLog agents can access to WWW servers on the Internet. Also, they
can be received HTTP requests as a WWW server. To access WWW servers, agents use
MiLog built-in predicates. To respond HTTP requests, agents receive them and send
answers via the request router and the HTTP server agent.
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Fig. 1. Communication between Agents

3.2 Implementation of the Anytime Migration

The anytime migration consists of interruption and strong migration. An interruption
mechanism is realized based on a two-layered architecture.Agents have two interpreters,
a base-level interpreter and a meta-level interpreter. The base-level interpreter handles
to execute agent’s task. The mete-level interpreter manages interruption and migration.
The layered architecture enables users to distinguish their agent programs into codes for
agent’s task itself and codes for handling interruption and migration. Users can easily
write reactive behavior for agents by using meta-level interpreter. The followings are
the advantages of the interruption mechanism. 1) The interruption mechanism enables
agents to migrate anytime even if the migration was not expected previously. 2) Users
can be relieved to write codes to interrupt. If users write codes for interruption, users
need to carefully write how to suspend and resume tasks.

In order to implement strong migration, we need to capture agent’s current execution
stacks. Although Java supports capturing contents of static objects, it does not support to
capture execution stacks. There exist several studies to capture execution stacks. There
are two main approaches. One is to modify the Java virtual machine(VM). The other is to
implement its own JavaVMs. Related work is presented in Section 5. These extensions or
modifications of the JavaVM cannot keep the JavaVM compatible. Therefore, in MiLog,
we implemented a Prolog interpreter on the JavaVM. In MiLog, internal execution stacks
in a Prolog interpreter are constructed based on Java objects. This enables us to capture
execution stacks by using serialization techniques for Java objects.

Fig. 2 shows an internal structure of execution stacks at the point of serialization.
All Prolog related stacks (i.e. a control stack, a choice point stack, and a trail stack) and
the program counter are implemented as java objects, and linked together by pointers.
In order to effectively serialize all of the objects, we prepare a special object that has
several pointers that refer these objects. All we need to do for serializing all of the
objects is to apply the Java serialization method to this special object. By using the Java
serialization method, we can get a binary data that keeps all object information and all
pointer information.

The timing for capturing is one of the most important points to implement migration
mechanisms. We decompose an internal processing of the Prolog interpreter into several
units (one unit is called a stage). MiLog can capture the execution stack when a stage is
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Fig. 2. Capturing execution stacks based on Java serialization technique

transferred to another stage. In MiLog, we utilize the box model[3] to define one stage.
The box model provides a simple way to show the control flow of Prolog. This model
has been adopted in a lot of Prolog systems, and used for debugging in general. In box
model, one goal (procedure) is modeled as one box. Each box has four ports (CALL,
EXIT, FAIL, and REDO) through which Prolog interpreter can enter (CALL/REDO)
or leave (EXIT/FAIL) the goal. In MiLog, each entering and leaving step is defined as
one stage. The followings are meaning for each port. CALL: When Prolog interpreter
tries to prove the goal, it enters from the CALL port. EXIT: If Prolog interpreter entered
from the CALL port, it can leave through EXIT port if the goal is proven. FAIL: If
Prolog interpreter cannot prove the goal it leaves from FAIL port. REDO: When Prolog
interpreter is backtracking, it enters into the goal from the REDO port. These boxes are
linked from port to port.

Based on the above stages, we realized an interruption mechanism. In an agent, when
the agent received an interruption signal, the meta-interpreter set the agent’s State flag
to suspend. The base interpreter checks the agent’s State flag once a stage. If the State
flag is suspend, the base interpreter captures the execution stack.

Fig. 3. Migration with graphical user interface

One of the most important issues for Java-based mobile agents is the way to migrate
an agent that has graphical user interfaces(GUI). Since there exist non-serializable com-
ponents in Java API (e.g. some components of Swing package), it has been difficult to
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transfer non-serializable GUI. In MiLog, agents can transfer Java-based GUI even if it
consists of non-serializable components. Fig. 3 shows the migration mechanism with
GUI in MiLog. In MiLog, agents have only property information on GUI components.
This property information (e.g. the size and location of a window, etc.) is read via the
property read/write built-in methods. Before migration, agents read properties from GUI
components, and store the properties as a clause set in MiLog. Then, after migration,
agents restore GUI components based on this clause set via the property read/write built-
in. The followings are advantages of this method. (a) An agent can behave like as he
brings his GUI even if that GUI consists of non-serializable Java components. (b) By
adjusting the property read/write built-in predicates, we can restore GUI components
that are more suitable to the current Java environment. Assume that Java environment 1
has Swing package (the Java-based most recent GUI library), and Java environment 2
has only AWT package (the basic Java GUI library). Since the agent has only property
information, this agent can restore the GUI component by using Swing package and
AWT package in the Java environment 1 and the Java environment 2, respectively.

4 Discussion

4.1 Performance of MiLog

MiLog is implemented in 100% pure Java. Therefore, we can use MiLog on any computer
that has Java VM. MiLog is provided as a Jar archive (Java’s standard archive format),
the size of the Jar file is 284KB. It is small enough to quickly download. The work
for installation is only setting one Java class path. It is simple enough to quickly start.
Performance of MiLog interpreter is 27.53 KLIPS on the following environment : AMD
Athron/700MHz, 128MB Memory, Windows98, and IBM JDK1.1.8. The followings
are concrete data for a simple agent that makes 100 round trips between one computer
and another. In MiLog, the program length and the program size are 14 lines and 293
bytes, respectively. They are 82 lines and 1,775 bytes in the case of Aglets SDK 1.0.2.
Aglets SDK has been one of the first Java based mobile agent systems[16]. The Aglets
framework employs a weak migration mechanism that transfers only agent’s program
and data. In MiLog, the amount of data for one migration is 2005 bytes. In the case
of Aglets SDK 1.0.2, it is 2,058 bytes. In MiLog, the required time to one migration
is 166.2 milliseconds. In the case of Aglets SDK 1.0.2, it is 69.33 milliseconds. These
results show that MiLog based on strong migration is thoroughly effective for developing
mobile agent systems.

4.2 Applications

As practical applications, the following applications have been developed using MiLog.
GroupBuyAuction[29]: GroupBuyAuction is an agent-based virtual commerce server
that allows volume discount. In GroupBuyAuction, while buyer agents can make a
coalition (a group), seller agents can offer group discount price for the coalition. These
seller agents and buyer agents have been implemented on MiLog. Also, the place on
which these agents negotiate has been implemented on MiLog. Meeting scheduling
system[21][26]: We have developed a meeting scheduling system that has two types
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of scheduling mechanisms. One is based on multiple negotiations among agents[21].
The other is based on a weighted distributed constraint satisfaction mechanism[26].
Since both of the mechanisms need agents that can continuously infer during migration,
these agents are effectively implemented in MiLog. Group Choice Design Support
System(GCDSS)[10][11]: GCDSS[11] is an agent-based group decision support sys-
tem that can support group selecting a desired alternative from several candidate alter-
natives. In this system, agents negotiate with each other on behalf of their users. As
negotiation mechanisms, we proposed a persuasion mechanism[11], and an argumenta-
tion mechanism[10]. Logic programming in MiLog helped us to build these mechanisms.
BiddingBot[9][12]: BiddingBot is an e-commerce support system that can support to
monitor, attend, and bid in multiple online auction sites. MiLog’s WWW access and
WWW server functions enable us to effectively implement this system.

4.3 GUI Development Tools: MiPage and iML

Existing development tools for mobile agents have not focused on building GUIs. MiLog
supports efficient GUI development. In order to support to implement GUIs, we have
developed the following two rapid development tools: MiPage and iML. In MiPage,
users can use MiLog as a scripting language in HTML documents. This means that
users can embed MiLog programs in HTML documents like Java scripts. The difference
is that MiLog programs are executed on Web servers, whereas Java scripts are executed
on Web browsers. Users can access to their agents via Web pages that are created by using
MiPage. By using iML, users can write MiLog’s GUIs in Java. These GUIs developed
on iML are automatically created as parts of a MiLog agent. This means that users do
not need to spend time to implement connection parts between Java and MiLog. As we
present on Section 3.2, these Java-based GUIs can be migrated with agents.

4.4 Tracking Transferred Agents and Security Policy

In order to track transferred mobile agents, each meta-agent has a list that contains name
of agents who visited the meta-agent’s environment. Also, this list has information on
where each agent left. For example, if the agent “Smith” went to the neighbor computer
“comp A,” this list has the information “Smith : comp A.” This information is similar
to “footprint” of agents. In order to track a certain agent, we can follow this footprint
information. Whenever agents leave from a certain environment, the meta-agent in that
environment updates the list. Users can track their own agents. If a user want to know
where his agent is, he accesses to the meta-agent in his environment via a WWW browser.
The meta-agent follows footprints and finds the user’s agent by asking other meta-agents.
Then, the meta-agent tries to establish connection to the user’s agent. The user can now
access his agent directly.

Security is the one of most important issues for mobile agents. There have been
several researches on security of mobile agents[6][16]. Although our main focus is not
on security, it’s important to consider a security policy for MiLog. In MiLog, we assume
that all MiLog environments should trust with each other, and agents also trust with
each other. The MiLog environments are distributed on the Internet. This means that
network bandwidths and latencies are varied, and sudden disconnection may occur.
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On this assumption, the followings are two main issues that should be considered: (a)
Protecting a machine from untrusted agents, and (b) Protecting an agent during migration.

In order to realize the first issue, when migrating agents, MiLog environments try
to authenticate with each other. We employ an authentication mechanism on host-to-
host communication including transmitting of agents. The authentication mechanism
is based on secret key encryption techniques. We assume a group of MiLog environ-
ments in which a unique secret key is distributed and stored. Authentication information
made by the secret key is put in header field of a request message for transmitting an
agent. Transmitting of the agent is accepted by the destination only if the authentication
information is valid for that group.

Although all hosts in that group are trusted, network is still untrusted. Someone
could tamper or modify requests for migration on the network. Secure connections are
important for this reason. This is the second issue. We use the Secure Socket Layer
(SSL), which is a widely used public-key-based network security protocol that provides
authentication, privacy protection, and data compression. In our implementation, two
methods for connections, a simple socket-based method and an SSL-based method,
are used. The advantage is that it makes better performance with enough security on
the situation. For improvement of performance and stability, Sun’s Java Secure Socket
Extension (JSSE) APIs are used in our implementation.

5 Related Work

In this section, we show the difference between our approach and other approaches. We
classify related mobile agent systems into the following 4 categories. a)Systems based
on their own interpreter: These mobile agents systems (Telescript[27], TACOMA[13],
Ara[20], MESSENGER[2], D’Agents[7],Flage[15], Mobidget[5], etc.) have their own
interpreter to run agents. In general, they can use strong migration mechanism, since they
can create their own interpreter based on their own design. The problem is that there
is no compatibility with other software. b) Systems based on weak migration and
the original Java interpreter: In general, in Java-based mobile agents systems(Aglets
Software Development Kit[16], Concordia[28], Mole[1],Voyager[18], MobileSpace [8],
Bee-gent[14], Gossip[25] ), a mobile agent is developed as a Java class. The problem is
the normal Java interpreter does not support capturing the execution stack. Therefore,
they use weak migration. This means that agents cannot use backtracking and infer
effectively during migration. c)Systems based on strong migration and extended
Java VM: Systems (NOMADS[23] and MOBA[22]) in this category extended the Java
VM in order to realize strong migration. They, however, lost Java’s compatibility that
is the most important feature of the Java VM. d)Systems based on strong migration
and their own interpreter written in Java: MiLog, Plangent[19], and Jinni[24] are
classified into this category. Plangent is a plan-based mobile agent system. The main
difference between Plangent and MiLog is when agents can migrate. MiLog’s anytime
migration enables agents to move when they want. On the other hand, Plangent’s agents
cannot move during they are planning. They can move after finishing planning. Jinni is
a Prolog-based mobile agent system. The main difference between Jinni and MiLog is
an implementation method of migration. While our anytime migration enables agents
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to infer by backtracking even after they migrate to another computer, Jinni’s live code
mobility does not handle backtracking during migration.

6 Conclusions

In this paper, we present an implementation of a Java based framework for building
mobile agents : MiLog. The followings are significant advantages of MiLog. 1)Any-
time Migration : The anytime migration enables MiLog’s agents to reactively and
autonomously migrate from one computer to another. Agents can continue their infer-
ence during migration. In MiLog, we have developed a Prolog interpreter on the Java
VM. This enables us to capture the execution stacks of agents, and realize an anytime
migration mechanism. 2)Portability and Usability : As we discussed in Section 4.1.,
MiLog is small enough to quickly download, and is simple enough to quickly start.
Namely, MiLog has high portability. MiLog also has high usability. In a lecture (AI pro-
gramming) of our department(ICS/NIT), most of undergraduate students could create
simple MiLog-based applications. 3)User Interface Development support: Existing
systems ignore the importance of user interface, and leave it to the program language
itself they used. In order to use mobile agents to build practical applications, it is im-
portant to support developing user interfaces. In MiLog, we provided MiPage and iML.
These tools can assist users to create user interfaces.
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Abstract. This paper explains our approach to building knowledge-
based information agents. Instead of building an agent from scratch, we
advocate building an agent by adding knowledge to a framework. Knowl-
edge is classified into three categories - general knowledge, domain spe-
cific knowledge and site specific knowledge - which enables knowledge
reuse and sharing. The paper details the agent architecture, the com-
ponents of each category of knowledge and the main functions of the
framework.

1 Introduction

Information agents are intelligent pieces of software which can automatically
search for information on the WWW [2] [10]. They usually deal with multiple
Web sites in a single domain or multiple domains. One key step of building
information agents is to extract information from multiple Web sites, that is, to
transfer important information to structured data so that more accurate search
can be carried out as querying a structured database.

The main challenge of building an information agent is how to make the
agent scalable and adaptable. More and more online documents are becoming
available and each has a different data format. The number of Web sites and their
domains is huge and is growing very fast. Existing Web pages are being updated
continuously, and their data formats may be modified at any time without any
warning. While it might be easy to handcraft an information agent for one
particular Web site in one specific domain for a particular time, how to update
the Web site, how to adapt it and make it scalable to new Web sites and new
domains, is a big challenge. There is an urgent need to develop methods and
tools to ease agent generation and adaptation.

Recent research has used machine learning technology to build scalable
agents [1] and to automatically learn information extraction patterns [6] [7] [9].
However, these systems work on relatively structured Web pages. The major-
ity of Web pages with flexible data format, for example, data presented in free
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text and spread across sentences and paragraphs, are out of reach of current
automatic systems.

Our research introduces a knowledge-based approach to support the gener-
ation and adaptation of information agents. We view an information agent as
a knowledge-based system. The knowledge for guiding information extraction,
such as information extraction patterns, is saved in the knowledge base of the
agent. The information extraction process is coded as an inference engine. We
assume the knowledge can be separated from the information extraction process.
Instead of building an agent from scratch, an agent can be generated by adding
knowledge bases to a reusable shell. An agent can be adapted to new domains
and new Web sites by changing the knowledge bases. In slogan form,

Information Agent = Knowledge Bases + Agent Shell

We focus on building agents for information extraction from semi-structured
data, that is data in an intermediate format between data in free text and struc-
tured data in databases. Typical examples are Web pages provided by online ser-
vices such as classified advertisements, product categories, and telephone books.
We believe that knowledge plays an important role for information extraction
from semi-structured data, and information extraction from semi-structured data
can be achieved based on a limited amount of knowledge with only simple natu-
ral language processing. Semi-structured data provides the right level of diversity
and difficulty for testing our methods.

The rest of this paper is organized as follows. Section 2 discusses the knowl-
edge that is useful for building agents and describes our classification of knowl-
edge into three categories. Section 3 introduces the agent architecture. The two
main parts of an agent, the knowledge bases and the information extraction
engine are discussed in Sections 4 and 5 respectively. Section 6 gives some ex-
perimental results, while the final section concludes this paper.

2 Knowledge Classification

Focusing on information extraction from semi-structured data, we have exam-
ined thousands of Web pages. We summarize the knowledge that is useful for
guiding the information extraction as follows. We classify knowledge into three
categories: general knowledge, domain specific knowledge and site specific knowl-
edge.

– General Knowledge. General knowledge is true for most online documents, if
not for all of them, that is, the knowledge is both domain independent and
site independent. Typical examples are the common usage of HTML tags,
for example, what is a table, what is a paragraph, and what is a line.

– Domain Specific Knowledge. Domain specific knowledge is true in a partic-
ular domain. The knowledge is site independent, that is, the knowledge is
consistent for most Web sites if not for all of them as long as the Web sites
present data in the same domain. For example, in the real estate domain,
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each property in an online advertisement has a suburb where it is located;
the price for renting a property is usually denoted by a “$”, followed by a
number, and a unit such as “per week” or “per month”. Domain specific
knowledge is usually specified using terms in a specific domain and may not
generalize to other domains.

– Site Specific Knowledge. Site specific knowledge is true for a particular site.
To prevent the intersection with domain knowledge, we define the site specific
knowledge being domain independent, that is, if the knowledge is true for this
site and also true for this domain, then it is classified into domain knowledge.
Site specific knowledge mainly consists of the site specific data formatting
conventions, for example, in a particular Web site called NewsClassifieds,
suburb names are printed in all capital letters. Site specific knowledge is
tailored to a specific site and unlikely to be consistent with other sites.

This knowledge classification enables knowledge reuse and sharing, and also
gives guidance for agent adaptation. General knowledge is completely reusable
and can be shared for many information extraction tasks. Domain knowledge can
be reused and shared for Web sites in the same domain. Site specific knowledge
is limited to Web pages on the same site.1 To adapt an agent to a new domain,
new domain specific knowledge is needed. To adapt an agent to a new site, new
site specific knowledge needs to be added.

3 Agent Architecture

The architecture of our knowledge-based information agent is shown in Figure 1.
An agent contains three knowledge bases and a framework. The three knowledge
bases are: General Knowledge Base (G), Domain Knowledge Base (D), and Site
Specific Knowledge Base (S). The framework contains three main functions: Web
Access Engine, Information Extraction Engine and Matcher.

We detail the three functions as follows:

– The Web Access Engine utilizes site specific knowledge to get access to
the Internet and download Web pages. When the information source has
a searchable interface, the Web Access Engine needs to use the original user
query or the structured query (the IE results from the original query) to
interact with the interface.

– The Information Extraction Engine uses general, domain specific and site
specific knowledge to extract information from both the user query and Web
pages, and to save them as structured data.

1 We do not expect site specific knowledge can be shared by different domains on the
same site, because the information to be extracted differs greatly from one domain to
another. Actually, one site with different domains is regarded as different sites, that
is, one site has only one specific domain. For example, the NewsClassifieds with real
estate advertisements is one Web site and NewsClassifieds with car advertisements
is another Web site.
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Fig. 1. The Architecture of Knowledge-Based Information Agents

– The Matcher matches the structured query with the structured data of Web
pages and outputs the results.

An agent shell includes the framework and the general knowledge base. An
information agent can be built by adding the domain knowledge base and the
site specific knowledge base to the agent shell. An example of an agent shell is
given in [8].

As we mentioned in the introduction, this paper focuses on how to use knowl-
edge to extract information from Web page. The next two sections discuss the
main components of three knowledge bases and one main function of the frame-
work, the information extraction engine.

4 Three Knowledge Bases

Focusing on information extraction from semi-structured data, we summarize
the main components of the three categories of knowledge as follows:

– General Knowledge (G)
• The usage of HTML tags, particularly, the page structure levels (word,
line, paragraph, page) the tags are linked to.

• The identification methods of basic data types such as tag, text, charac-
ter, etc.

• Common sense knowledge such as related data are often presented to-
gether.

– Domain Specific Knowledge (D)
• The concepts and the relationship of concepts. For example, in real estate
domain, the concepts include “real estate ad”, “property”, “suburb”,
“price”, “size”, “type”, etc. The concepts can be put in a hierarchy,
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for example, “real estate ad” consists of a number of “property”, each
property consists of “suburb”, “price”, “size”, and “type”. The concept
in the last level (the atomic concepts) are called knowledge units (KU)
in this paper.

• How to identify the knowledge units (atomic concepts) and how to ex-
tract the value of knowledge units. Its major components include the
domain specific terminology (for example, in the real estate domain, a
suburb database can be used to identify the Suburb of each property
from online advertisements), and domain specific data formatting con-
ventions (for example, the Price for renting a property is usually a “$”,
followed by a number, and a unit such as “per week” or “per month”)

– Site Specific Knowledge (S)
• Site specific knowledge of the interface of each Web site. Most semi-
structured data is presented as the search results of local search engines.
In order to interact with the local search engine, the system needs site
specific knowledge of the interface of the local search engine. For example,
if the interface is an HTML form, the system needs to know the access
method “Get” or “Post”, and the way to generate query strings.

• The information extraction patterns for fields (a group of knowledge
units).

• Site specific information extraction patterns for concepts.
• Site specific usage of HTML tags
• Site specific concept hierarchy
• Site specific information extraction pattern for individual knowledge
units.
The site specific knowledge base does not have to be complete. All items
except the first one are optional. Site specific knowledge is used for de-
scribing some special sites which can not be described by domain specific
knowledge.

The three categories of knowledge have different priorities when they are used
for information extraction. The priorities are given as follows:

1. Site specific knowledge (S)
2. Domain knowledge (D)
3. General knowledge (G)

During the information extraction process, the site specific knowledge has
the highest priority and the general knowledge has the lowest. When there are
conflicts between the knowledge, the higher priority knowledge overrides the
lower priority knowledge. When we get a particular site, we search for site spe-
cific knowledge first. If some site specific knowledge is found, this knowledge is
used instead of the associated knowledge in either the general knowledge base
or domain knowledge base. For example, if a site specific information extraction
pattern is found for a special knowledge unit, then this pattern is used for ex-
tracting the knowledge unit, instead of using the more general pattern in the
domain knowledge base.
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5 Information Extraction Engine

The information extraction engine utilizes the three categories of knowledge,
extracts information from Web pages and saves the information as structured
data. Figure 2 shows how it works.

Structured Data

Site Pattern

KU  

   exists?

Web Pages

yes

Pattern Matching Page Segmentation (F2)

(F4)

 (F1)

No

KU or Field?
Field

KU KU Extraction (F3)

Grouping

S

S     D

S      G

S     D 

Fig. 2. The Information Extraction Engine

The input to the system is the source file of a Web page with its site name
(the Web site where the page is downloaded from). The output is a number
of concepts, each concept consists of a number of knowledge units. The system
first checks whether there are site specific patterns 1) If yes, then the page is
parsed through the pattern matching function. There are two kinds of output:
a) if the output consists of concepts or knowledge units, they are directly saved
to structured data. b) if the output consists of fields (each field contains one or
more knowledge units), then the fields are used as the input to knowledge unit
extraction function, and then through a knowledge unit grouping function, to
be parsed to structured data and saved. 2) If no, the page is parsed through
three functions: page segmentation, knowledge unit extraction and knowledge
unit grouping.

The four functions and the categories of knowledge they use are detailed as
follows:

– Pattern matching (F1): this function utilizes site specific knowledge, includ-
ing site specific information extraction patterns for concepts, patterns for in-
dividual knowledge units and patterns for a group of knowledge units (fields),
to parse a page into concepts, knowledge units and fields. The concepts and
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knowledge units are then saved as structured data and the fields are passed
to the next function.

– Page segmentation (F2): this function uses general knowledge of HTML tag
usage and site specific knowledge of HTML usage, if available, to parse a
page into “lines”, which can be a line, a table row or an item of a list.
It consists of four main steps: 1) representing a page as a character list,
2) rewriting the list using two tokens: tags and text, 3) classifying the tags
into groups according to the page structure they represent including “word”,
“line”, “paragraph”, 4) segmenting a page into “lines”.

– Knowledge unit extraction (F3): this function uses either domain knowledge
of knowledge unit identification and extraction or site specific information
extraction patterns for knowledge units, if available, to extract knowledge
units from each “line”.

– Knowledge unit grouping (F4): this function groups knowledge units into
concepts and it uses two kinds of knowledge

• either general knowledge of HTML usage or site specific knowledge, if
available, of HTML usage AND

• either domain knowledge of a concept hierarchy or site specific knowl-
edge, if available, of a concept hierarchy.

6 Experimental Results

Our first information agent CASA (Classified Advertisement Search Agent) was
built in 1997 [3] to search online real estate advertisements and help users to find
rental property. It successfully searched for information automatically from mul-
tiple Web sites. It performed better than local search engines based on keyword
matching.

An agent shell was developed based on the generalization of our first agent.
The reusable agent framework, including the functions for Web accessing, infor-
mation extraction and matching, forms the main part of the agent shell. The
knowledge bases are completely separated from the framework and only the gen-
eral knowledge base forms part of the agent shell. The other knowledge bases are
kept separate from the shell. New information agents can be built by adding a
new domain knowledge base and site specific knowledge base to the agent shell.
The agent shell was successfully used to build a car classified advertisement
search agent and a soccer score search agent [4].

Our experiments on building agents based on the framework show that:

– Our agent shell can be used to build information agents for multiple domains
and multiple sites. Our agent can be easily adapted or extended by modifying
or extending its knowledge bases, while most current information agents are
tailored to one specific domain and are difficult to scale up.

– Our agents built using the agent shell accept user queries written in restricted
natural languages, since the information extraction engine can extract spe-
cific requirements from the user query using the same method for extracting
structured information from Web pages. The interface of our agents can be
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as simple as that of keyword search engines with one single text input field.
The interface is easy to generate and easy to use. The interface does not
need to change for different domains. This differs from current local search
engines, in which different user interfaces need to be designed for different
domains.

– The information agents generated using our agent shell show better perfor-
mance than local search engines based on keyword matching. The reason is
that the information extraction engine transfers both the query and Web
pages into structured data represented as a set of knowledge units. The
matching is carried out between knowledge units which is more accurate
than keyword matching.

In order to evaluate the agent’s performance on information extraction from
Web pages, we tested our agent on Web pages downloaded from over 100 Web
sites. This paper will give some results based on our basic corpus. Our basic
corpus was built by down-loading Web pages from 24 Web sites, 12 in the real
estate advertisement domain and 12 in the car advertisement domain. Most
of the Web sites are chosen from the top sites indexed by the search engine
LookSmart at http://www.looksmart.com.

We use two parameters widely used in information extraction, precision and
recall to evaluate our system. Precision is the percentage of correct responses
out of all responses. Recall is the percentage of correct responses out of the total
of correct answers. For each page, the information extraction answer keys are
generated by manually correcting the output of our system. The performance of
our system is evaluated by comparing the output with the answer keys.

In order to evaluate the performance of different steps of information ex-
traction, we calculate precision and recall for the extraction of knowledge units,
knowledge unit groups, and concepts.

– knowledge unit. Each knowledge unit is correct if its name and value are the
same as that of the manually generated answers. The precision and recall of
knowledge units indicate the ability of extracting individual knowledge units
from Web pages.

– knowledge unit groups. We define a knowledge unit group as being correct
when the correct knowledge units have been put in the right concept (group),
ignoring false positive or false negative knowledge units. The precision and
recall of knowledge unit groups indicate the ability of grouping knowledge
units into concepts.

– Concept. A concept is considered correct when its all knowledge units at
the lower levels are correct, that is, the concept is perfect, all of its knowl-
edge units are extracted and all extracted knowledge units are correct. The
precision and recall of concepts indicate the ability of extracting a “perfect
concept”.

The results are given in Table 1. The results show that our agent performs
well on multiple Web sites, including Web sites with flexible data formats such
as data presented as free text in paragraphs.
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Table 1. Information Extraction Results

Domain KUa KU Groups Concept
Pb Rc P R P R

Realesd 87-100 76-100 75-100 75-100 66-100 60-100
Care 92-100 95-100 94-100 97-100 56-100 56-100

a KU: Knowledge Unit
b P: Precision
c R: Recall
d Reales: Real estate advertisement
e Car: Car advertisement

7 Conclusion

This paper introduces a framework for building knowledge-based information
agents. The knowledge-based approach that separates knowledge bases from
other processes supports easy agent generation and adaptation. A new agent
can be generated by adding new knowledge bases and an agent can be adapted
by changing the knowledge bases. The classification of knowledge into three
categories enables knowledge reuse and sharing. The general knowledge base is
completely reusable and is built as part of the agent shell. The domain knowl-
edge need to be changed for new domains and the site specific knowledge needs
to be extended or learned for new Web sites.

This research focuses on semi-structured data and has been successful at
extracting information from multiple Web sites in limited domains. With the
rapid growth of the Internet, more and more services are become available on-
line. Many of them present semi-structured data, for example, product catalogs,
weather forecasts, phone books and stock market quotations. Our system is
very useful for building information extraction systems for these online services.
Users can generate their own information extraction system by creating knowl-
edge bases and plugging them into our reusable shell. We believe this is much
easier and faster than building a system from scratch.

We are currently working on how to learn part of the knowledge automati-
cally. An algorithm is developed to learn site specific information extraction pat-
terns from tabular Web pages [5]. Future work is needed to improve the learning
techniques and to reduce manual work required for building and updating the
knowledge bases.
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Abstract. The difficulty associated with placing intelligent agents in
environments is in part one of designing the means by which they sense
their world. If the world is complex, or if the information available in the
world is in an inappropriate form, then a mismatch between the informa-
tion in the environment and the information required by the agent can
exist. Practical means of dealing with this mismatch are available but
designing the system requires careful modelling. By modelling perception
as the module within the agent responsible for sensing and making sense
of the environment several advantages are realised. The explicit represen-
tation of perception allows consideration of the issues, affords software
engineering advantages with respect to the specification and design of
systems and is compatible with many accepted definitions of agency.

1 The Environment–Agent Information Mismatch

Agents must sense the environments in which they situated in order to act.
Beyond simply sensing the environment, agents must often store manipulate,
model, and abstract the information coming from their sensors in ways that allow
action, reasoning, or otherwise functions. Developing a model of the environment
to support reasoning requires a mapping from the information available in the
world to the form required internally by agent. If the environment is sufficiently
rich or if there is a significant mismatch between the information available in
the world and that required by the agent this mapping is not straightforward. In
practice this information mismatch is solved in a number of ways. Conceptually
it is common to think of an ‘interface’ or an API to an agent that allows it to
interface with other systems. This interface provides the mechanism by which
data enters the agent and typically there will be some manipulation or translation
of data within this interface. This model of situating an agent in an environment
is suitable if the information mismatch is small.
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There are other ways of dealing with the mismatch however. It might be
possible to design into the environment information structured in the form re-
quired by the agent. Meta-data within web pages is an example of an effort
to provide constructs in the environment in a form appropriate for information
agents reasoning. Just as the environment can be pushed conceptually closer to
the agent so too can the agent be pushed closer to the environment. Sometimes
this may be a compromise in agent design [13], or it may force the design of
agent architectures that are designed to function directly with the information
in the environment. An extreme case of this is Brooks’ robots that utilise a
subsumption architecture that provides the capacity to reason with virtually no
representation of the environment at all [3]. The mismatch can removed if all
of the system components utilise the same set of concepts. This drives research
into ”standard” or sharable ontologies. Finally a sophisticated mapping func-
tion can be added to convert from the form of the information available in the
environment to the form required by the agent [7].

Within this landscape of agent–environment possibilities lies a design space
that requires careful modelling. The task is to determine the concepts required
by the agent and those that are to be made explicit in the environment. If these
are different—as they almost inevitably are—then some way of resolving this
mismatch is required.

Several design considerations are important in determining the nature of the
solution. The following section provides a model of agency that addresses some
of these issues. Later sections provide examples of agent systems that illustrate
some of the issues.

2 Agents, Perception, and Agent Oriented Design

This paper addresses the problem of the information mismatch by explicitly
modelling the function of sensing and representing the environment as a module
within the agent—the perception module. This explicit modelling of perception
as a module of an agent provides design and implementation time advantages for
dealing with the agent–environment information mismatch. Not only is this view
of perception in keeping with the anthropomorphic nature of the agent metaphor
but it is compatible with most commonly accepted definitions of software agency.
It is also in keeping with previous work where a module was added to provide
the sub-cognitive aspects of the behaviour of an agent where the cognitive part
was provided by a BDI agent [6].

A number of methodological approaches for the design of agent oriented sys-
tems have been suggested. These typically provide a set of base concepts that are
used to provide the means by which specification and design of the agent system
is undertaken. The Gaia approach [17] suggests that the use of interactions, roles,
services, and acquaintances. Another approach [12] is to model agents as systems
of beliefs, goals, and plans. Earlier work by Burmeister employs modifications
of object oriented CRC methods and defines an agent model, a collaboration
model, and an organisation model. In moving toward a unifying view of agent
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oriented software engineering this paper poses the following broadly accepted1

definition of agency.
An agent is an autonomous entity that can perceive and effect the environ-

ment in which it is situated.
Developing unified, or at least widely applicable agent oriented software engi-

neering methodologies should address these general properties of agency before
progressing to the more complex issues of team-work, roles, skills, goals, capa-
bilities, and the like. The following sections present a preliminary view on the
role of perception in the design of agent oriented systems. The explicit modelling
of perception as a module of the agent allows a detailed focus on the interface
between agent and environment that might otherwise can be problematic.

By considering the nature of the concepts that should be reasoned about,
those that should be represented in the environment, and those that can be
perceived an iterative design process makes explicit the important design choices.
Typically the designer will iterate amongst these activities within the constraints
of the design space to arrive at a solution.

Designing the flow, abstraction, and representation of information with an
agent system is an important part of the overall system development process.
Generally more complex environments will require more sophisticated sensory
systems. Agents operating in the real world—robots—generally require sophis-
ticated vision systems or location sensors. Agents that inhabit virtual worlds
require simpler sensory systems. The behavioural complexity of the agent is also
a factor. Agents required to exhibit very simple behaviors need little information
from the environment and thus need little in the way of sensory apparatus even
though their environment might be quite complex.

By explicitly representing perception it is possible to consider, in an abstract
way, the concepts relevant to a system and to address questions that arise.

1. What concepts are usefully represented within the agent?
2. What concepts are usefully represented within the agent’s environment?
3. What technology is available to sense the environment?
4. If there is a conceptual mismatch, what perception capabilities are available

to perform the mapping.
5. What types of agent architectures and languages will be used?
6. What types of behaviour is the agent capable of?

The three sections below consider the design of the agents knowledge base,
the design of the perception module and the design of the environment. It will
be necessary to iterate these design activities to arrive at a solution.

2.1 Designing Agent Knowledge Bases

The knowledge base of an agent reflects in part its model of the environment
in which it is situated. Different agents implement different representations of
1 This definition is a synthesis of a number of quite suitable definitions provide by
notable researchers. Definitions of agency by Wooldridge [11], Parunak [14], and
Shoham [16] are examples.
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the world. These can range from the complete absence of representation [3,4],
through simple propositional logic, to first order logics of the type implemented
by BDI agents [15].

The design process must determine the concepts about which an agent should
reason. For the purposes of this paper primary consideration is given here to
those concepts that in some way reflect the external world and are thus related
to perception but the task of determining the concepts that reflect internal states
of the agent are no less important.

Determining a useful and relevant set of concepts depends upon a number of
factors: the nature of the domain, the type of agent, the information available
from the environment, and the detail of the reasoning undertaken by the agent.
This section presents three different views that can be taken to assist in the
design of the knowledge base of an agent.

The selection of the concepts represented in the agent should reflect the
general abstract level of its reasoning. It is generally undesirable to mix levels of
abstraction in a module. Thus the concepts that represent the agents model of
the world should loosely match other aspects of reasoning. By adopting different
views it is possible to gain insights into the types of concepts that might be
relevant.

A Domain Focussed View: this view of agent knowledge base design consid-
ers the general domain and the type of agent being constructed and poses
the question — “What types of beliefs are relevant for the things that this
agent is modelling?”

An Environment Focussed View: this view of agent knowledge base design
considers the environment in which the agent will be situated and poses the
question — “What are the things in the environment in which the agent will
be situated that the agent can have beliefs about?” This is different from
the domain focussed view in that there are things within the domain that
may not be represented within the environment that the agent must function
in. This view is only possible if the nature of the environment in which the
agent is to be situated is known.

An Agent Focussed View: this view of agent knowledge base design consid-
ers the required behaviour of the agent being constructed and poses the
question—“What types of beliefs are required to support the reasoning of
the agent?” This approach has the advantage that only the knowledge re-
quired for the specific scenarios is generated and no time is wasted on su-
perfluous design. This approach has parallels to use case analysis in object
oriented programming [2] and forms the basis for a suggested methodologi-
cal approach to the design of these types of agents [8]. A use case approach
that is accompanied by extensions to the UML has been suggested for agent
systems [9].

If the agent is required to simulate human reasoning, even if constrained to
a specific domain, it is likely that taking the domain focussed view and con-
sidering the beliefs that might be possible in this domain becomes unwieldy. If



Designing Perception Modules to Shape Information for Agents 243

the environment into which the agent is to be placed provides the basis for the
knowledge base design the outcome is likely to result in a loss of abstraction.

2.2 Designing Agent Perception

The perception module is responsible for mapping the information from the
environment into the form required by the agents reasoning processes. In simple
environments or where there is little mismatch this module will consist of little
more than an interface specification. The design of this module must consider
the types of knowledge required by the agent—the output of the knowledge
base design process and provide them in the required form by converting from
the data available. The exact functional requirements will vary across domains.
The requirements of this process can be summarised as perceiving, recognising,
and relating the features of the environment that are important to the abstract
reasoning of the agent. This may include features in the environment, the activity
of agents, including plan recognition, intention recognition, and team based plan
recognition. Tidhar and Sonenberg provide a set of requirements on team based
intention recognition that may in part be managed by this module and Heinze
et. al. [10] provide a domain based view from a military simulation perspective
of the types of features that might be recognised.

The agent knowledge base design is likely to generate requirements whereas
the perception module design is likely to generate constraints. To develop an
implemented system requires that technology be available to meet the design
requirements. Examples from robotics of sophisticated perceptual systems are
common. In simulation Heinze, Goss, and Pearce [7] adapted a pattern match-
ing algorithm to provide a perception for an agent in a flight simulator. Similar
work in plan recognition, object recognition, and intention recognition in agent
systems will increase the feasibility of developing perception modules capable of
bridging larger conceptual gaps. Generically there are a number of information
processing functions that the perception module may subsume. Firstly the envi-
ronment must be sensed and data extracted. It may be necessary to transform
the data somehow. For example an axes transformation or a language trans-
lation. When multiple sensors provide data about a single object it might be
necessary to undertake some sort of sensor fusion. Perhaps the robot sees the
location of the wall and feels the location of the wall. It makes sense to fuse
all sensory data about the wall into appropriate forms. Conceptually the agent
“perceives” the wall. Finally, the classification or categorisation of things that
are perceived in the environment are forms of data abstraction and another type
of processing that may be required.

A number of support functions that might also fall within the scope of per-
ception. For example: observation, the scanning of a section of the environment
for a particular feature; recognition, the discovery of some familiar pattern in
the environment; prediction, the ability to ‘know’ what is about to happen based
upon the past.
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2.3 Designing the Environment

In certain cases it is possible to design the environment in which and agent
is situated. If this is the case it may be possible to remove the need for the
perception module, or at least simplify it, by designing in properties of the
environment that are agent-friendly in that they ease the task of perceiving that
world. In many cases the environment cannot be designed to aid the reasoning
of agents. For humans and robots the world can be bent and constrained but not
radically altered. Most robots will only operate in fairly limited environments
that can to some extent be designed but fundamentally those environments must
be sensed.

In the case of the web it is possible to influence, even if only in small ways, the
nature of the environment in which the agent exists. The XML standard is in part
an attempt to create an environment that is designed to suit the requirements of
information agents. Within small intra-nets it is possible to dictate in even more
specific ways the form of web pages thus providing the necessary informational
content.

In the case of virtual worlds inside simulators or games there is potential to
exert even larger control over the design of the environment. It may be possible
to add representations to the environment that assist agent perception. Other
agent environments are exploring notions of labelled environments for this very
purpose [1].

If the environment offers some level of design freedom then it is important
to consider the nature of the useful representations that should be built into the
world. The challenge of modelling perception does not get any simpler because it
is moved into the environment model. The design of environments that support
agents by providing direct access to useful conceptual structures raise becomes
tightly coupled with the design of the agents. Information agents that rely on
tags on web pages will perform better in sites where good meta-data is provided
but will likely be out-performed by agents that do not rely on tags in sites
that have misleading or no meta-data. There is a sense of surrendering some
of the autonomy with which agents are endowed to the environment and in an
implementation sense this is true. Agents are not autonomous in a pure sense but
are ‘situated in’ environments and thus substantially linked to them. A choice
to move aspects of the agent’s perception to the environment still results in an
agent that is autonomous within the meaning of ‘situated’.

3 Three Examples

Consider the following examples that illustrate some points on the landscape of
possible agent/environment design challenges.

3.1 RoboCup Robots

By utilising high level languages the designers of RoboCup Robots can take
advantage of conceptual constructs within the languages that afford easier design
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and implementation. This is particularly true when social aspects such as team
play are important and the need to reason about the actions of others.

If a robot wishes to simply move toward the ball then there may be no re-
quirement to explicitly represent the concept “ball” within the agent. Simply
adjusting gains an a simple sense-act control system may suffice. But if a robot
wishes to reason about the ball then it must first sense the ball and then charac-
terise it in a useful manner2. The same is true of opponents. Not only must they
be sensed but they must be represented for the purposes of reasoning. This rep-
resentation may be simple and involve characterisation of their position, and the
direction of motion—concepts that are reasonably apparent in the environment.
The representation may also be more complex and may involve characterisation
of aggregated or abstracted aspects of the environment. For example an agent
might see a defender. Defender is an abstract concept that is not manifested
in any particular physical difference between robots but is an inferred concept
based on observed behaviour. This illustrates the mismatch. The agent might re-
quire a concept like “defender” to manipulate for the purposes of reasoning. This
concept is not explicitly available in the world and must be somehow inferred,
mapped, calculated, extracted, or abstracted.

Alternatively it is possible to alter the environment to more directly support
the reasoning of the agents. Colored patches painted onto robots can make the
task of categorising team members and opponents simpler. Coloring robots is
in part an attempt to represent in the environment a concept—team—that the
robot requires and thus reducing the information mismatch.

3.2 Information Agents

The Web is a significantly simpler environment than the natural world. Infor-
mation agents that traverse the web need simpler sensory apparatus. Typically
an HTML/XML parser is the sensory apparatus of the information agent3 and
much simpler than the machine vision of robots. Information agents that provide
very simple search capabilities may require very little modelling of the web, the
domain of interest or of the web pages that are found. They simple return the
URL of a page that contains a matched substring. More sophisticated agents [5]
will utilise some form of intelligent reasoning to more accurately assess the suit-
ability of discovered pages. These types of information agents may require the
capacity to reason about the nature of a web page found, or to model web-
sites to provide an indication of the type of site or page that has been found.
These more intelligent information agents may reason about concepts that are
specific to the search domain. For example the ‘Sportsfinder’ [18] requires some
2 Not all robot systems represent concepts for the purposes of reasoning. Brooks’
robots inhabit complex dynamic worlds that must be sensed. Their subsumption
architecture provides the ability to act with little or no representation of the envi-
ronment.

3 Some web based information systems function by rendering the page and parsing
the resultant bit mapped image.
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knowledge of the general domain of sport to assist its reasoning. They may also
require some general knowledge about the likely structure of internet sites, and
the formatting of pages so that they can characterise information based upon its
location on a page or in a site. Supporting this type of reasoning requires that
information that is discovered on the web can be represented in a useful form.
It may be relevant for an information agent to classify a web site as being an
academic site, a business site, or a personal site. A human browsing the web can
make this judgement almost instantly but providing the same perceptive insight
for an agent is more difficult. The XML and meta-tags are attempts to provide a
mechanism for characterising web pages in a way that is useful for search engines
and intelligent information agents. In this sense it is much like the painting of
robots with red or blue circles to aid perception.

3.3 Computer Generated Opponents

Inside military simulators are models of the physical systems and models of
the human behaviour. Intelligent agents are used to model human behaviour
with more conventional technology for the aircraft, missiles, radars, and other
sensors. These models typically provide some form of structured data that feed
the intelligent agent a representation of the information that would be available
to the pilot of a real aircraft from their sensors.

Systems such as SWARMM [13] utilise the BDI agent model to implements a
high level means-ends reasoning that provides an appropriate level of abstraction
for modelling human and human-like decision making. This level of abstraction is
one of the strengths of BDI agents. It allows the analyst and designer to consider
models based on beliefs, plans, goals, and intentions. This representation has
utility in easing the knowledge acquisition task by reducing the semantic distance
between representations in the heads of domain experts and the finished software.
BDI agents manipulate abstract symbolic representations of knowledge in the
form of beliefs about their world. The abstract nature of the beliefs and the type
of reasoning produces an almost inevitable mismatch when these types of agents
are placed into complex environments.

In human-in-the-loop (HIL) simulators and computer games the user is pre-
sented with a rendered three dimensional display of the world. Agents inhabiting
the same simulators get a much different view4. When designing these simula-
tions there is a greater degree of design control available over the environment
in which the agent is situated than in the case of the virtual world of the Web
or the real world of robots. With the structure of the environment and the agent
both under design control the possibility for tailoring the environment for the
reasoning of the agents exists.
4 It might be possible to model perception in these systems by rendering the visual
scene that would be available to the agent and then providing the agent with machine
vision to decode the signal into its constituent parts. Common sense and engineering
pragmatism dictate that this is not common practice and in its place there is some
model of perception that takes data streams from the other components of the
simulation and maps these into the agent.
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Skillful experienced pilots, whether in a simulator or flying in the real world,
intuitively recognise situations as they happen. Providing this capability to
agents requires modelling of perception. A skilled pilot will recognise that the ge-
ometry of two “blips” on the radar screen indicates a certain type of behaviour—
perhaps a formation adopted just prior to an attack. This recognition is sub-
cognitive and requires no real thought. When designing an agent system that
can exhibit this type of behaviour there are three options. The agent might be
supplied with ‘raw’ data from the model of the radar which it must correlate
and reason about. The agent might be supplied with a perception module that
performs this task independently of its reasoning [6]. In keeping with the notion
of ‘tagging’ web pages for information agents or colored circles for robots it is
possible to label the virtual world to assist the task of perception.

4 Summary and Conclusions

Agent systems, by their very nature, presuppose a level of situatedness, au-
tonomy, modularity, and, often, intelligence. Furthermore, agents are often em-
bedded in existing environments. These features make likely the existence of a
mismatch between the conceptual representations of the agents and the informa-
tion residing in the rest of the system. The decisions about which concepts are
useful to represent is a software engineering issue with implications for research
into ontology and knowledge engineering.

The information mismatch can be overcome by moving the agent’s ontology
closer to that of the environment, as in Brooks’ robots. By explicitly represent-
ing concepts in the environment that are suitable for the agent, as in tagged
web pages. Or by providing a sophisticated perceptual system to perform the
mapping [7].

A model of agent systems that includes a perception module allows for a
model of these issues that spans the design space and allows for better manage-
ment of software engineering, knowledge engineering and ontology design issues.
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Abstract. This paper describes an information visualization agent that
realize retrieval to effective WWW information access. In this agent, the
link structure of WWW is displayed in a 3-D hyperbolic tree in which
the height of a node within the tree indicates a user’s “interestingness”.
Here, interestingness is calculated by a fitting function between a page
and user-supplied keywords, and this measure can be used to filter irrel-
evant pages, reducing the size of the link structure. Such agent functions
are incorporated within our browser, allowing us to discover desired pages
from a large web site incrementally. Relatively large web sites were se-
lected to show the performance of the agent with improved accuracy and
efficiency in WWW information access.

1 Introduction

It is natural to regard WWW as a repository for knowledge discovery on the
Internet. At present, such information can be accessed by a browser itself or by
using a keyword search function. However, it is difficult to discover desired web
pages using these functions due to the following reasons.

– Lack of global view of WWW information
There are no functions for viewing the overall structure of WWW informa-
tion. Thus, a user must access individual pages one by one.

– Lack of query navigation function
Although keyword search or database-like queries realize efficient informa-
tion access, it is hard for users to provide reasonable queries in knowledge
discovery processes.

Some solutions to the first problem have recently been provided. The hy-
perbolic tree, developed by Lamping[Lamping 95], is known among the human-
interface community as a reasonable tool for providing a global view of WWW
information. It presents a GUI for hierarchical information structure including
WWW and allows displaying the whole information structure within a hyper-
bolic plane. It also supports focus of attention by mouse operation; thus a user
can see the structure at any angle.
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As for the second problem, an automatic or semi-automatic structuring
method for WWW information has been reported in the database community.
Ashish, et.al.[Ashish 97] and Atzeni et.al.[Atzeni 97] developed “wrappers” to
structure multiple web sites and to construct a WWW information database.
Such approaches are useful for effective information retrieval by integrating var-
ious Internet sources and realizing SQL-like queries.

Although the above successful results were obtained by distinct communities,
we hope these can be integrated to give birth to supporting tools for knowledge
discovery from WWW information.

A hyperbolic tree approach is a comprehensive visual tool, but it is difficult
to access a large amount of information using mouse operation only. In contrast,
a database approach realizes efficient information access. This paper conjectures
that a combinatorial use of information visualization and retrieval functions can
navigate users to their desirable pages with improved accuracy and efficiency in
WWW information access.

We have organized this paper as follows: Section 2 describes features of our
WWW visualizing agent. Section 3 explains implementation of our agent. Section
4 provides experiment results, Section 5 compared with related works and the
final section contains our conclusions.

2 WWW Visualizing Agent

WWW visualizing agent (WVA) integrates structure visualization and retrieval
of WWW information, providing interactive and incremental access to Internet
sources. This agent has the following features:

1. Visualizing the whole structure of hypertexts
In order to look over a hypertext structure, the structure is displayed as a
hyperbolic tree where nodes of upper-level texts are put around the center
and their size is relatively large. In contrast, nodes of lower-level texts are
distributed at the corners of the display. A user can see a focal node and
nodes around it easily, and can also take in the larger hierarchical structure
at a glance.

2. Smooth change of focus
Focus change is used to access nodes of lower-level texts. From the viewpoint
of human cognition, this change is done smoothly, so that there is little gap
between text transitions. When the focal node is specified by a mouse click,
several displays (Di) are created and appear as a sequence D → D1 →
D2 → ... → D′ to show the continuous process of focus change. Mouse
dragging allows us to arbitrarily change viewpoints, and this provides a direct
manipulation interface to access nodes easily.

3. Attribute-value query on the semi-structured texts
This extracts information like attributes and keywords from a flat text and
realizes an attribute-value query. By parsing the text, such information can
be expressed as follows:

tag1.tag2. · · · .tagn.s ∈ t
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where t is a text, s is a string and tagi is a nested tag. The expression is
then matched with a user-entered query <tag′

1, ..., tag′
n, s′>. The matching is

approximated based on a similarity operator ∼, and is substituted in the
following conditions:

tag1 ∼ tag′
1 ∧ ... ∧ tagn ∼ tag′

n ∧ s ∼ s′

This means that we introduce a similarity measure between two strings or
tags and process a query by computing the fitness of texts to be retrieved
based on this measure. Retrieved texts are ranked in this way.

4. Visualizing attribute values for each node
Attribute values for each node have useful information to navigate users
to their desired texts. These values are also displayed within a hyperbolic
tree. Attributes such as the title of the text and the fitness to a query tell
users which nodes should be accessed. By changing the focus based on these
attribute values, users may easily access their desired texts.

5. Filtering texts based on attribute values
While every node is displayed in the previous feature, this feature eliminates
meaningless nodes by using a threshold to determine nodes to be displayed.
Consider node (t) such that every lower-level node (t′) of t does not have
a reasonable attribute value (which is determined by the threshold). In this
case, we remove t from the hyperbolic tree, and reduce the tree size. This
allows users to focus on interesting nodes.

The above features are interconnected. In particular, features (3), (4) and (5)
are repeatedly executed. Through such a process, a user progressively explores
the desired texts. This is a distinctive feature of our agent.

Our agent accelerates this interactive aspect by cooperating with a browser
because feature (2) above is inter-related with the browser. After a node is mouse
clicked, focus is changed, and the corresponding text is displayed in the browser.
In the same way, when a user browses a text, this text becomes the focus within a
hyperbolic tree display. This type of interaction helps users to understand which
portion of hypertext structure is focused on.

3 Implementation of WWW Visualizing Agent

Fig. 1 shows the WVA agent architecture. WVA takes the hypertext source
sent from a WWW server and accesses the server log for input information. This
information is processed by tag and string parsers, and is used in modules such as
the structure visualization. We also developed a browser that interacts with the
visualization module. All modules except for the string parser are implemented
in Java language, enhancing the portability of WVA.

The WVA output is shown in Fig. 2. A window is decomposed into a display
for the structure of hypertext and areas for inputting queries and commands.
Each text is displayed as a node whose height indicates node information such
as user-access count and fitness to a query. The height is a good indicator for
efficiently accessing interesting text.
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Tag Parser

String Parser

Browser

Visualization Module

Keyword set

Attribute-value set

Node set and Link set

WVA

WWW

Access Log

Fig. 1. Architecture of WWW Visualizing agent

Fig. 2. Output of WWW Visualizing agent
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A hyperbolic tree can be changed arbitrarily by mouse operation. Focus is
changed by clicking the mouse on a node. Mouse dragging can be accepted at
any position, making it easy for users to change the viewpoint of the tree.

3.1 Tag Parser

Tag parser parses the hyper-text specified URL and extracts an attribute-value
set constructed by tag and string. A tag indicates an attribute name, and a
string is regarded as an attribute value. WVA does not parse all tags provided
in HTML; it only extracts tags to make a document structure. We selected only
the following tags as attributes: title tag (<title>), headline tag (<h1>,...,<h6>)
and item tag (<ul>, <ol>, <dl>,..). In XML, we can regard a tag as an at-
tribute, so it is easy to extract the pair of attribute-value. In order to deal with
HTML like XML, we extend title tags and item tags to specify an option repre-
senting semantics of a tag:

<h1 sem=purpose> str </h1>

Though the browser ignores the sem option, the tag parser directly interprets
the str as the purpose. In general, HTML cannot be structured automatically,
but such an option helps to structure an HTML document.

The link relation among home pages is derived from the anchor tag. The
tag parser parses hypertext and goes to the next depth of pages by extracting
the anchor tag contained in hypertext. Hyperlink chain generally becomes very
long. We set a depth limit for the tag parser so it will not search below the depth
limit. We are also making a setting to read only one site.

The tag parser searches hypertexts in a width-first manner. To avoid loops,
it keeps all nodes already found. If we adopt a depth-first search, we cannot
generate a well-balanced tree.

3.2 String Parser

The string parser analyzes the string of attribute-value sets from the tag parser
and divides the string into clauses contained in the dictionary. The clause cannot
be divided more, so the string is replaced by the set of clauses. We derive only
nouns. We just compare two strings to judge whether two attributes are the
same or not.

3.3 Visualization Module

The visualization module extends a 2-D hyperbolic tree to a 3-D tree because
node information is represented as the height of the node. A typical hyperbolic
tree algorithm lays out nodes as a circle, but our algorithm lays them out as an
ellipse. Thus, front nodes cannot hide rear nodes.

Hyperbolic trees put a start node on the center, and child nodes are arranged
radially. This tree is constructed on the Euclidean plane. After all nodes of the
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tree are reflected in the hyperbolic plane, they are reflected in the ellipse plane.
The line linking each node draws a curve.

The process to display the tree structure is as follows:

1. The node (x, y) in Euclidean geometry is changed to hyperbolic coordinates
(x, y,

√
x2 + y2 + 1).

2. The hyperbolic coordinates of the node and the point (0, 0, -1) are linked,
and the node is reflected onto the ellipse plane. The coordinates become
(ax/(z + 1), y/(z + 1)).

3. In order to link each node, the hyperbolic coordinates of the node are re-
flected onto the plane (z=1). The set of points on the line is calculated and
reflected onto the ellipse plane.

4. A cone of each node is represented as the reciprocal of the distance from the
center. The height is decided by the attribute value of a specified parameter.

The focus is moved by mouse dragging. The drag events are reported one by
one, so the transformation of the hyper text structure is smooth.

3.4 Reducing the Tree

Filtering uninteresting nodes is the most important feature of WVA. Given a
query, the fitness to the query for each node is computed and is displayed as the
height of the node. The filtering function then removes nodes that have lower
fitness, and restructures a reduced hyperbolic tree. This is very useful for large
web sites because users can focus on interesting texts only.

Fig. 3. Filtering process

Fig. 3 shows a filtering process in WVA The left figure is a hyperbolic tree of
our university research division web site (Science University of Tokyo, Informa-
tion Media Center, http://www.imc.sut.ac.jp/) consisting of 226 texts. Since the
height of each node indicates the fitness of the associated text to a user-supplied
query, higher nodes are interesting for the user. There are nine nodes among a
large number of nodes in the figure.
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The right figure shows a reduced hyperbolic tree. Even uninteresting nodes
that are reachable to interesting nodes still exits in the hyperbolic tree. The
reduced tree constructs a web site for the user and allows the user to see the
manageable-sized web site. Although existing search engines list up pages that
are interesting for users, it is impossible to see the relationships between the
searched pages. In contrast, a hyperbolic tree representation allows users to
capture the web page structure and makes it easy to find interesting portal sites.
Moreover, some queries can be put incrementally, and more interesting pages
can be explored.

4 Experiments

We conducted two experiments in order to show the effectiveness of hyperbolic
tree visualization. One experiment sought to show how the accuracy and ef-
ficiency change with the use of visualization. The other sought to show the
effectiveness in long-term use.

A web site we used is our university research division site mentioned in
Section 3.4. We selected as subjects ten bachelors belonging to our university
who did not access the site before experiments. We divided the subjects into two
groups; one uses a web browser with hyperbolic tree visualization and the other
use the browser only. We gave each subject to 10 problems in which a hint is put
as an abstract of a text to be found, and recorded passage time to access all texts
and operation history. A problem was given, for example, “Search a text where
you can see the picture of XXX professor in YYY workshop presentation”. Since
sufficient keywords were given, the subjects could find target texts correctly. Note
that the possible operations the subjects used were mouse click for hyperlink
selection, page back and forward, home position and bookmark registration.
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Fig. 5. Title reference in browsing

Fig. 4 shows the number of texts the subjects found. The graph indicates
that use of hyperbolic tree visualization does not contribute efficient information
access at an early stage, but achieves efficiency when 15 minutes passed. This
means that global view function of hyperbolic tree visualization can assist users
to find their desirable texts efficiently when a target web site becomes larger.

Checking subjects’ histories about mouse operations is needed to clarify what
is going on in browsing texts. WVA allows user to specify a node by mouse move
and to see the associated text title. Fig. 5 shows how much times subjects see
text titles in browsing about 50 texts. The total times was over 100 titles to
see all the texts. At the beginning, the times increased dramatically, but were
slightly changed after ten texts were found. This indicates that users saw the
overall structure of the web site at the beginning and then found texts to be
accessed. As a conclusion, the structure visualization based on the hyperbolic
tree provides an efficient and exhaustive browsing function.

Our WVA was used in the project to stimulate and provided information
for the underpopulated area of Nagao in Kagawa prefecture. The project was
conducted for two years, but our system is still being used.

In this project, we focus on visualization and developed Visual Internet Po-
sitioning (VIP) that is implemented only by the visualization module in Fig. 1.
VIP is shown in Fig. 6 and is implemented in Java Applet to run on a general
web browser like Netscape. VIP starts by specifying the URL containing the
VIP applet. VIP is on the left frame, and a selected home page on the VIP is
displayed on the right frame. VIP is very simple to operate. Users click on a
node of the hyperbolic tree or input a URL into the text field, then VIP displays
the hyperbolic tree as the selected node in the center.

People can learn to use VIP very quickly because of VIP’s simple operation
and easy understanding due to the visualization. In this project, we tried to
evaluate other systems. Since they required complicated operations and expres-
sion, they did not spread very quickly, thus VIP thus contributed significantly
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Fig. 6. VIP(Visual Internet Positioning)

to this project. However, we also found that simple operation and visualization
can cause the user to lose interest.

5 Comparison with Other Work

Ashish et.al.[Ashish 97] and Atzeni et.al.[Atzeni 97] have attempted to structure
WWW information to support SQL-like queries. Their approach is to construct
a database from multiple web sites using “wrapper” programs that deal with
semi-structured information. Our framework does not compete with theirs but
may exploit it in generating attribute-value pairs from WWW information. The
difference is that a query in WVA is relatively simple because WVA just focuses
on retrieving desired texts. Thus, we do not necessarily deal with a general re-
lational model. This increases the efficiency of information retrieval by adopting
special data structures.

Visualization methods for WWW information are recently proposed within
a discovery science community[Hirokawa 98][Sawai 98][Shibayama 98]. However,
integration with information retrieval is not realized. In our approach, a web
browser was specially designed and implemented to communicate with visual-
ization and retrieval, showing the performance of this integrated approach.

Munzner designed an information space in which multiple hyperbolic trees
are configured three dimensionally [Munzner 98]. However, there are a number
of nodes on the information space map, and it is hard to focus on the appropriate
portion of a web site. An alternative visualization scheme was developed as a
“cone” tree by Robertson[Robertson 91]. In a cone tree, nodes are distributed in
a three-dimensional space, and thus front nodes may hide rear nodes. Moreover,
focus change is not as easy as in a hyperbolic tree representation.
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6 Conclusions

In this paper, we proposed a WWW Visualizing agent (WVA) that is the in-
tegration of structure visualization and retrieval of WWW information. The
WVA consists of hyperbolic tree visualization and attribute-value pair query
manipulation, and provides a filtering function to reduce the size of the WWW
information structure. Experiments were conducted to show the advantage of
the visualization. The obtained statistics demonstrate the effectiveness of WVA
in accessing WWW information. Since WVA can be interconnected with our
browser, the proposed framework will help users browse a large number of texts
on the Internet.
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Abstract. This paper describes a method of multi-agent analysis and design for
reactive, real-time information systems, relating to complex and risks applica-
tions. The fundamental principle consists of using a series of models in “cas-
cade” to go from an abstract representation of the problems to a formal one of
the directly programmable agent (in Java for example). The first basic idea is
not to have fixed goals or tasks, but rather for them to be gradually released
from the analysis of the interactions between the actors (human or artifacts).
The second idea aims at integrating the space-time constraints according to an
individual and collective point of view. The last one proposes neither to process
on a hierarchical basis nor to laminate the final architecture of the interactions
between agents but to define the acquaintance rules and their evolution accord-
ing to the context. This paper details the various stages of a Revisable Analysis
and Design by Actors Interaction methodology (RADAI) and compares the is-
sues with other current work.

1 Introduction

This paper describes the analysis and design of complex, hazardous process systems
centered on the processes, based on a distributed architecture according to different
point of view of various actors. A preliminary first approach of this problem can be
found in Wooldridge  [1] which presents an agent analysis and design methodology for
distributed and evolutionary information systems. This method is strictly based on
predefined agent’s roles. Then it analyses the interactions between these various roles
to take in account the collective aspect of the system.

Another point of view is developed by Kinny [2], with an agent methodology
which use modeling techniques of individual agents based on beliefs desire-intention
paradigm. Mixing the two way, it seems useful to define an hybrid approach (individ-
ual and collective) to design flexible but reliable systems software based on “intelli-
gent” agents like those mentioned in [3] and [4]. According to the work of Jennings
[3], it will be attractive to propose agent-based improvement of human-computer
interaction in complex systems making them more safe, reliable and easy to use in
critical or emergency situation. Brief extracts from the patient care process on the
emergency chain at the hospital illustrate the method.
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2 Why an Agent Oriented Method?

For several years, a great number of object analysis and design methods have been
developed. We will refer reader to Cauvet [5] and Rumbaugh [6] work’s for a fast
survey of basic schemes and features. Most of these methods present as common
drawbacks, the limits of the actors behavior representation, the knowledge re-use
obtained by these actors (knowledge re-engineering) and a poor real time specification
of space-time constraints.

An intuitive thinking about agent methods can be sum up as initially a reasoning
step with phases, stages, etc., and then as dynamics which can reduce some of these
inconvenient. To represent reasoning steps as an evolving process, we use some tech-
niques and models providing coming out of dynamic associations (a real part of rea-
soning or "chunks "). These are evolutionary concepts and thus revisable to be encased
by formalization steps, allowing the check of the coherence. Finally, we can imple-
ment them in agent form with functional programming tools such: a real-time object
languages, or by means of logical objects (CLIPS) or a dynamic entities (SCHEME)
or an agents framework such as Madkit [7].

3 States of the Art

Nowadays, agent design is a friendly paradigm for researchers and begins to be intro-
duced in business software (as web). The role of an agent-oriented methodology is to
assist and to manage agent application during all through its life cycle. In that way,
literature relates on three approaches:
- Extension of object oriented methods and techniquesBurmeister [8], Kinny [1], [2].

This approach takes its advantage from the similarity between agents and objects
and the experience of the objects technologies. The major disadvantage is not only
the lack of the social dimensions of the agent but also the cognitive one (mental
state).

- Extensions of the knowledge engineering methods, as in MAS-CommonKADS [9]
which re-use the defined ontology library and tools, are released from knowledge
engineering methods. The disadvantage of this extension is a centralized design and
they don’t tackle the social and distributed aspect of agent.
The third approach gathers together all others works as the use of a formal design

(DESIRE framework) [10], hybrid methods based on dialogue analysis and interaction
applied to medical domain or cooperative agent design.

4  General Framework

First, we admit that dialogue analysis between actors is a dynamic way to design hu-
man behaviour embedded in the global process. As a consequence, actor’s activity in
the dialogue can be defined as a generic unit of representation, with a distributed con-
trol and an assigned role to be a vector of interaction between the constraints of the
system. The adaptation of the system to the user and vice versa is done by revision in
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real time of scheduling and activity. Instead of analysing separately individual and
collective dynamics system, we have adapted a convergent interactive analysis from
Barber [11], to better articulate them, by including the distributed aspect of multi-
agents concepts.

A nalys is  of  D ia logs  A cts/ac tors
on ac tors /a ctors  on “ sy stem ”

C rea te  a ctiv ity
fram ew or k In div id ua l

«  a ge nt
fram ew or k

F u nc tio na l
specification

R eification  of D ia log s a nd
activ ity

T rig gers
G oa ls
A ctiv it ie s

K no w le dg e b ase
F or ta sks

A g e nt
b ody

C ollectiv e
«  ag ent
fra m ew or k »

L ib ra ry
of

ag e nts

Fig. 1. Synopsis of RADAI

The starting point is based on the analysis of the dialogues for goals identification
released from activities. The tasks identification and their gathering allow a dynamic
design and a structural and functional composition of the system components. During
this stage, the architecture and the component are revised by rules (conflict resolution)
not as in a Guided Use Case [5] approach but with a Case Base Reasoning [12] solver.

4.1 Process

The first step in the method consists of dialogue analysis. In that way, the basic set of
goal requirements needed by the system is previously defined by a heuristic and non-
formal mapping of dialogue between identified actors. Then with a semi-formal
checking we extract the exact role of missing triggers between the actors and the sys-
tem. For each trigger we construct the integrated class of activity launched. Then we
associate them adequate goals. An example is given bellow (see case study).

The second step brings up the reification of both dialogue and related activity. This
stage can be decomposed in two sub-steps. The first sub-step allows us to construct
scripts for each goal using the GOMS method [13] for each class of integrated activ-
ity. This sub-step begins the construction of the agent body. The second sub step is
done in parallel way and detects the basic task connected to each activity. This sub
step uses an ETAG grammar [14]. Next, we specify for each method, function or step



262         H. Kriaa and G. Gouardères

the target of needed objects, states, events, tasks and interaction diagram to start the
construction of the collective model.

The third step is the design step. It consists of the construction of different entities
needed by the system by aggregation and classification. At the next step, we use the
STROBE model [15] to check the communication protocol between the different enti-
ties by an “one to one” mode to assert the collective dimension into each agent. Then
we assigned for each agent the resource extracted from the different ontology of the
system. These resources are differently instantiated according to the context. Finally
the entire set of agents is implemented with Java. An example of such agents is given
in the case study section. During the second and the third step some conflicts are de-
tected so knowledge revision and control is done for each step to arise error.

4.2 Concepts

The different concepts used within this approach are “process”, “trigger”, “activity”,
“goal”, “script”, “task”. They bring up together the individual and the collective model
of agent and architecture. Here are some definitions of the basic concepts:

− Trigger: not only events that launch a group of activity to accomplish a goal, but
also any change, which take a perceptible effect on the context.

− Activity: is a generic unit of representation. It can be considered as interaction
vector between all the constraints of the system.

− Goal: a target for features which describe the objective to reach.
− Task: a set of specific goal fixed by the user who tries to achieve them.
− Agent: autonomous software by the meaning of the STROBE model.

4.3 Models

A “cascade” of constituent models steps the different stages into the method:
Activity model: to identify and integrate activities into the system. An activity is to be
done by the actor in a conscious or unconscious way to accomplish goal. An activity is
supported by a method specified in semi formal way using "GOMS".
Task model: this model allows us to describe the task composition assigned to one or
more actor under a time constraint imposed by the speech act between actors. This
task basis will be formally represented by an ETAG grammar.
Agent model (individual): it represents the basic features of an agent. Moreover, it
includes goals, services, reasoning mechanism, communication modules, etc. This
model provides a description for all agents in the system. An agent will be defined by
all the tasks and services associated for each one. Each service will then be defined by
means of its data and its pre- and post-conditions which represent the constraints.
Organizational model (collective): this model represents agent’s organization. It de-
scribes the architecture which is made up of agents and the relations among them plus
their environment. This model itself is composed of a coordination model and a com-
munication model. The coordination model describes the various interactions among
agents. Whereas the communication model details the human-computer interactions
and the related constraints necessary for the development of the user interface. To
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describe the various scenarios among the agents, the exchanged messages will be
represented in order to build relationship (acquaintances). Those scenarios will allow
the modeling of the event and data flows, the analysis of each interaction and the de-
termination of the synchronization type (synchronous, asynchronous).

5 Case Study

To illustrate the complete process of the method, we will study the emergency health
care (Case of Cerebral Vascular Accident). Within this case, the studied process has to
cope with different actors: the doctor, the nurse, the reception and orientation nurse,
laptops and the patient. All these actors cooperate together to accomplish the main
goal: a good assumption of the patient care. The space work agency allows a hearing
shared information due to the presence of the whole actors in the same time-space
environment.

Model Trigger Constraints Activity
M01 Previous or non previous

patient admission
GON
Prefatory note

Urgency
Time0

Reception
Orientation
File establishment

M02 Patient
file
emergency doctor

Primary-care room
Time2
material available

Primary exam to do
Result interpretation
Nurse care
patient

M03 Patient
Nurse
Material available
appointment

reeducation room Reeducation and care

Fig. 2. Trigger, Constraints, and Activity Sample

Actors can exchange dialogue and help each other. They can hear and see each other,
take decision to call other actor, evaluate unavailability and make decision instead of
other actor.

specification.Step 1: speech act analysis
Here we will construct manually the hole of trigger and associated activity, then we

will release goals. For that we consider  D = {D1, D4} the hole trigger with:
D1: "patient arrival alone or not "
D4: "patient and doctor meeting"
For these, trigger here has some associated activity:
For D1: A1: "reception of a patient"
A2: "orientation of a patient"
For D4: A4: "suggest some exam"

A5: "establish a diagnostic"
A6: "suggest a treatment"

Some released goals to accomplish are:
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For D1 (A1, A2), the goal is "admission of a patient"
For D4 (A4, A5, A6), the goal is "patient take care"

Step 2: analysis

GOMS specification
This step is done to specify task body. GOMS is a tool for constructing the individ-

ual agent model and his body. To do that we consider:
Rules:
R2: rule to accomplish "admission of a patient"
If (new patient) then (accomplish "admission new patient" )
If " old patient" then accomplish "admission old patient"
Return with goal accomplished
According to these rule we found some script:
S1: method for goal "admission new patient"
step1: social allowances (M1)
   step 2: visual allowances (M2)
step 3: method for goal: "create file" (M3)
step 4: method for goal: "move to care unit" (M4)
step 5: validation (M5)
step 6: return goal accomplished (M6)
S2: method for goal "admission old patient"
step 1: social allowances (M1)
step 2: visual allowances (M2)
step 3: display old value (M7)
step 4: modify certain value (M8)
step 5: method for goal: "move to care unit" (M4)
step 6: validation (M5)
step 7: return goal accomplished (M6)

ETAG formalization
This formal approach describes how task interaction is independently triggered by
events within the agent body. Then to model a collective framework, it associates an
Entry to the event that generates acquaintances within the organizational model.
Type [object = identification]
Value set: traumatology | medical
End object
Type traumatology isa object
Value set: fracture | entorse | luxation
End traumatology
Type [object = box]
Value set: occupied | non occupied
End object
Type [object = file]
Value set: medical | social | follow-up
End object
EVENT]::= [event.NEW ([Patient])] | [event.update ([file])] | ....
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type[EVENT > event.NEW ([Patient: *NP])]
precondition: [state.IS-AT ([Box: *B])] ;
clears: [state.IS-AT ([Box: *B])] ;
postcondition: [state.IS-AT ([Box: *B])] ;
end [EVENT]
type[EVENT > event.CLICK ([Box: *B])]
precondition: [state.IS-AT ([Box: *B])] ;
end [EVENT]

Entry 1:
[task > identification patient] , [event > patient], [object > patient = *P]
t1 [event > new patient],[OBJECT > patient = p]

"identification new patient"
Entry 2:

[task > transfer] , [event > patient and nurse], [object > patient = *P]
t2 [event > patient and nurse and appointment and available bad and up-
date],[OBJECT > patient = p]

"moving toward patient from emergency to reception service "
Entry 3:

[task > box attribution] , [event > patient] , [object > patient = *P], [object > Box =
*B]
t4 [event > patient], [object > patient = p], [object > Box = "non occupied "]

"attribute a box to a patient"
---------------------------------------------------------------------------------------

Entry 5:
[task > orientation] , [event > patient], [event > cause], [object > patient = *P],
[object > Box = *B], [object > cause = *C]
t5 [event > patient], [object > patient = p], [object > Box = "non occupied"], [object
> cause = c]

"move patient to box "

Related Agent Specifications and Implementation with CIAgent [20].
Public class AgentBox extends CIAgent{

// agent name
 String name ;
//acquaintance
private Vector listeners = (AgentSaisieOrientation, AgentInformation,
MedicalAgentSaisieOrientation)
// task list
private task-state-box () { specify the box state}
private task-attribute-box () {attribute a patient to a box}
private task-modify-state-box () {update box}
};

Public class AgentSaisieOrientation extends CIAgent{
// agent name
 String name ;
// acquaintance
private Vector listeners = (AgentRecherche, AgentBox, Medical-
AgentSaisieOrientation)
// task list
private task-create-social-file () { create social file}
private task-create-first-medical-file () { create medical file }
private task-update-social-file () {update social file }
private task-add-to () {add information to patient file}
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private task-get-first-medical-causes () {get entry causes}
private task-move-to () {move to care unit}
};

Public class AgentPathologie extends CIAgent{
// agent name
 String name ;
// acquaintance
private Vector listeners = (AgentBox, MedicalAgentSaisieOrientation,
AgentInformation, AgentDiagnostiqueTraitement)
// task list
private task-get-history () { get malady history}
private task-get-clinical-exam () { get clinical information }
private task-get-radio-result () { get radiological information}
private task-get-analysis-result () { get exam analysis}
private task-get-extend-exams () { get complementary exams}
private task-create-medical-file () { create medical file}
};

Public class MedicalAgentSaisieOrientation extends CIAgent{
// agent name
 String name ;

//acquaintance
private Vector listeners = (AgentPathologie, AgentInformation,
AgentSaisieOrientation)
// task list
private task-generate-dignostic () { generate a diagnostic}
private task-generate- treatment () { generate a treatment}
private task-generate-observation () { create observation}
private task-generate- prescription () { create prescription}
private task-learn () {to learn}
};

6   Conclusion and Perspectives

The main purpose of this paper is the definition of an agent based stage methodology
(RADAI) which is based on the upstream analysis of dialogue among the system of
actors.

Using the RADAI method we assert as a significant result, the combination of the
convergent ascending interactive analysis based on multiple points of view with the
specification and the downward implementation of agents. This generates flexibility
based on revisability and autonomy, instead of issues from the Jennings’s work [1]
that presents a strict and rigid methodology based on predefined agents through out
their specific roles.

However, some of the advantages acquired by this flexibility of RADAI steps are
restricted by the development (due to the sponsor requirements) of the issued agent
architecture using the ABE platform [16] with Java.  First, because the adaptation of
agents by rules is supported by poor mechanisms of inference but mostly because the
communication process between agents is acted with Java Beans. Thus, we may con-
sider some improvements such as the use of a training mechanism to implement
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agents, according to the issues on knowledge revision [17] by genetic algorithms, or
those with mutant agents.

On the other hand, we noted that the used methods (GOMS and ETAG) to specify
tasks and activities are too simple, too heavy and limited. Then we plan to adopt a
more powerful and richer formalization method, such as the DESIRE framework of
Brazier’s work [10]. Moreover, agent must have a superior agility then the actual
framework. For that, evolutionary or/and anticipative model developed by Ekdalh and
Astor [18] explores different possible solution.
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Abstract. Adaptive information filtering agents have been developed to
alleviate the problem of information overload on the Internet. However,
the explanatory power and the learning autonomy of these agents can be
improved. Applying a logic-based framework for representation, learning,
and matching in adaptive information filtering agents is promising since
users’ changing information needs can automatically be deduced by the
agents. In addition, the inferred changes can be explained and justified
based on formal deduction. This paper examines how the AGM belief
revision logic can be applied to the learning processes of these agents.

1 Introduction

Information filtering (IF ) and information retrieval (IR) are ”two sides of the
same coin” [2]. However, IF is more concerned with the removal of irrelevant in-
formation from a stream of incoming information. With the explosive growth of
the Internet and the World Wide Web (Web), it is becoming increasingly difficult
for users to retrieve relevant information. This is the so-called problem of infor-
mation overload on the Internet. Augmenting existing Internet search engines
with personalised information filtering tools is one possible method to alleviate
this problem. Adaptive information filtering agents [3,10] can autonomously fil-
ter the incoming stream of information on behalf of their users. Moreover, they
are able to learn and revise their beliefs about the users’ changing information
needs. The AGM belief revision logic [1] provides a rich and rigorous founda-
tion for modelling such revision processes. As the semantic relationships among
information items can be taken into account during the belief revision process,
it is possible for an agent to deduce a user’s changing information needs. There-
fore, less amount of users’ direct relevance feedback [11] is required to train the
filtering agents, and hence a higher level of learning autonomy can be achieved.

2 System Architecture

Figure 1 depicts the system architecture of an agent-based information filter-
ing system. A user communicates with the system via the interface agent. The
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retrieval agents (RA) retrieve Web pages from external sources. The data man-
agement agent is responsible for house-keeping and characterisation of Web doc-
uments. The focus of this paper is on the adaptive information filtering
agent. Particularly, the learning component of the filtering agent. Learning in
the filtering agent consists of two steps. Firstly, based on a user’s relevance feed-
back and the statistical data stored in the system’s output queue, the learning
component induces beliefs [6] about a user’s information needs. Secondly, these
beliefs are revised into the filtering agent’s memory in a consistent and mini-
mal way. The AGM belief revision framework [1] and the corresponding com-
putational algorithms[14,15] provides a sound and rigorous mechanism to carry
out such an operation. With a logic-based learning approach, a user’s changing
information needs can be automatically deduced by the agent. The matching
component carries out the filtering function based on logical deduction. Web
documents deemed relevant by the filtering agent are transferred to the output
queue via the Data Management Agent.

Learning 
ComponentInterface A

gent
Memory

Matching
Component

Retrieval Agents

Input Queue

Documents

Internet
Search

Engines

External
Agents

External
IR Sys.

Relevance Feedback

Filtered Web Documents

User: Information needs RA

RA

RA

Web

Documents

Filtered

Output Queue

Web

Data Management Agent

Adaptive Filtering Agent

Fig. 1. Agent-based Information Filtering System

3 The AGM Belief Revision Paradigm

The AGM framework [1] formalises consistent and minimal belief changes by
sets of postulates and belief functions e.g. expansion (K+

α ), contraction (K−
α ),

and revision (K∗
α). One of the constructions of these functions is by epistemic en-

trenchment (�) [7]. Beliefs with the lowest degree of epistemic entrenchment are
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given up when inconsistency arises because of applying changes. Nevertheless,
for computer-based implementation, finite partial entrenchment ranking B which
ranks a finite subset of beliefs with the minimum possible degree of entrench-
ment �B, and maxi-adjustment [14,15] which repeatedly transmutes B using an
absolute measure of minimal change under maximal information inertia, have
been proposed. Williams [14] has formally defined finite partial entrenchment
ranking as a function B that maps a finite subset of sentences in L (e.g. classical
propositional language) into the interval [0,O], where O is a sufficiently large
ordinal such that the following conditions hold for all α ∈ dom(B): (PER1)
{β ∈ dom(B) : B(α) < B(β)} ��α; (PER2) If � ¬α then B(α) = 0; (PER3)
B(α) = O if and only if � α.

The set of all partial entrenchment rankings is denoted B. B(α) is re-
ferred as the degree of acceptance of α. The explicit beliefs of B ∈ B is
{α ∈ dom(B) : B(α) > 0}, and is denoted exp(B). Similarly, the implicit beliefs
represented by B ∈ B is Cn(exp(B)), and is denoted content(B). Cn is the
classical consequence operation. The degree of acceptance of implicit belief α is
defined as [14]: degree(B, α) = largest j such that {β ∈ exp(B) : B(β) ≥ j} � α
if α ∈ content(B); otherwise degree(B, α) = 0. Let B ∈ B be finite. The range
of B is enumerated in ascending order as j0, j1, j2, . . . , jO. Let α be a contingent
sentence, jm = degree(B, α) and 0 ≤ i < O. Then the (α, i) maxi-adjustment of
B is B�(α, i) defined by [14]:

B�(α, i) =
{
(B−(α, i)) if i ≤ jm
(B−(¬α, 0))+(α, i) otherwise

where for all β ∈ dom(B), B−(α, i) is defined as follows:
1. For β with B(β) > jm, B−(α, i)(β) = B(β).
2. For β with i < B(β) ≤ jm, suppose B−(α, i)(β) for β is defined with

B(β) ≥ jm−k for k = −1, 0, 1, 2, . . . , n − 1, then for β with B(β) = jm−n,

B−(α, i)(β) =




i if α � β or
α ��β and β ∈ Γ
where Γ is a minimal subset of
{γ : B(γ) = jm−n} such that
{γ : B−(α, i)(γ) > jm−n} ∪ Γ � α

B(β) otherwise

3. For β with B(β) ≤ i ,B−(α, i)(β) = B(β).
For all β ∈ dom(B) ∪ {α}, B+(α, i) is defined as follows:

B+(α, i)(β) =




B(β) if B(β) > i
i if α ≡ β or

B(β) ≤ i < degree(B, α → β)
degree(B, α → β) otherwise
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4 Knowledge Representation

A Web page is pre-processed based on traditional IR techniques [12]. For in-
stance, a Web document is first converted to plain text. The text is indexed
resulting in a set of tokens. Stop words (e.g. ”the”, ”a”, etc.) are removed, the
remaining tokens are stemmed. The stemmed tokens are then weighted accord-
ing to the tf-idf measure [12], and those above a fixed threshold are deemed to be
sufficiently descriptive to represent the text. At the symbolic level, each selected
token k is mapped to the ground term of the positive keyword predicate pkw e.g.
pkw(k). Each atomic formula pkw(k) is in fact a proposition since its interpreta-
tion is either true or false. For example, if {businesses, commerce, trading, . . .}
are the top n extracted tokens (e.g. keywords) from a document, the corre-
sponding symbolic representation becomes: {pkw(business), pkw(commerce),
pkw(trad), . . .}.

Kindo’s keyword classifier [9] is modified to induce a user’s information need.
In a relevance feedback environment, a user’s information needs can be induced
from a set of relevant documents D+ and a set of non-relevant documents D−

judged by the user [4,11]. The basic idea is that a keyword (i.e. token) appear-
ing more frequently in D+ is probably an indicator of the user’s information
preference. On the other hand, a keyword appears frequently in D− may be an
indicator of what the user does not want to retrieve. Therefore, the notions of
positive, neutral, and negative keywords are proposed [9]. Intuitively, positive
keywords represent the information items that a user requires, whereas negative
keywords represent the information items that the user does not want. Neutral
keywords are not useful for determining a user’s information need. Accordingly,
a positive keyword k is represented as a formula pkw(k), whereas a negative
keyword is represented as ¬pkw(k). Eq.(1) is used to classify the keywords from
D+ and D−, and to induce the preference value pre(k) for each keyword k.
Whenever a Web page is judged by the user, the preference values of the set
of keywords representing that page can be computed. The corresponding beliefs
will be updated in the agent’s memory via the belief revision mechanism.

pre(k) = ε × tanh
(

df(k)
ξ

)
×(

p(krel) tanh
p(krel)

prel
− (1 − p(krel)) tanh

(1−p(krel))
(1−prel)

) (1)

where ε is used to restrict the range of pre(k) in the interval −1 < pre(k) < 1.
The examples illustrated in this paper assume that ε = 0.9. df(k) is the sum
of the number of relevant documents df(krel) and the number of non-relevant
documents df(knrel) that contain the keyword k, and tanh is the hyperbolic
tangent. The rarity parameter ξ is used to control rare or new keywords and is
expressed as int(logN+1), whereN is the total number of Web documents judged
by a user, and int is an integer function that truncates the decimal values. p(krel)
is the estimated probability that a document containing keyword k is relevant
and is expressed as the fraction df(krel)

df(krel)+df(knrel)
. prel is the estimated probability

that a document is relevant. In our system, it is assumed that the probability
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that a Web document presented by the filtering agent and judged as relevant by a
user is prel = 0.5. A positive value of pre(k) implies that the associated keyword
is positive, whereas a negative value of pre(k) indicates a negative keyword.
If pre(k) is below a threshold value λ, the associated keyword is considered
neutral. It is assumed that λ = 0.5 for the examples demonstrated in this paper.
Basically a positive keyword k is mapped to pkw(k), and a negative keyword k
is mapped to ¬pkw(k). There is no need to create the symbolic representations
for neutral keywords. For pkw(k) or ¬pkw(k), the degree of acceptance B(αk)
of the corresponding formula αk is defined as:

B(αk) =
{ |pre(k)| if |pre(k)| ≥ λ
0 otherwise (2)

Table 1 shows the results of applying Eq.(1) and Eq.(2) to induce the beliefs
and the associated degree of acceptance based on D+ and D−. It is assumed that
there are a set of five documents having been judged as relevant (i.e. |D+| = 5)
and another set of five documents having been judged as non-relevant by a
user (i.e. |D−| = 5). Each document is characterised by a set of keywords e.g.
d1 = {business, commerce, system}, d2 = {art, sculpture}.

Table 1. Inducing a user’s information preferences

Keywords D+ D− pre(k) Formula:αk B(αk)
business 5 0 0.856 pkw(business) 0.856
commerce 4 0 0.836 pkw(commerce) 0.836
system 2 2 0 - -
art 0 5 -0.856 ¬pkw(art) 0.856

sculpture 0 3 -0.785 ¬pkw(sculpture) 0.785
insurance 1 0 0.401 - -

A user’s state of knowledge includes their understanding about a particu-
lar application domain. For example, in the domain of databases, classification
knowledge such as (O-O databases → databases) can be used by a searcher.
Linguistic knowledge such as (VDU ≡ monitor) may also be used in a search.
In our current framework, background knowledge is assumed to be elicited from
a particular user or to be transferred from a thesaurus of a particular domain.
A manual procedure is involved to encode these knowledge in the form of first-
order formulae. The following is an example of background knowledge used for
the discussion in this paper. In the context of IR, these rules can be interpreted
as: an information item about ”business” implies that it is about ”commerce”
and vice versa; ”sculpture” is a kind of Arts.

pkw(business) ≡ pkw(commerce), 1.000
pkw(sculpture) → pkw(art), 1.000
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5 Learning and Adaptation

Whenever a user provides relevance feedback for a presented Web document,
the belief revision process is invoked to learn the user’s information prefer-
ences. Conceptually, the filtering agent’s learning and adaptation mechanism
is characterised by the belief revision and contraction processes. For example,
if Γ = {a1, a2, . . . , an} is a set of beliefs representing a Web document d ∈ D+,
the belief revision process (((K∗

a1
)∗a2

) . . .)∗an
is invoked for each ai ∈ Γ , where

K is the belief set stored in the filtering agent’s memory. On the other hand,
the belief contraction process (((K−

a1
)−a2

) . . .)−an
is applied for each ai ∈ Γ if

d ∈ D−. At the computational level, belief revision is actually taken as the ad-
justment of entrenchment ranking B in the theory base exp(B). Particularly,
maxi-adjustment [14,13] is employed by our system to modify the ranking in an
absolute minimal way under maximal information inertia. As the input to the
maxi-adjustment algorithm includes an ordinal i representing the new degree
of acceptance of a belief α, the procedure described in Section 4 is used to ob-
tain the new degree for each α ∈ Γ . Moreover, for our implementation of the
maxi-adjustment algorithm, the maximal ordinal O is chosen as 1. Therefore,
any formula assigned the entrenchment value 1 will not be removed from the
theory base exp(B).

Example 1:
The first example shows how adding one belief to the agent’s memory will au-

tomatically raise the entrenchment rank of another related belief. It is assumed
that the belief B(¬pkw(sculpture)) = 0.785 and the belief B(pkw(business))
= 0.856 have been learnt by the filtering agent. If several Web documents
characterised by the keyword art are also judged as non-relevant by the user
later on, the preference value of the keyword art can be induced according to
Eq.(1). Assuming that pre(art) = −0.856, the corresponding entrenchment rank
can be computed as B(¬pkw(art)) = 0.856 according to Eq.(2). By applying
B�(¬pkw(art), 0.856) to the theory base exp(B), the before and after images of
the agent’s explicit beliefs (i.e. exp(B)) can be tabulated in Table 2. Based on the
maxi-adjustment algorithm, B+(α, i)(β) = i if B(β) ≤ i < degree(B, α → β).

∵ B(¬pkw(sculpture)) ≤ 0.856 <
degree(B,¬pkw(art) → ¬pkw(sculpture))

∴ B+(¬pkw(art), 0.856)(¬pkw(sculpture)) = 0.856

The implicit belief ¬pkw(art) → ¬pkw(sculpture) in content(B) is derived
from the explicit belief pkw(sculpture) → pkw(art) in the theory base exp(B),
and its degree of acceptance is 1 according to the definition of degree. As the
belief ¬pkw(art) implies the belief ¬pkw(sculpture) and the agent believes in
¬pkw(art), the belief ¬pkw(sculpture) should be at least as entrenched as the
belief ¬pkw(art) according to (PER1). In other words, whenever the agent be-
lieves that the user is not interested in art (i.e. ¬pkw(art)), it must be prepared
to accept that the user is also not interested in sculpture at least to the degree
of the former. The proposed learning and adaptation framework is more effec-
tive than other learning approaches that can not take into account the semantic
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relationships among information items. This example demonstrates the auto-
matic revision of the agent’s beliefs about related keywords given the relevance
feedback for a particular keyword. Therefore, less users’ relevance feedback is
required during reinforcement learning. Consequently, learning autonomy of the
filtering agent can be enhanced.

Table 2. Raising related beliefs

Formula:α B(α) Before B(α) After
pkw(business) ≡ pkw(commerce) 1.000 1.000

pkw(sculpture) → pkw(art) 1.000 1.000
pkw(business) 0.856 0.856

¬pkw(sculpture) 0.785 0.856
¬pkw(art) 0 0.856

Example 2:
The second example illustrates the belief contraction process. In particular,

how the contraction of one belief will automatically remove another related be-
lief from the agent’s memory if there is a semantic relationship between the
underlying keywords. Assuming that more Web documents characterised by the
keyword sculpture are judged as relevant by the user at a later stage, the belief
B(pkw(sculpture)) = 0.785 could be induced. As B�(α, i) = (B−(¬α, 0))+(α, i)
if i > jm, where i = 0.785 and jm = 0 in this example, B�( pkw(sculpture),
0.785) leads to the contraction of the belief ¬pkw(sculpture) from the theory
base exp(B). Moreover, B−( ¬ pkw(sculpture), 0) (¬ pkw(art)) = 0 is computed
because B( ¬ pkw( art)) = 0.856 = jm−n and the set {γ : B−( ¬ pkw(sculpture),
0) (γ) > 0.856 } ∪ { ¬ pkw(art) } � ¬ pkw(sculpture) is obtained. The before
and after images of the filtering agent’s explicit beliefs are tabulated in Table 3.

Table 3. Contracting related beliefs

Formula:α B(α) Before B(α) After
pkw(business) ≡ pkw(commerce) 1.000 1.000

pkw(sculpture) → pkw(art) 1.000 1.000
pkw(business) 0.856 0.856
pkw(sculpture) 0 0.785

¬pkw(sculpture) 0.856 0
¬pkw(art) 0.856 0

The explanation of the above learning processing is that given a user’s new
information preference about sculpture, the previous requirement of not sculpture
should be removed from the agent’s memory since it is impossible for the user
to require Web documents about sculpture, and not require Web documents
about sculpture at the same time. Moreover, as sculpture implies art, a user who
rejects Web documents about sculpture may also reject documents about art.
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The belief revision mechanism exactly carries out this kind of reasoning to infer
the possible changes of a user’s information needs. As can be seen, the filtering
agent’s behavior can be explained based on logical deduction and the explicit
semantic relationships among information items. The process is more transparent
than examining the weight changes in a keyword vector. In summary, the agent’s
memory consists of the following beliefs before the learning process:

pkw(business) ≡ pkw(commerce), 1.000
pkw(sculpture) → pkw(art), 1.000
pkw(business), 0.856
¬pkw(sculpture), 0.856
¬pkw(art), 0.856

However, after the belief revision process, the filtering agent’s memory be-
comes:

pkw(business) ≡ pkw(commerce), 1.000
pkw(sculpture) → pkw(art), 1.000
pkw(business), 0.856
pkw(sculpture), 0.785

6 Filtering Web Documents

In our current framework, the matching function of the filtering agent is mod-
elled as logical deduction. Moreover, a Web document is taken as the conjunc-
tion of a set of formulae [5,8]. The following example illustrates the agent’s
deduction process with reference to previous examples. The resulting belief sets
K = Cn(exp(B)) from examples 1 and 2 in the previous section are used to
determine the relevance of the following three Web documents:

φ = {pkw(business) ∧ pkw(art)}
ϕ = {pkw(sculpture) ∧ pkw(art)}
ψ = {pkw(business) ∧ pkw(commerce)}

The filtering agent’s conclusions about the relevance of the Web documents
are summarised as follows:

Time: (t1)

K = Cn({pkw(business) ≡ pkw(commerce),
pkw(sculpture) → pkw(art),
pkw(business),¬pkw(sculpture),¬pkw(art)})

∴ K ��φ, K ��ϕ, K � ψ

Time: (t2)

K = Cn({pkw(business) ≡ pkw(commerce),
pkw(sculpture) → pkw(art),
pkw(business), pkw(sculpture)})

∴ K � φ, K � ϕ, K � ψ
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At time (t1), the filtering agent believes that the user does not want Web
documents about art. Therefore, documents φ and ϕ are rejected. Moreover, since
business is equivalent to commerce for this particular information searcher, and
she is interested in business, a Web document ψ about business and commerce
should also be relevant to her. At time (t2), after the belief revision process,
the agent learns that the user is interested in sculpture. As sculpture is a kind
of art, the agent deduces that she may want Web documents about art as well.
Therefore, documents φ and ϕ are considered as relevant at this time. So, a logic-
based framework for representation and reasoning facilitates the explanation of
an agent’s decisions for information retrieval since the decisions can be explained
by logical deduction.

7 Conclusions and Future Work

The expressive power of logic enables domain knowledge properly captured and
reasoned about in information agents. Accordingly, a symbolic framework for
modelling the agents’ learning and adaptation processes is desirable. The AGM
belief revision paradigm offers a sound and robust formalism to develop the
learning components of adaptive information filtering agents. Since semantic re-
lationships among information items are taken into account during the agent’s
learning and adaptation process, changes about a user’s information require-
ments can automatically be deduced. Therefore, the proposed symbolic learning
and adaptation framework as presented in this account seems to promote higher
learning autonomy than other reinforcement learning approaches that cannot,
or do not, take semantic relationships into consideration. Moreover, the explicit
representation of these semantic relationships also facilitate the explanation of
the agents’ learning and filtering behavior. However, quantitative evaluation of
the effectiveness and the efficiency of these filtering agents are necessary. Fu-
ture work involves simplifying the maxi-adjustment algorithm to gain higher
computational efficiency.
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Abstract. With their special ability to operate disconnected and au-
tonomously mobile agents are well suited for wireless access networks:
Mobile user can dispatch mobile agents to the fixed network where they
operate autonomously in the user’s behalf. While the agent operates in
the fixed network the user’s mobile device disconnects. Reconnection is
only required when the agent needs user feedback or returns results.
Thus, mobile agents have the ability to save wireless network resources.
While agents operate disconnected they require a certain knowledge of
the user’s preferences for service trading. But user preferences might
change frequently and thus agents require a central information storage
which provides up to date user preference descriptions. In this paper we
propose the User Agent which manages user profile entries and acts as
the user’s central service trader. Agents can request services at the User
Agent which correspond to the user’s preferences.

Keywords: Mobile agents, service trading, agent management, discon-
nected operations, personal mobility.

1 Introduction

Although 3rd generation communication systems like UMTS will offer mobile
users network access at considerable quality of service, radio resources are still
scarce and suffer from interferences. Thus, applications programs specially de-
signed for mobile users should be optimised for saving network resources and
must tolerate frequent disconnections. With their special ability to operate dis-
connected and autonomously mobile agents are well suited for wireless access
networks [CHK94]: An agent based application running on a mobile device can
dispatch a mobile agent to the fixed network. While the agent autonomously op-
erates in the fixed network the device disconnects. Reconnection is only required
when the agent needs user feedback or returns results.

Thus, mobile agents have the ability to save networks resources and toler-
ate frequent disconnections. In recent years, many research projects have in-
vestigated mobile agent usage for wireless access networks [GKN+96], [Col],
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[KRL+99], [Mit98], [JAE], [BCS00]. The objective of these projects is the de-
velopment of mobile agent management approaches to support terminal and
personal mobility.

Most management facilities offer agents a certain degree of freedom with
respect to quality of service. Agents can request different quality of services
degrees by submitting parameters or use different services. To discover services
there is a need for a service trader. In [PES98] Park et al propose a Service Center
which allows agents to retrieve service references from a distributed database. If
required the Service Center returns a list of appropriate services. Thus, agents
can choose a service based on user preferences out of a multitude of alternatives
to complete their tasks.

Fig. 1. Wireless Access Network

As user preferences and registered services might frequently change, fixed
service lists are not useful for agents. To solve this problem agents can carry
service descriptions and trade services right before service usage. But the latter
solution still has some disadvantages: First, the agent size is increased by service
descriptions. Second, processing of agents is delayed due to the service discovery
and selection process. Third, once the agent is launched the user cannot modify
the service descriptions.

To solve this problem, we propose the User Agent which supports mobile
agent service trading and management. Basically, the User Agent acts as an
active extension of the user profile. It is envisaged to implement the User Agent
in JAE (Java Agent Environment) [JAE].

The remainder of this paper is organised as follows: Next we briefly describe
the JAE agent technology in section 2 and the User Agent in section 3. Finally,
we address performance considerations in in section 4 and security issues in
section 5.
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2 The Java Agent Environment

Each JAE agent system provides the core technology for mobility, security and
services. An integral part of an agent system is the Service Center. The Service
Center takes care of the administration of local services and provides a trad-
ing mechanism for remote services. Remote service trading requires a central
repository for all available services. To this end, the current release of JAE uses
the LDAP directory service, as it has the advantage of providing a distributed,
standardised, and publicly accessible database.

2.1 The JAE Service Center

The JAE technology distinguishes between mobile and fixed service agents.
While mobile agents can migrate to different agent systems by means of the
Agent Transport Facility, fixed service agents stay at the agent system where
they have been launched. Since service agents cannot migrate they are consid-
ered trustworthy and are allowed to access system resources. Mobile agents must
always interact with a service agent when accessing system resources. Apart from
providing a controlled access to system resources, service agents can also provide
application services. The mobile agents must somehow locate the available ser-
vice agents. Therefore, agents issue a service description of the desired service to
the Service Center (see figure 2). The Service Center either mediates the request
to a suitable local service agent or provides information about another agent
system that offers the requested service.

Non local services are looked up in the LDAP directory tree. Among others
the LDAP directory has a service and a user profile subtree. Below the service
subtree service descriptions as well as service reference information are stored
[PES98].

2.2 The User Profile

User profiles are stored below the user profile subtree. They can be accessed via
service agents and contain for instance the user’s private as well as business email
address, his phone and fax number, and the system he is currently logged in to.
The user’s current agent system (i.e. the agent system he is currently logged in
to) is used to provide personal mobility.

Personal mobility allows a user to access communication services through
different devices, e.g., at home, office, mobile phone, notebook, PDA. This means
that the user has several different access points. Agents which need user feedback
information or return results must know the user’s current agent system. By
applying the user profile, agents can retrieve the current agent system of a user:
When the user logs in at an agent system, the latter writes its address to his
user profile. Now if an agent wants to get in contact with the user the agent can
look up the user profile and retrieve the current agent system’s address.
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Fig. 2. Service Trading

3 The User Agent

The User Agent is an active extension of the user profile. Basically, its envisaged
application is to act as the user’s central service trader. Thus, mobile agents can
request services from the User Agent which fit the user’s preferences.

The User Agent comprises of a static and a dynamic database. The static
database contains the user profile, his preferences, and service descriptions. Using
the stored service descriptions and the user’s preferences the User Agent looks up
services with the help of the Services Center. Those services which match both
service descriptions and user preferences are stored in the dynamic database.
Once the dynamic database is generated, mobile agents can request a service
from the User Agent. Therefore, it Agent just retrieves a suitable service from
its dynamic database and sends the reference to the mobile agent.

3.1 Service Trading

As mentioned before the User Agent retrieves service reference from the Service
Center using service descriptions and preferences stored in the static database.

Service Descriptions. JAE service descriptions contain all information about
a service agent. This information is stored in attribute-value pairs. There are
four attribute-value pairs specifying a service:

1. ServiceType: Description of the service category.
2. Action: Functions offered by this service.
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3. Parameters: Parameters accepted or needed by this service.
4. Return Values: Type values returned by the service functions.

Since there must be common base values for these attributes, JAE introduces
the so-called Met-Keywords that agent programmers use to specify services.
Service agents use these key words to describe the service they offer, while mobile
agents need them to specify the service they want to use. For example, a service
description object of a bank could look as follows:

– ServiceType = BANK.MY BANK
– List of ACTION descriptions:

· Action= CHECK BALANCE
· Parameters= INTEGER.ACCOUNT NUMBER
· Result Value=OBJECT.STATEMENT
· Action = GET STOCK INDEX
· Parameters = STRING.STOCK MARKET ID
· Result Value = INTEGER.INDEX

A service agent of “MY BANK” could register its reference with this service
description object at the Service Center. An agent which wants to use a banking
service to get the index of a particular stock market could issue the following
service description to the Service Center:

– ServiceType = BANK
– List of ACTION descriptions:

· Action = GET STOCK INDEX
· Parameters = STRING.STOCK MARKET ID
· Result Value = INTEGER.INDEX

Among others the Service Center will return a reference of the
BANK.MY BANK service. Note that the Service Center filters service descrip-
tions with respect to the ServiceType. Thus, if an agent issues the same service
description to the Service Center, but ServiceType set to BANK.MY BANK
service, the Service Center would only return the BANK.MY BANK service
[PES98].

Preference Definitions. Along with the service description, a service agent
can store quality of service information in the service directory. This information
is stored in attribute value pairs. While the attribute is just a string the value
is an object allowing a complex quality of service description. For example, the
BANK.MY BANK service could describe the costs of a single transaction as
follows:
attribute=COST.TRANSACTION, value={ float=0,1; STRING=”USD” } —
a single transaction amounts to 0,1 US dollar.

It is the User Agent’s task to order services with respect to user preferences.
To this end the User Agent calculates a preference number for each service.
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Numerous attribute-value pairs can be associated with one single service.
The user will value each quality of service parameter differently. To ease indi-
vidual calculation of preference numbers (with respect to individual services) we
propose the use of preference objects. Each preference object is associated with
a service and has two methods: STRING getKey() and INTEGER getPrefer-
ence(service). getKey() returns the name of the associated service and getPref-
erence() returns the preference number. To calculate a service preference number
the getPreference() method requires its quality of service descriptions (retrieved
from the Service Center) as input parameter. Quality of service information is
stored in the service reference object.

Preference objects are created by the user and submitted to the User Agent.
Each service entry in the static database is identified by a service key. The entry
comprises of service key, service description, and preference object.

3.2 Manager

Basically, the Manager controls the User Agent. Among others it allows modifi-
cation of the static database and generating of the dynamic one.

Fig. 3. Generating dynamic entries

Generating dynamic entries. Generating of dynamic database entries is de-
picted in figure 3. The Manager fetches an entry from the static database and
issues the service description to the Service Center. The latter responds with a
list of service references. Next, the Manager applies the preference object to the
reference list and sorts it in order to the calculated preference numbers.

Finally, the Manager stores the best service reference in the dynamic
database. Again the entry is identified by the service key.



The User Agent: An Approach for Service and Profile Management 285

An agent which requests a service reference from the User Agent must only
provide the service key. Having the key it is straightforward to retrieve a ser-
vice reference from the dynamic database. Note that it is required that agent
applications and the User Agent must agree about a service key.

A dynamic entry is always updated when the user modifies the preference
object. As services might change their quality of service parameters, it is re-
quired that dynamic entries are updated at regular intervals. To this end the
user specifies an update interval for each entry. Furthermore, a service entry is
updated if an agent reports that the recommended service is not available.

User profile management. Yet, the User Agent showed to be the user’s cen-
tral service trader. But being an active extension of the user profile its ability
goes far beyond mere service trading. We motivate additional features of the
User Agent with the help of the following example:

A user runs an agent based application in his office. During his free time he
might be committed to a honorary position and runs a special agent application.
Thus, the user might want to run three current agent systems: one in his office,
one at home related to the honorary position, and one “private” agent system.
For each of these agent systems the user is expected to have a different user pro-
file. Thus, the user is registered to the agent world three times. But registering
three user profiles has several disadvantages: First, each user registration con-
sumes system resources. Second, the user must access several user profiles if he
wants to modify a common entry. Third, removing or adding a user profile is
quite complicate.

To ease managing multiple user profiles we propose that the User Agent
allows maintaining more than one user profile. It distinguishes different profiles
by adding a suffix to the user’s login name. With respect to the given example a
user could have the following profiles: user:business, user:honorary position, or
user:private. Our approach has several advantages:

– System resources are not wasted since the user’s different profiles share infor-
mation.
– The user must access only one User Agent to modify his user profile.
– Removing and adding a user profile is simple since it must not be registered

by the network provider.
– Since the User Agent can access the user profiles, it can forward information

from one profile to another. For example, a user does not want that agents
related to his business profile send messages to his private profile. But if an
agent has some important business information then the agent should send the
information to the user’s current agent system. As each agent must authen-
ticate to the User Agent, the latter knows the agent’s owner identification.
Based on agent and agent owner identification the User Agent can decide in
accordance to user defined rules which information should be forwarded to
the agent. A simple approach for user defined rules are access control lists.
But access control lists do not allow description of complex forwarding rules
like: ”If agent X returns results to my business profile indicating emergency
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give all business related agents access rights to my private user profile entries:
current agent system, email address, and fax”. There is a need for a rule based
information exchange management.

With its ability to maintain multiple profiles the User Agent eases profile
management and allows flexible personal mobility management.

Equipped with service trading and user profile management functionality the
User Agent possesses powerful tools to shield the user from agent management
tasks.

4 Performance Considerations

Like every central approach, the User Agent has its weaknesses. If the User
Agent fails all applications depending on it will fail too. Furthermore, due to its
importance network traffic is increased because all mobile agents of a user are
expected to interact with the user’s User Agent. It seems that the weaknesses
surpass the strengths of our approach, but there is way to mend these problems.

4.1 On Mending the Flaws of a Centralised Approach

The User Agents stores those static and dynamic database entries in the LDAP
directory (user profile subtree) which are of interest to agent applications. Thus,
agent’s can retrieve information from both the LDAP directory or the User
Agent. In that way the User Agent utilises the replication mechanism of the
directory service to distribute information. If the User Agent fails agent applica-
tions can still retrieve required information from the LDAP directory. Further-
more, most agent’s are expected to interact with the directory and thus traffic
is kept local (use replica server).

Still there are agents which must interact with the User Agent (e.g. the
Waiting Support Service, user profile modifications). Most of these agents are
management services and located close to the user’s access point. Implementing
the User Agent as a mobile agent which follows the user’s movement keeps User
Agent interactions local. Although the User Agent might have a huge code and
data size, its migration costs are low: Since it is expected that every user has
a User Agent its code is well distributed and almost available at each agent
system in the fixed network. Thus, it is expected that the agent’s code is not
transfered to the destination agent system. Furthermore, most entries of the
static and dynamic database are stored in the user profile subtree — therefore,
static and dynamic database entries are not transfered during agent migration.
We conclude that User Agent migration can be performed at considerable costs.

4.2 On Analysing the Central Trader

Apart from network traffic caused by User Agent interactions we must also
consider the traffic caused by dynamic database updates.
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Basically, the User Agent should trade those service which are frequently
used by mobile agents. If the average number of service entry updates is larger
than the number of requests, updating the service entry at regular intervals is
useless.

There is a need for a intelligent service entry update strategy as some services
like the Waiting Support Service are only requested in certain situations. Obvi-
ously, it makes no sense to trade Waiting Support Services at regular intervals
while the user is logged-in. At that instant the user disconnects the User Agent
should discover a Waiting Support Services.

5 Security Considerations

The User Agent approach requires that the agent contains sensitive user informa-
tion and therefore the approach requires a strong security concept. Particularly,
when the agent roams through the network it is required that the visited agent
systems are trustworthy.

Since a user must have a contract with a mobile network provider we assume
that the network provider is responsible for taking care that the User Agent visits
only trusted agent systems, i.e. those ones which are possessed by the provider or
one of his contractual partners. In that sense the User Agent code and migration
mechanism (if it implements one) is in the possession of the Network Provider.

To protect the User Agent against other agents visited agent system must
take care that agents exchange data only via well defined interfaces (but this is
just a problem of good software development). It is up to the User Agent that it
sends sensitive data just to those authenticated agents which have appropriate
access rights.

6 Conclusions

In this paper we proposed the User Agent which is an active extension of the user
profile. Among others the User Agent acts as the user’s central service trader.
Therefore, it maintains a dynamic database which holds service references. The
dynamic database is constantly updated according to service descriptions and
user preferences. Our approach allows frequent modifications of services descrip-
tions and user preferences. These modifications affect all agents including those
which are already dispatched and still running.

It is envisaged to implement the agent in the Java Agent Environment (JAE).
JAE provides access to a LDAP directory service. To distribute data, the agent’s
dynamic database is stored in the directory. Mobile agents either retrieve service
references from the agent itself or from the directory.

Apart from service trading the User Agent allows maintaining more than
one user profile, e.g. private and business profile. The User Agent eases profile
management and controls information exchange between different profiles.
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Although, we give reasons that the User Agent scales and performs well
further performance analysis is required. To this end we are implementing a
simulation model.
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Abstract. To respond to the challenge of global economic competition,
manufacturers are searching for ways to gain a sustainable market advantage for
their products. They have to bring high-quality products into being in response
to established needs. Simultaneously, as cost is a key factor among many
physical and social factors to determine the success of a product, they attempt
to reduce costs during every phase of the product’s life cycle. One of obstacles
to using LCC (Life Cycle Costing) models is data gathering from a highly
distributed heterogeneous environment with a huge number of information
sources. This paper presents a system analysis approach for agent-based system
development for a product life cycle cost.

1   Introduction

Cost is a key factor to determining the success of a product [14].  Manufacturers need
to reduce costs during every phase of a product’s life cycle [28].  The true cost to
manufacture a product is much more than the sum of purchase prices of materials.
This product will carry with it a host of costs associated with its acquisition, use, and
ultimate disposal; these include costs of storage, transportation, facilities, energy,
labor, training, and record-keeping, among others.  Therefore, life cycle costs of a
product can be the total costs associated with the product life cycle, including the
phases of research and development (R&D), production and construction, and
operation and support (O&S) [5].

One of significant barriers to using LCC models [4] [17] is data gathering from
organizations to meet requirements of a life cycle costing model.  This results from a
highly distributed heterogeneous environment with a huge number of information
sources.  When data-processing systems are distributed in various formats,
manufacturers have to search them separately and manually integrate information
from flat files, relational databases, and remote supplier parts catalogs.  Due to the
explosion in the amount of information, it is more complex for collectors to
understand customer needs, develop a product to meet these needs, and bring that
product to market quickly and at fair value.  Existing methods, such as Concurrent
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Engineering (CE) and Computer Integrated Manufacturing (CIM), have been
applied to achieve these goals.  However, there is a growing consensus that traditional
organizational structures and rigid corporate rules are a significant barrier to CIM [35]
and CE [21].  These methods require organizations to facilitate cooperation and
eliminate cross-functional barriers between engineering, marketing, manufacturing,
accounting and information service departments.  Doing so requires a flexible
organizational structure.  In recent years, a new wave of changes to the business
environment has emerged [20].  The exponential growth of the Internet throughout the
last decade has led manufacturing companies to move into a globalized business
environment.  They can interact with business partners and customers around the
world over the Internet.  As information from the Internet is diverse, this barrier
becomes outstanding.

In this paper we describe an analysis approach for developing an agent-based
system to predict product life cycle costs using data gathered from organizations.
This approach is outlined in sections 2 and 4.  Section 3 provides a layered conceptual
model derived from the architecture of InfoSleuth for information gathering [30].  We
finally identify general roles of agents used to estimate product life cycle costs.

2   A System Analysis Approach

Since agent technology is getting more popular today, agent-oriented software
engineering process needs developing for a multi-agent system.  Object-oriented (OO)
approach has been widely used in software development and use case analysis has
proved to be useful and successful for requirement specification of OO systems.
However, we can not directly apply this approach to agent-oriented software
engineering because an agent is autonomous, social, reactive and proactive [24], [34],
while an object does not possess these characteristics.  Current research in role
models shows promising results for agent analysis and design [23].  We have
combined these two approaches into one to specify and develop an agent-based
information gathering system for estimating product life cycle cost.  Fig. 1 shows a
flow diagram for this approach.
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Fig. 1. ICOM diagram for agent-oriented analysis
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This figure depicts a process specify and design agents.  In this figure, each
activity, represented by a solid box, uses several different models, transforming and
refining them from activity to activity.  The box is given an ICOM (Input, control,
output and mechanism) representation adopted from the functional model of IDEF
[6], [7]. ICOM and IDEF have been widely used for modeling manufacturing
processes. A thick line with an arrow for connecting two activities represents
interaction collaboration between these activities.  All activities as shown in Fig. 1
can be classified into two categories: agent-oriented analysis (bounded by a dashed
polygon) and object-oriented analysis including activities (not bounded by the dashed
polygon).  Object-oriented analysis consists of four activities: “Identify Actors”,
“Identify Use Cases”, “Identify Objects” and “Determine Business Objects” where
traditional methods developed by Jacobson et al [19] are used.

The identified use cases are also fed to the activity “Identify Goals and Goal
Cases” in the agent-oriented analysis process.  A goal is an objective or a desired state
that can be achieved or ascertained by an agent.  A goal case is a goal-based use case
that is defined as a collection of scenarios about the agent’s interaction with a system.
Each scenario describes a sequence of events that the agent initiates.  The result of the
sequence of events has to be something of use to the initiating agent, or to another
agent.  An agent can start a goal case when the corresponding goal is triggered.  Use
of goal cases is for traceability because they link to system requirements.  We use the
exiting method from [26] to identify goals and their goal cases and present them in a
hierarchical diagram.

Roles can be identified from the use cases that are output of the activity “Identify
Use Case” by using role model catalogs (refer to “Identify Roles”).  A role model
catalog resembles a set of patterns [16] or a pattern language [3], [15], [25] and it is
being used at British Telecom (BT) for downstreaming agent technology [27].  This
catalog developed at BT includes approximately 60 role models, including those from
agent enhanced workflow, flexible manufacturing, electronic commerce, agent based
information management and retrieval, and the FIPA protocols [12] (contract net,
auctions, etc.). Role models are patterns of interaction.  The patterns in the BT catalog
were mined from numerous existing agent frameworks or specifications.  This
includes Zeus [31], FIPA, and Single Function Agents [13]. Roles and role models are
also considered in intelligent systems, such as those found in KADS [18].  Role
models that commonly occur can then be documented as role patterns. To document
role models of agent systems [22], one important method is to use role, responsibility
and collaboration (RRC) cards to specify responsibilities and collaborations of agents.
It is essential in the early phase of agent-oriented software development. A template
for a RRC card is shown in Table 1.

Table 1. Template to represent RRC card

Role model name
Role type Responsibility Collaborator
Names of Roles List all responsibilities List all collaborators

The following steps are outlined to identify roles:
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• Instance composite roles if they are available (described in next sections).
• Examine role patterns from the existing role patterns.  The determined role

patterns can specify types of interaction and collaboration of the role with other
roles.

• Partition goals to form roles if they are not patterns.
• Determine all roles for the identified interactions and collaborations.

To start at the bottom of the hierarchy goal diagram, the activity “Assign
Responsibilities to Roles” can determine goal cases that each role can achieve and
then assign them to responsibilities of that role.  Once responsibilities are assigned to
roles in a multi-agent system analysis, we can partition and compose identified roles
into different categories for agent design (refer to “Assign and Compose Roles”).
This role model composition is the integration of the relevant role models in an
application [1].  This composition is more than just the sum of the constituent
patterns.  It captures the synergy arising from the different roles an agent plays in the
overall composition structure and follows some constraints that ensure the proper
semantics of the composite are maintained.  These constraints are called composition
constraints that are the elements of the set of pairwise relationships between the roles
that objects can play [32].  To assign and compose roles to agents, we should:
• Design agents in appropriated size i.e. to assign appropriated number of roles to

each agent.
• Compose the roles for the agents with differentiation emphasizing the

specialization that is goal oriented.  Split an agent if it has too many
responsibilities for the different sub-goals.  Merge agents if they have similar
responsibilities.

• Compose the roles for the agents with good quality of collaboration, for which
some aspects are essential such as cohesion, lower coupling, and minimum need
for communication.

3   Layered Conceptual Model

Before applying the general system analysis approach above, we need to develop a
conceptual model to organize our system in a structure with the functionality to be
best supported.  The Layered Architecture pattern [8] has been widely accepted as a
standard in network design and software engineering.  This architecture reduces the
coupling between the complexity of individual problems.  It helps to structure
applications that can be decomposed into groups of subtasks, in which each group of
subtasks is at a particular level of abstraction.  In this paper, information gathering
domain is classified into different layers within a structure.  Each layer provides a
level of abstraction and certain services to the layer above it, while hiding the
implementation of its services from the higher layer.  Also, each layer passes both
data and control information to its corresponding neighbors.  It is similar to
communication within an organization in real world.  Therefore, we propose a layered
conceptual model for an agent-based information gathering system as shown in Fig. 2.
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Fig. 2. Conceptual model of information gathering system

In this figure, the ontology layer collectively maintains a knowledge base of the
different terminology and concepts that are employed over the whole organization.  A
given ontology describes language that would be used for specifying requests for
information.  The individual and unique ontology is used to express the meaning of
the requesters, so the ontology layer is required for translation.  The ontology layer
adapts a request to other modules in different layers.  The authentication layer is
responsible for the system security.

The interface layer is tied closely to an individual human’s goals and it can be used
to predict the user’s intentions and to request services provided by the remaining
modules.  This layer acts on behalf of users to relay specifications and obtain results.
The service broker layer predicts or models the intentions of the overall organization
and then provides services to users via the interface layer.  Negotiation may occur
between the interface and service broker layers.  In order to provide better services to
users, the service broker layer should gather information from other layers, then
process the information and send the results to user via the interface layer.  The
service layer is used to provide services.  This layer differs from the organizational
layer that controls resources.  The service layer represents and provides the high level
services of the organization.  These services can be formed by encoding expertise and
by utilizing the organizational layer.  The organizational layer can be used to manage
the organizational resources.  Its main task is to gather data from the various sources.
Data can be recorded in different ways and must be adjusted to be consistent and
comparable.

4   Relevant Role Models

Based on the layered conceptual model, we identify the relevant role models in this
section.  Our system requires the ability to accurately identify the user who is making
requests.  The user’s identity is verified by checking a password typed in during login.
The process that verifies and records the user’s identity is called authentication, and
this is carried out in the authentication layer in Fig. 2.  The Bodyguard pattern allows
objects to be shared and to control access to them in a distributed environment
without system-level support for distributed objects [29].  It provides message
dispatching validation and assignment of access rights to objects in nonlocal
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environments to prevent incorrect access to an object in collaborative applications.
The Bodyguard role model is depicted in Fig. 3.

C lient B od yguard Subject

A uthentication la yerA ny other layer A ny other layer

Fig. 3. Bodyguard role model. An arrow between two roles indicates collaboration; the
direction of the arrow signifies the messaging path.  The bottom half of the figure depicts role
assignments in the application.  When a dashed line is drawn between a role and a layer, it
means that the layer plays the given role.

Three roles are depicted in the top half of the figure: Client, Bodyguard, and
Subject.  As a result, a layer plays the Client role; the authentication layer plays the
Bodyguard role, and the another layer is the Subject.  Responsibilities and
collaborations for these three roles are shown in Table 2.

Table 2. RRC card for bodyguard role model

Bodyguard
Role type Responsibility Collaborators
Client • to request the permission of a service > Bodyguard

Bodyguard • to validate the qualification
• to notify providing service
• to provide permission for services

>Subject
>Client

Subject • To provide the service
• To accept the notification of the service

>Client
>Bodyguard

The Adapter pattern aims to convert the interface of a class into another interface
that the client expects.  We need the Adapter pattern here because there should be a
layer to translate and match the meanings between the layer and a user or the other
layer.  In the Adapter pattern, there are three roles: Client, Adapter/ Wrapper, and
Target.  In our example, the ontology layer acts as Adapters.  All of the other layers
may appear in the Client or Target roles.  Fig. 4 shows this description and Table 3
shows a RRC card for the Adapter role model.

C lient A dapter T arget

O ntolog y layerA n y oth er layer A n y oth er layer

Fig. 4. Adapter role model
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Table 3. RRC card for the Adapter role model

Adapter
Role type Responsibility Collaborators

Client • To collaborate with the Target > (server) Adapter
Adapter • Adapt interface expected by the Client to

that of the Target
> (server) Target

Target • To receive the message sent by the Client
• To perform a task and send a reply > Adapter/Client

The Observer pattern defines a one-to-many dependency between objects so that
when one object changes state, all its dependents are notified and updated
automatically. This pattern can be applied when an abstraction has two aspects, one
dependent on the other.  Encapsulating these aspects in separate objects lets you vary
and reuse them independently.  Fig. 5 shows the Observer role model and Table 4
shows a RRC card for this model:

Observer Subject

Interface layer User

Fig. 5. Observer role model

Table 4. RRC card for Observer role model

Observer
Role type Responsibility Collaborators
Observer • To store information that is consistent

with the subject
Subject • Notify observers when its state changes >Observer

The Manager design pattern encapsulates management of the instances of a class
into a separate Manager object [34].  In our system, the organizational layer is
responsible for managing the organizational resources.  The organizational layer plays
the Manager/Owner role, while the actual databases and information sources play the
role of Resource. The Broker pattern provides for communication and location
transparency for interoperating applications. The service broker layer plays the role of
Broker in this Broker role model.  The service layer also plays the role of Master in
the Master/Slave role model that comes from Master/Slave pattern [2].
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5   Role Composition

In terms of the layered conceptual model in Fig. 2, we can characterize composite
roles used for identifying agent roles for information gathering.  In this
characterization, the composite roles with more sophisticated behaviors in the higher
levels depend on lower level capabilities, and they only depend on their neighbors.
Table 5 shows these composite roles extracted from the relevant role models for the
conceptual model.

Table 5. Summary of composite roles

Roles Types Description
Interface Role Observer (Observer), Client-

proxy (Broker), Client
(Bodyguard), Client & Target
(Adapter)

Act on behalf of user; Request
to provide services; Obtain
result.

Broker Role Broker (Broker), Client &
Subject (Bodyguard), Client
& Target (Adapter)

Get user request; Match
request to service; Send
request to service provider;
Reply result.

Service Role Master (Master/Slave),
Server-proxy (Broker), Client
& Subject (Bodyguard),
Client & Target (Adapter)

Accept the request; Provide
service; Distribute work if
need; Get final result; Send
result.

Organizational
Role

Manager (Manager), Slave
(Master/Slave), Client &
Subject (Bodyguard), Client
& Target (Adapter)

Manage information
resources; Query information;
Reply result.

Authentication
Role

Bodyguard (Bodyguard),
Client & Target (Adapter)

Verify and validate user; Send
out permission

Ontology Role Adapter (Adapter), Client &
Target (Bodyguard)

Get help request; Find
alternatives; Translate Terms.

In this table, there are six composite roles identified: Interface Role, Broker Role,
Service Role, Organizational Role, Authentication Role, and Ontology Role.  These
composite roles are used as patterns to identify roles for an agent-based application.
For instance, if we assign the service role to an agent who is responsible for
estimating life cycle costs, this agent should play the master role that sends requests to
organization agents for gathering information.  It may also play roles of Client &
Target when it requests alternatives for vocabularies that can mark up the gathered
information.  As a result, we can assign goals and goal cases extracted from uses
cases to this agent in terms of responsibilities of Service Role.  In a similar manner,
we have composed these composite roles to 10 agents [36] that are implemented by
using Jack Intelligent Agents [9], [10], [11].
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6   Conclusion and Future Work

This paper has proposed a systematic process for developing agent-based system.
Based on the layered conceptual model, generic roles have been identified and
composed to agents used in LCC information gathering system.  This system can be
applied to estimating product life cycle costs.
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Abstract. The workshop on teams and adjustable autonomy brought
together researchers working on several aspects of agents coordination
The workshop activities focused on aspects of autonomy from communi-
cation protocols and computational models supporting adjustable au-
tonomy to designing and implementing systems capable of achieving
adjustable autonomy through interaction with a human user or other
agents.

1 Introduction

Adjustable autonomy allows systems to operate with dynamically varying levels
of independence, intelligence, and control [Barber et al., 2000]. A human user,
another system, or the autonomous system itself may adjust an agent’s “level of
autonomy” as required by the current situation. An agent’s adjustable autonomy
can involve changes in:

– The authority and role the agent has in or outside of a team.
– The goals of the agent and the teams it is a member of.
– The other members recognized as belonging to the same team(s).
– The complexity of the commands executed and the constraints that are

enforced.
– The resources (including time) consumed by an agent’s operation.
– The circumstances under which an agent will either override or allow manual

control.
– The circumstances under which an agent will request user information or

control.
– The number of subsystems that are being controlled autonomously and how

they communicate and interact.

Three recent workshops have focused on defining the new area of adjustable
autonomy, the AAAI ’99 Spring Symposium on Agents with Adjustable Auton-
omy [Musliner and Pell, 1999], the Workshop on Autonomy Control Software at
Agents ’99 [Hexmoor, 1999] and the Workshop on Adjustable Autonomy Sys-
tems at IJCAI ’99 [Kortenkamp et al., 1999]. This workshop’s aim was to build
on the previous work and advance this area with a focus on adjustable autonomy
in multi-agent systems and/or systems with people and agents doing cooperative
problem solving.
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The implementation of autonomy in a team can be (a) fixed by indirect
factors such as roles and obligations, (b) dynamically varying to allow for varying
levels of contribution of members toward the team, or (c) learned. The control
system may be completely in control, it may be supervising manual control, or
it may be somewhere in between. A system that can shift amongst these control
extremes in a safe and efficient manner is a system with adjustable autonomy.
Adjustable autonomy provides the flexibility to adapt to changing environments,
user goals, and resources. This flexibility is important in order to successfully
deploy autonomous system solutions for highly complex real-world problems.

This collection includes several papers with research results, an invited talk
summary, and a panel discussion summary.
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Abstract. Given the challenges faced by agent-based systems including
dynamically changing environments, uncertainty, and failures, agent research
must explore techniques to make these systems ever more flexible and adaptive.
Adaptive systems are more robust and often perform better given changing
situations.  One area of research that offers promise for improved agent-based
systems is adaptive autonomy.  In general, adaptive autonomy gives agents the
ability to seek help to solve problems or take initiative when otherwise they
would be constrained by their design to follow some fixed procedures or rules
for interacting with other agents.   In order to gain run-time flexibility and any
associated performance improvements, agents must be able to adapt their
autonomy during system operation. This paper provides a mechanism through
which agents can achieve this end. The examples presented in this paper focus
on adapting one dimension of autonomy, specifically the decision-making
framework under which agents solve problems in their system. The
communication protocol presented here allows agents to dynamically modify
their autonomy at run-time by forming agreements with other agents about
autonomy-altering interactions.  Conversation state machines and example
event traces are provided. This communication protocol forms a solid
foundation around which systems capable of dynamic adaptive autonomy can
be implemented.

1   Introduction

Agents should be allowed to dynamically adapt their autonomy to their situation
during system operation.  In general, adaptive autonomy gives agents the ability to
seek help when solving problems or take initiative when otherwise they would be
constrained by their design to follow some fixed procedures or rules for interacting
with other agents.  This paper presents a communication protocol through which
agents can dynamically agree about autonomy changes during system operation.  The
examples presented focus on adapting one dimension of autonomy, specifically the
decision-making framework under which agents solve problems in their system.

The next section presents the interpretation of “autonomy” used by this research.
This interpretation describes what is actually being manipulated through the given
communication protocol.  The following sections describe the motivation for a
communication protocol used to implement dynamic adaptive autonomy and discuss
related work.  The communication protocol itself is then presented including message
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types, conversation state machines, and example conversation traces.  Finally, the
assumptions of the conversation model are explored along with failure modes, and
conclusions and future work are discussed.

2   Autonomy as Decision-Making Control

There is no widely agreed-upon definition of agent autonomy.  However, in order to
motivate and implement adaptive autonomy, a working definition must be presented.
This research considers agent autonomy with respect to decision-making control and
the authority to assign tasks.  “Decision-making control” and “authority-over” dictate
how agents interact to determine a solution during collaborative problem solving with
respect to a given goal the agents are pursuing.  A specification of “decision-making
control” dictates which agents make decisions about how to achieve a goal.  A
specification of “authority-over” dictates to which agents the decision-makers can
assign tasks (i.e. which agents the decision-makers have authority over).  These
relationships are described by a decision-making framework.  An agent’s degree of
autonomy is determined by the decision-making frameworks in which it participates
[4].  An agent’s degree of autonomy can be described qualitatively along a spectrum
as shown in Figure 1.  The three discrete autonomy level categories labeled in Figure
1 define salient points along the spectrum, as described below:

SPECTRUM OF AUTONOMY

Command-
driven

True
Consensus

Locally
Autonomous /

Master

0 1

Fig. 1. The Autonomy Spectrum

Command-driven – The agent does not make any decisions about
how to pursue its goal and must obey orders given by some
other agent(s).

True Consensus – The agent works as a team member, sharing
decision-making control equally with all other decision-
making agents.

Locally Autonomous / Master  – The agent makes decisions
alone and may or may not give orders to other (command-
driven) agents.

Agents in a multi-agent system can move along the autonomy spectrum during
system operation by forming, dissolving, or modifying decision-making interactions
with other agents.  The research presented here provides a communication protocol
through which these autonomy changes can be realized.

A representation of autonomy must be used to allow the agents to converse about
autonomy changes.  The representation of autonomy as decision-making control has
been formalized as a tuple (G, D, C) [4], where G is a set that describes the goal or
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goals that are the focus of the decision-making, D is a set that identifies the decision-
makers and their relative strengths in the decision-making process, and C is a set that
declares the authority-over constraint.  Table 1 gives some simple “Me-You”
examples of the use of this representation where “me” is one agent and “you” is
another agent.  For a complete description of this representation and the classification
algorithm used to map the representation to the autonomy spectrum, see [3].

Table 1. Simple examples of autonomy representation instances in “Me-You” terms

As the “me” agent, if my autonomy
representation specifies...

Then I am...

G (Focus)  = { MyGoal }
D (Decision-Makers) = { (Me,1) }
C (Authority-over) = { Me }

Locally Autonomous:  I make decisions
about how to achieve my goal alone with
rank 1 (highest ranking decision-maker),
and only I am bound to implement the
decisions I make.

G  = { MyGoal }
D = { (You,1) }
C = { Me }

Command Driven:  You, as a master agent,
make decisions about how to achieve my
goal, and I am bound to implement the
decisions you make.

G  = { MyGoal, YourGoal }
D = { (Me,1), (You,1) }
C = { Me, You }

True Consensus:  We are both working
together in true consensus (equal ranking
decision-makers) to make decisions about
how to achieve both of our goals
simultaneously.  We are both bound to
implement the group’s decision.

One additional representational element must be established before dynamic
autonomy can be realized.  This element specifies limits on an agent’s ability to
modify its own autonomy.  Agents should model and enforce commitments to their
established autonomy agreements.  This “autonomy-level commitment” helps ensure
that agents will actually participate as expected in their established decision-making
frameworks.  In addition, the implementation of such a commitment impacts several
other important aspects of agent-based systems capable of adjustable autonomy
including trust and stability.  Agents explicitly committed to a specific interaction
style can be trusted to a greater extent (by designers or users) not to adjust their
autonomy in an unpredictable manner.  Also, autonomy-level commitment puts a
control on how free agents are to continually adjust their autonomy as opposed to
actually working to solve a problem at a certain autonomy level.  In general,
commitments are not unbreakable.  Often, there is some price that an agent can pay if
it wants to renege on a commitment.  In addition, certain conventions [11] allow a
commitment to be broken without penalty under certain conditions (e.g. loss of
communication).  All parties to the commitment should agree a priori on these
conventions.

In summary, this research views agent autonomy as decision-making control, and it
views dynamic adaptive autonomy as an agent’s ability to modify the decision-
making frameworks in which it participates, dynamically, during system operation.
The authors’ previous experiments have provided empirical motivation for this type
of adaptation.  These experiments have shown that no one decision-making
framework performs best across all conditions that may be encountered at run-time
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[2].  Given these results, the implementation of dynamic adaptive autonomy should be
further explored.

3   Why Use Communication to Adapt Autonomy?

An agent’s autonomy must be defined with respect to other agents in the system (in
the sense that autonomy is “freedom from intervention” by such agents).  The concept
of autonomy as decision-making control refers to an agent’s ability to make decisions
about how to pursue its goals without intervention by any other agent.  A decision-
making framework specifies an agent’s degree of decision-making control with
respect to a given goal it is pursuing [4].  In this context, an agent’s degree of
autonomy depends directly on how much decision-making control it retains over its
goals compared to the decision-making control exercised by other agents for that goal.
In order to change autonomy in a dynamic fashion during system operation, agents
must establish or modify decision-making frameworks.  Agents must establish
coherent views of the framework under which they are operating together in order for
this inter-operation to be meaningful.  For example, an agent who is considered to be
command-driven by some master should not consider itself to be locally autonomous.
Therefore, all agents involved in a decision-making framework must agree about
autonomy changes before they can be implemented.   Agents must establish an
agreement to work together under a specified decision-making framework each time
more than one agent is involved.

Negotiation through communication is one way to establish such an agreement.
Alternatively, agents can be designed such that they are guaranteed to all choose and
implement coherent decision-making frameworks independently, similar to the
coordination approach used in [16].  If this approach is taken, then communication is
not needed.  However, negotiation through communication is the preferred way to
reach such inter-agent agreements [23].  Using communication and negotiation does
not require a hard-coded coordination policy and it does not require that each agent
maintain a consistent worldview, which is needed for independent implementation of
the same coordination decision.  This paper provides a communication protocol to
establish agreements about autonomy changes.

Note that establishing one type of decision-making framework (locally
autonomous) requires no external autonomy agreements from other agents.  The
instantiation of all other decision-making frameworks requires an autonomy
agreement to be established.  The locally autonomous case can be viewed as the
absence of an autonomy agreement, and the agent must work alone.  However, the
agent must still consider the cost of changing its autonomy to form a locally
autonomous decision-making framework.  For example, if an agent who is command-
driven for a particular goal determines that it no longer wants to participate in its
master/command-driven relationship, the agent must renege on a previously formed
agreement to avoid following the master’s orders in the future.  If the command-
driven agent determines that it wishes to become locally autonomous for its goal, it
can establish the new decision-making framework without consulting other agents;
however, it must first dissolve its present command-driven decision-making
framework and pay the required autonomy-level commitment penalty for doing so.



A Communication Protocol Supporting Dynamic Autonomy Agreements         307

4   Related Work

Much previous work has analyzed the formal semantics of agent communication
languages, messages, and conversation policies [7; 8; 10; 12; 18; 20].  Analyzing
communicative acts with respect to a theory of joint intentions has allowed
researchers to show that agents are capable using communicative acts to form the
necessary mental states to work together as a team [19; 20].  With respect to the
autonomy agreement communication protocol, the “joint intention” formed by agents
is to work together under the specified decision-making framework.

The protocol presented in this paper extends the authors’ previous work on the
Goal and Responsibility Allocation Protocol and Language (GRAPL) [13; 14].
GRAPL allows agents to negotiate about goal (or task) allocation and the allocation of
decision-making control (responsibility to plan for a goal).  GRAPL is based on a
classic task allocation protocol – The Contract Net Protocol (CNP) [17; 21].  The
CNP is designed to allow one party to announce a task to be done, and receive bids on
the “contract” from multiple interested parties.  The announcing party can then choose
the best bidder and award the contract.  In the context of the GRAPL protocol, agents
propose and bid on decision-making frameworks.  The agents who receive the
proposal “bid” if they agree to accept the proposal.  For GRAPL, with respect to
autonomy agreements, the “bid” is binary (present or absent).  This differs from the
CNP where the bid contains some information about how much the agent expects to
gain by accepting the contract proposal.  GRAPL also differs from the CNP in that it
introduces a counter-propose mechanism whereby the announcing or bidding agent
can modify the proposal under consideration.  Agents evaluate the current version of
the proposal to determine whether or not to bid on a proposal.

The current protocol differs from GRAPL in several ways.  First, because GRAPL
is based on the CNP, its focus is tied to a market-based matchmaking process among
agents.  This is useful when the proposing agent broadcasts a task announcement to
several other agents who are indistinguishably qualified to perform the task, and when
those agents will “charge” the proposing agent to various degrees for actually
performing the task.  However, recent investigation and implementation indicates (1)
that autonomy agreements are more directed than general task allocation and (2) that
the autonomy agreement process is better modeled as a staged negotiation rather than
market-based task allocation.  In general, autonomy agreements involve directed
communication because an agent proposing a particular agreement has very specific
desires about which other agents should be involved [3].  In addition, the agents who
respond to an autonomy proposal do not respond with a variable bid, they are limited
to actions of accept, reject, or proposing an alternative.

Another critical difference between GRAPL and the current autonomy agreement
protocol is the newly developed ability to support multi-agent autonomy negotiations.
The GRAPL protocol and underlying CNP foundation support conversations between
only two agents at once.  It is difficult to establish autonomy agreements involving
three or more agents using GRAPL because multiple concurrent two-party
conversations must be coordinated.  The newly developed protocol explicitly models
the autonomy agreement conversations as multi-agent interactions, and is scaleable to
any number of participants.
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5   Autonomy Agreement Communication Protocol

The autonomy agreement protocol presented here has been developed for use by
Sensible Agent-based systems [1].  Sensible Agents are agents with a particular
architecture that have been designed to reason about autonomy and implement
dynamic autonomy assignments.  During the autonomy reasoning process, a
respective Sensible Agent selects the most desired decision-making framework for
each of the goals it intends to pursue.  If these selections involve other agents, these
other agents must agree (if the framework is to be implemented) to participate in
collaborative decision-making under the desired decision-making framework.

The autonomy agreement communication protocol is based on a propose/counter-
propose paradigm in which agents ask other agents to participate in their desired
decision-making frameworks.  As shown in Table 2, each proposal or counterproposal
contains (1) a unique identifier, (2) a specification of the desired decision-making
framework using the autonomy representation ((G, D, C) as described in the
“Autonomy as Decision-Making Control” section), and (3) the proposed autonomy-
level commitment for each involved agent.  For the purposes of the following
discussions, an autonomy proposal is the communicated representation of the desired
decision-making framework, and an autonomy assignment is the resulting
implementation of that decision-making framework by each agent, should the
proposal be accepted.  Table 2 gives an example of a possible autonomy proposal and
its resulting autonomy assignments.  The autonomy proposal and the resulting
autonomy assignments made by each agent are similar, however the individual
autonomy assignments may not reflect all information contained in the proposal.  For
example, in Table 2, each agent represents only its own al_commitment in its
resulting assignment.  Once the autonomy assignments are made, the agents can begin
collaborative problem solving under the desired decision-making framework.  The
“autonomy_agreement_id” identifies the conversation under which an autonomy
agreement is formed.  This identifier ties all conversation messages together during
the autonomy negotiation process, and it later serves as an identifier for agent
communications during collaborative problem solving for the associated goals.  The
“proposal_id” identifies the current proposal being considered in the agreement
conversation.

All agents who receive proposals may accept, reject, or counter-propose.  In the
end, the original proposing agent can confirm or deny the agreement.  Once an
agreement is confirmed, all involved agents make the specified autonomy
assignments to their respective goals.  The agent who originally proposes an
autonomy agreement will be referred to, from this point forward, as the agreement
manager.  All other agents involved in the agreement conversation will be referred to
as participants.  Any agent may take either role for a given conversation.  Any
agreement conversation may involve one manager and one or more participants.  A
critical contribution of the protocol presented here is the ability to handle multiple
participants, allowing autonomy agreements and resulting decision-making
frameworks to involve more than two agents.

In general, an agent who intends to achieve a goal will attempt to achieve it alone
or request help from other agents to achieve it.  Therefore, in a master/command-
driven relationship, it is likely to be the command-driven agent who originally
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Table 2. Example autonomy proposal and resulting assignments

Autonomy Proposal
{ autonomy_agreement_id = A_22;
   proposal_id = A_114;
   G = { goalXAgentA, goalYAgentB };
   D = { (AgentA, 1), (AgentB ,1) };
   C = { AgentA, AgentB };
   al_commitments =
            { (AgentA, 4), (AgentB, 3) };
}

Resulting
Autonomy Assignment (Agent A)

Resulting
Autonomy Assignment (Agent B)

{ autonomy_agreement_id = A_22;
   G = { goalXAgentA, goalYAgentB };
   D = { (AgentA, 1), (AgentB ,1) };
   C = { AgentA, AgentB };
   al_commitment = (AgentA, 4)
}

{ autonomy_agreement_id = A_22;
   G = { goalXAgentA, goalYAgentB };
   D = { (AgentA, 1), (AgentB ,1) };

   C = { AgentA, AgentB };
   al_commitment = (AgentB, 3)
}

proposed the decision-making framework (i.e. acted as the manager for the
conversation establishing the master/command-driven framework).  Before an
agreement is established, the command-driven agent is likely to know more about the
goal and more about how much help it needs to achieve the goal.  In the same way,
during the formation of a consensus relationship, one agent is likely to propose a
consensus decision-making framework for a goal it intends to achieve, and other
agents are likely to add their own goals to the decision-making framework during the
counter-proposal phase so the agreement becomes more beneficial to all involved.

5.1   Message Types

Table 3 lists the conversation phases for the autonomy agreement protocol as well as
the possible message types seen in each phase.  Phase 1 starts the conversation and
encompasses only the initial proposal.  Phase 2 allows a participant to consider the
current proposal and determine whether or not it is willing to commit to the specified
decision-making framework.  Phase 3 allows the manager to consider counter-
proposals from all involved participants, if any have been suggested.  If, instead, all
participants have accepted the manager’s proposal, the manager must then (in Phase
3) determine whether it wants to commit to the specified decision-making framework.
The manager does not commit to the proposed agreement with the initial proposal.
This gives the manager the flexibility to investigate multiple mutually exclusive
possible agreements concurrently.  In the end, the manager can commit to only one of
these mutually exclusive possibilities.  The semantics of this late-commitment
paradigm are similar to those formally defined for the “SOFFER” conversation policy
by [20].  In this primitive conversation policy, the “offering” agent waits for
acceptance from the other agent and then tells that agent whether it is still willing to
do the offered action.  If the manager decides to commit in Phase 3, it informs the
participant(s) that they should implement the agreement.  The manager also has the
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option to terminate the conversation (deciding not to commit) in Phase 3.  Due to the
propose/counter-propose cycle, the agents can move back and forth between Phase 2
and Phase 3 as many times as they are willing to consider counter-proposals.

Table 3. Message types and descriptions

Phase 1 (initial proposal):
PROPOSE Manager sends initial proposal to participant(s)

Phase 2 (participants’ opportunity to commit to agreement):
P-COUNTERPROPOSE Participant requests updated or different agreement
ACCEPT Participant commits to agreement
REJECT Participant refuses to negotiate further about agreement
FAIL Manager terminates conversation and informs participant(s)

that agreement failed
Phase 3 (manager’s opportunity to commit to agreement):

M-COUNTERPROPOSE Manager sends updated proposal to participant(s)
CONFIRM Manager commits to agreement and informs participant(s) to

implement
FAIL Manager terminates conversation and informs participant(s)

that agreement failed

5.2   Conversation State Machines

The autonomy agreement protocol proposed by this research uses state machine
descriptions to specify allowable behaviors within autonomy agreement
conversations.  This section describes these state machines.  State machines are a
useful way to specify the behavior of any system, and have previously been used to
model agent communication protocols [5; 23].  The state machines presented here can
be implemented directly within agents to guide their determinations of when to
perform necessary autonomy reasoning tasks and their determinations of what their
next conversation action should be.

Both the manager and participant views are given.    Any agent may play either
role for a given conversation.  A single, global state machine for the conversation is
not specified because the agents involved in a given conversation do not have access
to global information.  Agents could not maintain consistent views of a global
conversation state because agents cannot all know the same things at the same times
about the conversation.  These agents can maintain only their local view of the
conversation.  These local views should be coherent (i.e. they should not conflict with
the views of other agents involved in the same conversation).  However, this
coherency requirement does not require maintaining a global conversation model
wherein each agent models the current state of the other agents involved in the
conversation as well as its own current state.

Figure 2 shows the state machine for a 2-agent conversation (1 manager and 1
participant) from the manager’s perspective.  This state machine enforces a lock-step
action for the conversation (manager sends message, participant sends message,
manager sends message, etc.).  After the initial proposal message, each message acts
as an acknowledgement of receipt of the previous message.  After sending a given
message, an agent (either manager or participant) must wait for a response from the
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other agent.  (The exception of FAIL messages are discussed below in the section on
“Assumptions for Conversation Model”).  This “send/ wait-for-acknowledging-
response/ send” paradigm ensures that agents maintain non-conflicting local views of
a given conversation.

MERGE PROPOSAL and
COUNTERPROPOSALS

START

WAIT-0
(for RESP)

PROPOSE

P-COUNTERPROPOSE

M-COUNTERPROPOSE

CONSIDER
ACCEPTED
PROPOSAL

INFORM of
FAILURE

AA-
FORMED AA-

FAILED

                 ACCEPT

FAIL

REJECT

FAIL

FAILFAIL

CONFIRM

Manager sends message

Participant sends message

Fig. 2. Manager state machine for 2-agent conversation (1 manager, 1 participant)

As more agents become involved in the decision-making framework, the
manager’s transitions among states become more complicated.  Figure 3 shows the
manager state machine for a 3-agent conversation (1 manager, 2 participants).  In
conversations with multiple participants, the manager can make the transition to the
“MERGE PROPOSAL and COUNTERPROPOSALS” meta-state in different ways.
If at least one agent counter-proposes and no agent rejects, the manager must attempt
to merge all counter-proposals with its original proposal.  The manager then re-
submits a new counter-proposal to the entire group, keeping every agent “on the same
page” for the negotiation. This merging task represents the primary difference
between the manager’s role and the participants’ roles.  After every proposal or m-
counter-proposal, all agents in the conversation are considering the same decision-
making framework.  To reach the successful completion of an autonomy agreement
conversation, all participants must eventually agree to a proposal sent out by the
conversation manager.
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MERGE PROPOSAL and
COUNTERPROPOSALS

START

WAIT-0
(for RESP)

PROPOSE

ACCEPT && P-COUNTERPROPOSE

M-COUNTERPROPOSE

CONSIDER
ACCEPTED
PROPOSAL

INFORM of
FAILURE

AA-
FORMED AA-

FAILED

ACCEPT && ACCEPT

FAIL

REJECT || REJECT

FAIL

FAILFAIL

CONFIRM

Manager always sends same message to all participants

P-COUNTERPROPOSE &&
P-COUNTERPROPOSE

P-COUNTERPROPOSE &&
ACCEPT

Manager sends message

Participant sends message

Fig. 3. Manager state machine for 3 agent conversation (1 manager, 2 participants)

Figure 4 shows the participant’s state machine.  A participant communicates only
with the manager and may not know if other participants are involved in the
conversation or not.  The “CONSIDER PROPOSAL” state is the participant’s
primary action state.  Here the participant decides to accept, reject, or counter-propose
in response to the manager’s proposal or counter-proposal.  Note that if the participant
counter-proposes, the manager must also then counter-propose in order to achieve an
agreement state.  If the participant accepts, it must be prepared to implement the
corresponding autonomy assignment in case the manager confirms the agreement.  It
must also be prepared for the manager to counter-propose even though it has accepted
the agreement already.  This would occur in cases where there are multiple
participants involved in the conversation and at least one of the other participants has
counter-proposed rather than accepting the earlier proposal.
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Fig. 4. Participant State Machine

5.3   Example Conversation Traces

In order to give the reader a clearer understanding of this communication protocol,
example conversation traces are presented here.  Figure 5 shows some example
conversation traces for some 2-agent autonomy agreement conversations.  Three
major conversation types are demonstrated.  Figure 5a shows a minimal (in terms of
the number of messages required to form an autonomy agreement) conversation
between two agents that has a successful outcome.  The circles on each event-trace
line represent the point at which the corresponding agent reaches a final conversation
state for that trace.  Figure 5a shows both the manager and participant reaching of
final state of “AA-FORMED” (refer back to state diagrams to associate states along
each event-trace with messages shown).  Figure 5b demonstrates the difference in
commitment phases between a manager and a participant.  Participants commit to the
agreement when they send the AGREE message.  However, as described above in
Section 5.1, the manager does not commit until it sends the CONFIRM message.
Therefore, even if all the participants agree to the proposal, the manager still has the
option to fail.  Figure 5c shows a type of behavior expected to be relatively common
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in autonomy agreement conversations.  The counter-proposal process can go on ad
infinitum, until one of the parties decides either to accept the latest proposal or to
terminate the conversation.  Any agent involved in the conversation can terminate a
counter-proposal loop.  As shown in Figure 2, the manager can FAIL out of the
conversation at any point.  A regular participant can terminate the conversation only
in their CONSIDER PROPOSAL state, by sending a REJECT message to the
manager.  This second case is shown in Figure 5c.  The participant has decided that
there is no point to continuing the conversation, because it cannot reach agreement
with the manager.  As dictated by the state machine in Figure 2, the manager responds
by sending out a FAIL message, terminating the conversation.

PROPOSE

ACCEPT

MANAGER PARTICIPANT
START START

CONFIRM

PROPOSE

P-COUNTERPROPOSE

M-COUNTERPROPOSE

ACCEPT

FAIL

START START

MANAGER PARTICIPANT PROPOSE

P-COUNTERPROPOSE

M-COUNTERPROPOSE

REJECT

FAIL

START START

MANAGER PARTICIPANT

P-COUNTERPROPOSE

M-COUNTERPROPOSE

(a) (b) (c)

Fig. 5.  Sample conversation traces for 2-agent autonomy agreement conversations

Figure 6 shows example conversation traces for some 3-agent autonomy agreement
conversations.  The conversation shown in Figure 6a is relatively simple, as is any
conversation in which one of the participants REJECTs in the first round.  Any
rejection shunts the conversation to failure.  The second conversation, shown in
Figure 6b, is more interesting.  Although participant1 accepted the proposal,
participant2 counter-proposed.  When the manager receives any counter-proposals
and no rejections, it attempts to merge all of the counter-proposals and the original
proposal into a single new proposal.  Once the manager has generated what it
considers to be the “best” merged proposal, it sends this counter-proposal to all the
participants.  It cannot simply respond to the counter-proposing agent, because all the
participants must be aware of and decide whether to accept the latest proposal issued
by the manager.  In the example conversation shown in Figure 6b, both agents accept
the second proposal issued by the manager.  As stated previously, the manager could
still fail out of the agreement at this point.  However, it decides to commit to the
agreement by sending out a CONFIRM message to all the participants.
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PROPOSE

M-COUNTERPROPOSEM-COUNTERPROPOSE
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ACCEPT
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(a) (b)

Fig. 6. Example conversation traces for 3-agent autonomy agreement conversations

6   Assumptions for Conversation Model

The conversation protocol presented here assumes asynchronous, reliable point-to-
point communication [15].  Communication in the agent-based system is assumed to
be asynchronous given the unbounded amount of time an agent may take to respond
to a given message.  The characteristics of reliable point-to-point communication
imply that (1) if an agent sends a message, m, then all addressed agents who are
functioning correctly will eventually receive and process m, (2) no agent receives and
processes any message that is not addressed to that agent, (3) if an addressed agent
receives and processes message m, then all addressed agents who are correctly
functioning will eventually receive and process m, and (4) for any message m, every
addressed agent who is correctly functioning receives and processes m at most once
and only if m was previously sent to that agent by sender(m).  Even though
communication can fail in the agent-based systems modeled for this research, the
transport layer used to send messages still guarantees message delivery if
communication ever comes back up.

The autonomy agreement communication protocol is very directed and specific to
the autonomy agreement task.  Agents are expected to follow the protocol.  Received
messages are ignored if they do not advance the state of a current conversation via a
legal transition or do not start a new conversation with a proposal message.  Future
work may investigate handling conversational tangents, exceptions, or interrupts via
task models that allow agents to interpret the abstract context of the conversation, as
shown in [9].  Such problems are often seen in natural-language based systems and
human interaction.  Currently, the protocol does not support divergent messages or
recovery from spurious messages.

Because the communication protocol (in general) allows only one state transition
before an acknowledging response is required, a causal ordering constraint is not
required.  The causal-ordering condition would add the following constraint: for
messages m and m’, if send(m) causally precedes send(m’), then no agent addressed
by both messages who is correctly functioning will receive and process m’ unless it
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has previously received and processed m.  The remainder of this section discusses the
only exception to the requirement for acknowledging responses.

Given the protocol specified by the state machines and the conversation model
assumptions, the agents generally proceed in lock-step for the given conversation
protocol.  First, the manager proposes to all participants, then all participants must
respond, then the manager must respond to all participants, etc.  The only exception to
this procedure may occur in Phase 2, where the manager may terminate the
conversation by sending a FAIL message before all participants have responded.  This
situation is described further by the conversation traces below, and relates to the
failure model assumed by this conversation protocol, described here.

This autonomy agreement protocol currently assumes a crash failure model [15].
Either the manager or any number of the participants may fail by halting.  Failed
agents remain halted (for the purposes of the conversations in which they are
participating) and cannot re-enter a conversation at a later time.  The fact that an agent
has failed may not be detectable by other agents in the system.  Because
communication is assumed to be asynchronous, it is not possible to distinguish
between an agent that has crashed and one that is responding very slowly.  Therefore,
both possibilities must be considered by the protocol.  If the manager fails, the
participants currently do nothing, they maintain the conversation and may wait
forever to receive a message from the manager.  This is not a critical problem because
agents may carry on multiple conversations at once, so another decision-making
framework can be adopted over the stopped conversation.  If the manager is just slow,
the participants eventually receive and process messages from the manager as usual.
If a participant fails or is very slow to respond in Phase 2, the manager may use a
time-out to mark the participant as failed.  At this point, the manager uses its Phase 2
option to send out a FAIL message to every participant, terminating the conversation.
The manager may also use this Phase 2 option to preemptively terminate a
conversation where one participant has refused to continue the conversation
(REJECT) and the other participants have not yet responded.  The examples below
explore these possibilities as well as the scenario in which the participant has not
actually failed and does eventually respond to a proposal after the manager has sent
the FAIL message.

Figure 7 shows an example of the manager deciding not to wait any longer for a
response from one of the participants.  In this example, the manager sent a proposal to
two agents, and received an acceptance message from one of them, but nothing from
the other.  After a period of time, the manager gives up on receiving a response from
participant2 and fails out of the conversation.  Because communication is
asynchronous, the algorithm used by the manager to decide how long is “too” long
may lead the manager to fail too soon.  This possibility is explored in the next
example.

In general, if the manager receives a message associated with a particular
conversation after it has already reached a final state for that conversation, the
manager will ignore that message.  Final conversation states are represented on the
event trace diagrams by the circles surrounding the endpoints of the CONFIRM and
FAIL messages.  Any time a manager fails out of a conversation before it has
received responses from all participants, the manager can potentially receive the
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PROPOSE

ACCEPT

MANAGER PARTICIPANT1
START START

FAIL

PARTICIPANT2
START

PROPOSE

FAIL

Fig. 7. 3-agent conversation trace in which Participant 2 has crashed

participant’s responses after it has reached a final state.  Examples of this behavior are
shown in Figure 8 and Figure 9.  In Figure 8, the participant may have waited too long
to respond.  Alternatively, the manager may have been involved in multiple
conversations about mutually exclusive autonomy agreements.  As soon as the
manager committed to one of these agreements, it would fail out of the rest.  Although
the participant does respond in Figure 8, the response arrives at the manager after it
has sent out the FAIL message and has reached its final conversation state.  The
manager ignores the final ACCEPT message from the participant.  Note that the
participant also reaches a final conversation state as usual. In this case the circled,
final state in the event-trace corresponds to the state “AA-FAILED” for each agent
involved in this conversation.

ACCEPT

PROPOSE

P-COUNTERPROPOSE

M-COUNTERPROPOSE

FAIL

START START

MANAGER PARTICIPANT

message
ignored

Fig. 8. 2-agent conversation in which Participant responds too slowly

Another motivation for allowing a Phase 2 FAIL message from the master concerns
early rejection.  In this case a manager receives a rejection from one of the
participants before all participants have responded.  In order to save time and
processing for all the agents involved, the manager can immediately send out the
FAIL message.  An example of this case is shown in Figure 9.  Although participant2
responds, the manager has already reached its final conversation state and will ignore
the message.  All participants reach a final conversation state as well.

The conversation model, failure assumptions, and recovery options presented here
support the basic implementation of dynamic adaptive autonomy.  Future work will
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ACCEPT

PROPOSE

REJECT

MANAGER PARTICIPANT1
START START

FAIL

PARTICIPANT2
START

PROPOSE

FAIL
message
ignored

Fig. 9. 3-agent conversation in which Manager sends FAIL message before waiting for all
Participant responses.

extend the protocol for cases where the communication medium is lossy or agents
may recover and wish to resume a previous conversation.

7   Conclusions

This paper presents a communication protocol that can be used by any number of
agents to establish a collaborative decision-making framework during system
operation.  By allowing agents to change the decision-making frameworks under
which they pursue their goals, this communication protocol supports dynamic
adaptive autonomy, where autonomy is viewed and represented as decision-making
control.  The communication protocol presented here provides key advancements over
the previously used GRAPL protocol, including a shift to negotiation-oriented
interaction rather than contract/bid-oriented interaction and the ability to scale to
multi-agent agreements rather than being limited to two-agent agreements.  Failure
modes for conversations using this communication protocol are examined in this
paper using a crash failure model for all involved agents.

Future theoretical work includes specifying formal semantics for the
communicative acts encompassed by the proposed protocol.  These formal semantics
will facilitate analysis and verification of agent behavior.  Additionally, using a
common formal semantics will allow Sensible Agents using this protocol to interact
with other heterogeneous agents in the future.  Other potential future work includes
generalization of the negotiation process so that multiple different communication
protocols could be used and compared.

Parallel research is being conducted regarding the algorithms agents use to choose
among the legal transitions at each conversation point in the proposed protocol.  For
many of the transitions, this requires the ability to generate or evaluate autonomy
agreement proposals.  Agents must choose, at every point, which autonomy proposals
they wish to implement.  Quite a bit of research has been done on two-agent utility-
theoretic negotiation algorithms, e.g. [6; 22; 24].  It is quite likely that a utility-
theoretic approach is feasible for this problem, and this existing work could be
applied.  However, to do so, these results must be generalized to handle n-agent
negotiations.  Other future work includes implementing the proposed protocol and
testing it with respect to run-time performance.  Future work will also evaluate the
protocol with respect to more complex models of agent failure and communication
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failure.  Implementation of these research concepts has already begun, and will be
tested along with the proposed protocol.
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1 Introduction

Human-centered automation (HCA) maximizes the goals of humans by support-
ing a full range of interactions between humans and autonomous systems. The
key goal of this research is to minimize the necessity for human interaction, but
maximize the capability to interact. Within HCA we define adjustable auton-
omy as the ability of autonomous systems to operate with dynamically varying
levels of independence, intelligence and control. HCA encompasses adjustable
autonomy and interfaces it with Human-Computer Interaction (HCI).

The motivations for human-centered automation are many. They include
technical issues such as an inability to automate certain aspects of a task because
of its complexity or because of an uncertain or changing operating environment.
They also include non-technical issues such as a desire to allow for human in-
tervention even when full autonomy is possible. These latter motivations may
include safety, training, maintenance or calibration.

The benefits of human-centered automation include the ability to partially
automate a system when full automation is not possible. Other benefits are lower
costs because difficult-to-automate parts of the system can be left to humans and
increased operator acceptance of an autonomous system.

Early work in human-centered autonomous systems has been conducted at
NASA Johnson Space Center [Bonasso et al., 1997, Kortenkamp et al., 2000], at
NASA Ames Research Center [Dorais et al., 1998], at the Honeywell Technology
Center [Musliner and Krebsbach, 1999] and the University of Texas [Barber et
al., 1999].

2 A Simple Example

To demonstrate adjustable autonomy, let’s take the example of a tank that needs
to be kept at a specific pressure. The tank has two ways of pressurizing: a motor
that is controlled electrically and a crank that is turned manually. The tank
has two sensors: an analog pressure gauge that must be read by a human and a
digital pressure gauge that can be read by a computer. Finally, the system has
a controller. The system is summarized as follows:
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– Controller
• human who decides whether pressure should be increased
• computer that decides whether pressure should be increased

– Actuator
• pump that human cranks
• pump that motor activates increased

– Sensor
• analog pressure sensor that human reads
• digital pressure sensors that computer reads

This translates into eight different autonomy modes. For example, a fully
autonomous system would use computer control with the motorized pump and
the digital pressure sensor. A fully manual system would use the human con-
troller, hand-cranked pump and analog pressure sensor. However, in addition to
these two extremes there are six other partially autonomous configurations. For
example, the computer could decide when the human should turn the crank by
watching the digital pressure sensor. In this case, the computer is the controller
and the human is the actuator. Or the human could read the analog pressure
sensor and enter the value into the computer, which would do the control. From
this simple example you can see that adjustable autonomy is the ability of the
system to move amongst these different configurations as required.

3 Requirements

Building an adjustably autonomous control system to support HCA places severe
requirements on the underlying control system. Without a properly designed
control system, adjustable autonomy can be ineffective and even dangerous. It
can be difficult to “retrofit” adjustable autonomy into existing autonomous or
tele-operated control systems. There are several key requirements for a well-
designed adjustably autonomous control system:

– A human (or other agent) who wants to adjust autonomy needs to know what
the control system knows and what it is doing. This includes the following:

• State: The state is a set of values that represent the current abstraction
of the system (internal state) and its environment (external state). The
human should be able to read and update the internal states of the
control system and the control system’s perceived state of the world.

• Models: Models define the set of possible states and their relationships.
Models should be presented in a way that is easily understood by hu-
mans.

• Goals: A goal is a desired set of states. The user needs to know the
system’s current goals and its progress in achieving those goals. The
system may need to explain non-linearities, e.g., backtracking.

• Tasks: The tasks are the actions the system is currently taking to achieve
its goals. The human needs to be able to see those tasks, adjust them
and add to them if necessary.
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– A system can be adjustably autonomous only if it can be commanded by
an outside agent. Commanding can take many forms, including physical
actuation, setting goals, changing models or executing procedures.

– Adjustable autonomy only applies when there are multiple methods (paths)
to accomplish system tasks. If there are no choices then there is no autonomy
to adjust.

– The human (or agent) that is adjusting autonomy must have knowledge of
the capabilities of the other agent(s) and be able to recognize success and
failure.

– The protocol for changing responsibility (or the level of autonomy) must be
clear and must support both requesting a change in autonomy and accepting
a change in autonomy.

4 Conclusions

We have developed the following list of questions that must be asked (and an-
swered) when developing a human-centered autonomous system.

– What tasks can be done only by humans? Only by automation? By both?
– Who can set the level of autonomy for a task? Can the level of autonomy
change at any time or only under certain circumstances?

– What are the timing issues with respect to a change in autonomy?
– Can an autonomy setting at one level of a hierarchical task be applied to all
descendants?

– What are the possible autonomy level transitions? What transitions are not
permitted?

– Is information necessary to control the system available to the user or to
other agents?

– Are there multiple ways to accomplish the same task? Are they selectable
by the user? By a planner?

– What parts of the system are commandable from the outside?
– How is success and failure of other agents recognized?
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Abstract. We introduce situated autonomy and present it as part of the
process of action selection. We then discuss the cognitive ingredients of
situated autonomy and derive a degree of situated autonomy.

1   Situated Autonomy and Action Selection

Autonomous agents have been defined to be agents with self-generated goals using
the agent’s motivations [4]. Such agents perform action selection, which is the
function of selecting the most relevant and meaningful action [9], entirely for selfish
reasons [7]. We believe circumstances of everyday agents provide opportunities for
reasoning about relative levels of autonomy. Instead of being autonomous in the
general sense, we will focus on the notion of autonomy in the context of a situation
and in a team with other agents. We will consider agents able to perform autonomy
considerations very fast while they are in the situation. Imagine in a game of
basketball, the agent who is in the midst of running anticipates a block and reflects
about whether to pass the ball or to run with it. Here, autonomy is a split-second
situated assessment.1 The player considers choosing each of the behaviors “pass the
ball” and “run with the ball.” The agent’s considerations of autonomy involve the
higher-level goals of scoring or driving the ball into the opponent zone. The agent
decides between its orientation to “pass the ball” which means sharing its autonomy
toward scoring/driving with another player or its orientation to “run with the ball”
which means self-autonomy. Situatedness is to consider situations in the environment
as integral component of the agent’s process of deliberation or reactive response
generation. Situation is a state of the world as it pertains to a problem. We define
situated autonomy as an agent’s stance, as well as the cognitive function of
forming the stance, toward assignment of the performer of a goal at a particular
moment when facing a particular situation. Assumption of individual versus social
rationality affects the cognitive function. At a coarse level the agent’s orientation
toward the goal will be whether to abandon it or to decide its overall position toward
the goal:  to make it an entirely personal goal, to make a goal for another agent, to
consider the goal a collaborative effort, or to consider an inclination for the goal that

                                                
1 Assessment of autonomy is either a deliberative process or an automatic association

of a stance that might be a historic stance or based on the agent’s personality.
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is less than totally self-directed. Here, we are not concerned about responsibility for a
goal, which is the amount of effort or commitment an agent is willing to spend on
seeing to its accomplishment. At a finer level the agent’s stance will go beyond an
overall position to include a degree of situated autonomy. In this paper, the degree of
autonomy will be a measure of the agent’s deliberateness over its autonomy decision.
Two useful measures of autonomy beyond the scope of this paper are (1) degree of
relative dependence on environmental factors such as other agents, and (2) degree of
control (or influence) an agent has over a goal. Generally determining degree of
autonomy is more time-consuming than determining an overall position. In our
discussion of situated autonomy we will not care whether the goals are internally
generated or externally imposed.

Action selection generates an action in response to a new situation. An important step
in action selection is choosing among possible plans or possible primitive actions. We
propose that situated autonomy can be used in this decision. Given that an agent may
have several alternative plans and actions to achieve a goal with each alternative
appropriate at different commitment level, an agent’s situated autonomy can be used
as the context for arbitration.

For a cognitive agent, action selection is affected by the frequency of encountering
new situations. We describe an agent’s assessment of its situated autonomy that is
also affected at varying situation frequencies.

At the highest frequency, the agent may produce reflex-like actions. Such agents have
no time to account for their situated autonomy. At a relatively fast frequency, the
agent may produce reactive actions with minimal time to account for situated
autonomy. Such situated autonomy assessment will consider pre-disposition toward
the goal. Pre-disposition here is taken as “an evaluative tendency that is expressed by
evaluating a particular entity with some degree of favor or disfavor” [3, p. 693]. An
agent’s pre-disposition toward a goal is based on semi-permanent beliefs and goals
about enabling factors for the goal. Our understanding of pre-disposition is a
cognitive function that operates on the agent’s weak beliefs and unmotivated goals.
Enabling factors for a goal are subset of the elements of the situation that are
either necessary or facilitating conditions for attempting the goal.  We consider
individual, social, and physical enablers with different origins: (a) entirely
endogenous, (b) exogenous and social, and (c) exogenous and physical in nature. The
individual enablers are the agent’s competencies. The social enablers are the social
influences and motivators. The physical enablers are the physical conditions, physical
resources, and physical tools. We will further discuss these types of enablers in a later
part of this paper. An agent may have a model of other agents as well as its own. We
will use prefixes “Other-” and “Self-” to distinguish between an agent’s model of
other agent’s enablers and its own. For instance, Other-Social-Enabler will denote an
agent’s model of another agent’s social enablers and Self-Physical-Enabler will
denote an agent’s model of its own physical enablers.

At slower frequencies, the agent will have more time to assess the quality and
quantity of the enabling factors. Situated autonomy at that level will be based on
dispositions toward the goal. Perkins, Jay and Tishman [8], define dispositions as
“people's tendencies to put their capabilities into action” (p. 75). At yet slower
frequencies, the agent will have time to consider going beyond dispositions derived
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from enabling factors and include motivations. Human motivations are a collection of
psychogenic needs, which guides behavior [6]. At the slowest frequency, the agent
may consider long-term ramifications of its options in order to produce optimal
actions. In this paper we consider goal-oriented social agents in domains with
relatively fast situation frequency. Such agents may have limited time to consider
situated autonomy. They may just have enough time for assessing an overall position.

Consider action selection as a linear process where somehow the agent’s action
selection has settled on a goal. The next step and the focus of this paper are the
agent’s reflections on its autonomy with respect to the goal at hand. Finally, the agent
uses the results of its introspection and renders a decision about action(s).

Figure 1 summarizes the types of action generated by action selection that is at
different frequencies of Situations. Reflex actions are generated without much
deliberation for situated autonomy. Other than reflex actions, situated autonomy
consideration for actions generated to the right are coarser than for action to the left.

Fig. 1. Action selection at different frequencies of Situations

Given a goal, the agent’s assessment of situated autonomy is a cognitive process that
is comprised of several stages, Figure 2. The process begins by the agent’s
consideration of pre-dispositions only. If the agent has a habit of disfavoring the goal,
it will decide to ignore it for no other reason other than its habit and considers itself
Not-autonomous with respect to that goal. The agent who habitually favors the goal
and favors itself to be the executor of the goal will consider itself to be Self-
autonomous. The agent who habitually favors the goal and favors itself not to be the
executor of the goal will lean toward delegation and will consider itself to be Del-
autonomous.

The agent with some more time may consider the goal further and form dispositions
toward it. If the agent perceives the goal to be impossible, the agent forms a mental
state of Not-autonomous.  If the agent perceives that the goal is doable either
exclusively by the agent alone or by delegation, it will stop further considerations of
situated autonomy. If such an agent solely using its dispositions considers itself to be
the executor of the goal, it will consider itself to be Self-autonomous. When we say an
agent is autonomous with respect to a goal, we may mean one of two things about its
disposition toward the goal. We may mean the agent is self-reliant in the sense that it
is not affected by any exogenous sources such as social or physical. Alternatively, we
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may mean the agent can bring about the desired effect given its access to its
exogenous sources such as other agents or resources or it can do it itself. If it
considers other agents to be executors of the goal, it will consider itself to be Del-
autonomous. If the goal is deemed clearly appropriate for delegation due to the
agent’s inability to perform the goal itself, the agent is considered Del-autonomous
and subsequently a communicative act will be generated.

An agent who has formed a disposition toward its goal that has not resulted in
determination of either the agent or others being the exclusive executors may further
use its motivations. Moreover, motivations can modify a decision that is previously
determined based on disposition. We will consider motives to be captured by a policy
that produces a preference to favor/disfavor the goal as well as the executor of the
goal. If a goal is deemed inappropriate due to the agent’s motivation policy, the initial
commitment is revised and the agent is considered to be Not Autonomous with
respect to that goal. If a goal is deemed feasible for self-performance due to the
agent’s disposition and additionally appropriate due to the agent’s motivation, the
agent is considered to Self-autonomous and the goal might be sent to the motoric
system.

If the agent has not determined exclusive execution, the agent is slated to perform the
goal with other agents and its autonomy is classed as Semi-autonomous or Shared-
autonomous. Shared-autonomous implies getting assistance from another agent or
reliance on some environmental elements such as tools or resources, or offering help
to some other agent who will be the primary executioner of the goal. Shared
autonomy implies more demand for the agent than semi-autonomy. With semi-
autonomy, the agent knows it is dependent on outside sources to perform the goal.
With shared autonomy the agent knows furthermore that there are one or more agents
that complement its autonomy. An example of shared autonomy is shown between a
human air traffic controller and a collision-detection agent [5].

Fig. 2. Situated Autonomy as part of the process of action selection
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An agent may perceive the goal to be shared by a team. Such an agent will be
motivated to help the team and may override its determination of shared-autonomy or
semi-autonomy based on its dispositions in favor of self-autonomy.

2 A BDI Model of Autonomy: Necessary Cognitive Components
for Situated Autonomy

In this section we will provide a predicate calculus account of autonomy. We do not
claim our characterization to be complete but we believe it covers the major human-
intuitive aspects of situated autonomy.

We refine our earlier use of pre-disposition with a combination of a weak belief in the
enabling factors, and an unmotivated goal. An agent’s belief is weak Bw when it is not
carefully formed and it is premature. An agent may have little time to form its belief
or the agent senses uncertainties in the object of the belief. An agent may form
sketchy beliefs solely based on prior experience and otherwise not have substantiated
support for holding the belief. In contrast to Bw, we define Bs as a strong belief when
the agent has inductive or deductive reasons for holding the belief. This style of
treating belief differs from explicit/declarative evaluation. Instead they are closer to
that in [1].

A goal is unmotivated Gu when the process of adopting the goal has suffered from
weaknesses in related prior intentions or beliefs. Gm is defined as a motivated goal
when the agent has (a) inductive or deductive reasons for adopting the goal including
goals that the agent shares with a team [2], and (b) a wish for expecting it. Otherwise,
an agent’s goal is unmotivated. An unmotivated goal is adopted out of habit but fails
to have justification and the agent’s wish.

We list a few factors that contribute to forming a motivated self-directed goal. We
will not use any notation for brevity.  In the following, a goal is owned by the agent if
another agent did not suggest the goal. I.e., the agent has endogenous reasons for the
goal.
� x owns the goal to bring about that goal.
� x is not the owner of the goal but the goal is owned by the team and x perceives a
great deal of personal commitment and responsibility for that goal.
� x perceives itself to be the only agent who can do the goal.

One or more of the following mental states may support motivated goal that is other -
directed:
� x owns the goal to bring about that goal
� x is not the owner of the goal but is owned by the team and x perceives a great deal
of commitment and responsibility for the delegation of that goal.
� x believes it does not have individual enablers.

We are now ready to define Self-autonomy in terms of pre-disposition.

Definition 2.1 Self-autonomousp

Agent x is self-autonomous based on its pre-dispositions with respect to goal g in
situation s iff x can perform an act to bring about g with permission but however, it
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has a weak belief in situation s about Self-Enablers and it has g as an unmotivated
goal in situation s.
(Self-autonomousp x s g) ≡  ∃  � (Agts � x) ∧  (Achvs ��g) ∧  (Per x��) ∧  (Bw x s
Self-Enablers) ∧  (Gu x s g)

The predicate “Per” stands for the deontic notion of permission for individuals (See
[10] for typical usage of permissions) and “G-Per” (used later in this paper) stands for
group permission. Note that individuals and groups typically do have the same
permissions and that group permissions cannot be reduced to the permissions of the
individuals forming the group.  The notations “Agts” and “Achvs” stands for “agent
of” and “ Achieves” respectively and are similar to their usage in [11].

We consider disposition to be a combination of an unmotivated goal Gu and a strong
belief Bs in the enabling factors. Using disposition, we define Self-autonomy again,
Self-autonomousD.

Definition 2.2 Self-autonomousD

Agent x is self-autonomous based on its dispositions with respect to goal g in
situation s iff x can perform an act to bring about g with permission, it has a strong
belief in situation s about Self-Enablers but however, it has g as an unmotivated goal
in situation s.
(Self-autonomousD x s g) ≡  ∃  � (Agts � x) ∧  (Achvs ��g) ∧  (Per x��) ∧  (BS x s
Self-Enablers) ∧  (Gu x s g)

We define motivated disposition as a combination of a goal that is motivated Gm with
motivation, and a strong belief Bs in the enabling factors. We define Self-autonomy
this time based on motivated disposition, Self-autonomousMD.

Definition 2.3 Self-autonomousMD

Agent x is self-autonomous based on its motivated dispositions with respect to goal g
in situation s iff x can perform an act to bring about g with permission, it has a strong
belief in situation s about Self-Enablers, and it has g as a motivated goal in situation s.
(Self-autonomousMD x s g) ≡  ∃  � (Agts � x) ∧  (Achvs ��g) ∧  (Per x��) ∧  (BS x
s Self-Enablers) ∧  (Gm x s g)

Next, we define Del-autonomy in terms of pre-disposition.

Definition 2.4 Del-autonomousp

Agent x is del-autonomous based on its pre-dispositions with respect to goal g in
situation s iff there is an agent y  (other than x) that can perform an act to bring about
g with permission but however, x has a weak belief in situation s about Other-
Enablers and it has g as an unmotivated goal in situation s.
(Del-autonomousp x s g) ≡  ∃  �y (Agts � y) ∧  (Achvs ��g) ∧  (Per y��) ∧  (Bw x
s Other-Enablers) ∧  (Gu x s g)
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Definition 2.5 Del-autonomousD

Agent x is del-autonomous based on its dispositions with respect to goal g in situation
s iff there is an agent y  (other than x) that can perform an act to bring about g with
permission, x has a strong belief in situation s about Other-Enablers but however, it
has g as an unmotivated goal in situation s.
(Del-autonomousD x s g) ≡  ∃  �y (Agts � y) ∧  (Achvs ��g) ∧  (Per y��) ∧  (BS  x
s Other-Enablers) ∧  (Gu x s g)

Definition 2.6 Del-autonomousMD

Agent x is del-autonomous based on its motivated dispositions with respect to goal g
in situation s iff there is an agent y  (other than x) that can perform an act to bring
about g with permission, x has a strong belief in situation s about Other-Enablers, and
it has g as a motivated goal in situation s.
(Del-autonomousMD x s g) ≡  ∃  �y (Agts � y) ∧  (Achvs ��g) ∧  (Per y��) ∧  (BS

x s Other-Enablers) ∧  (Gm x s g)

We believe Shared_autonomy requires more than a pre-disposition.

Definition 2.7 Shared-autonomousD

Agent x is shared-autonomous based on its dispositions with respect to goal g in
situation s iff x is a part of a group of agents t, where t can perform an act to bring
about g with permission, x has a strong belief in situation s about Group-Enablers but
however, the group has g as an unmotivated goal in situation s.
(Shared-autonomousD x s g) ≡  ∃  �t  (x ∈  t) ∧  (Agts � t) ∧  (Achvs ��g) ∧  (G-
Per t��) ∧  (BS  x s Group-Enablers) ∧  (Gu t s g)

Definition 2.8 Shared-autonomousMD

Agent x is shared-autonomous based on its motivated dispositions with respect to goal
g in situation s iff x is a part of a group of agents t, where t can perform an act to bring
about g with permission, x has a strong belief in situation s about Group-Enablers,
and the group has g as a motivated goal in situation s.
(Shared-autonomousD x s g) ≡  ∃  �t  (x ∈  t) ∧  (Agts � t) ∧  (Achvs ��g) ∧  (G-
Per t��) ∧  (BS  x s Group-Enablers) ∧  (Gu t s g)

We believe Semi_autonomy requires more than a pre-disposition but typically does
not change with motivation.

Definition 2.8 Semi-autonomousD

Agent x is shared-autonomous based on its dispositions with respect to goal g in
situation s iff x is a part of a group of agents t, where t can perform an act to bring
about g with permission, However, x has a weak belief in situation s about the Group-
Enablers, and the group has g as an unmotivated goal in situation s.
(Semi-autonomousD x s g) ≡  ∃  �t  (x ∈  t) ∧  (Agts � t) ∧  (Achvs ��g) ∧  (G-Per
t��) ∧  (Bw  x s Group-Enablers) ∧  (Gu t s g)

Finally, an agent is not autonomous if no other form of Autonomy holds.
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Definition 2.8 Not-autonomous
Agent x is not-autonomous with respect to goal g in situation s iff there are no acts
that x has both permission to perform and perform to achieve g.
(Semi-autonomousD x s g) ≡  ¬∃  �  (Agts � t) ∧  (Achvs ��g) ∧  (Per x��)

Not-autonomous  necessarily presupposes that x does not have any Self-, Del-,
Shared-, or Semi-autonomy.

Our notations so far can only help with a coarse reasoning about situated autonomy
for the agent. We have identified four categories of situated autonomy. Self-
Autonomous gives the agent the most choices to complete its action selection. An
agent’s action selection must decide on method of delegation with Del-Autonomous.
Semi-autonomous is the least clear and the agent’s action selection may use other
consideration for action selection. With Shared-autonomous, the action selection must
consider the other agents sharing the autonomy over the goal for an action. If the
agent is Not_autonomous, its action selection can terminate and the agent will not
rationally perform that goal.

3   Degree of Situated Autonomy

In the previous section we presented several categories of situated autonomy. Stances
based on pre-disposition are weaker than the ones based on disposition. Stances based
on disposition are weaker than the ones that include motivation. We propose that the
strength of an agent’s stance is the basis for its degree. For example, an agent’s stance
Del-autonomousMD is stronger and has a higher degree than the agent’s stance Self-
autonomousD. The degree of situated autonomy within each stance is a function of (a)
the agent’s subjective certainty in the agent’s beliefs about enabler ingredients, (b) the
perception of the absolute quantity of the enabler components that gives the agent a
sense of liberty, and (c) the strength of positive mental states due to situation at-hand
and lack of strength in the negative mental states due to the situation at-hand. First,
we will briefly discuss the liberties an agent senses with regard to three main enabling
quantities. This will be used in defining degrees of Self-, and Del-Autonomy.

The physical enablers. For example, the road condition and mechanical integrity of a
vehicle can be considered environmental elements for a driving goal. An agent’s
perception of the quantitative condition of the road and the car combined with its
certainty about its own beliefs forms the overall physical enabler component of its
autonomy. Colloquially, we may think of the agent’s Faith or Trust in the physical
enablers or Faith/Trust in its perception or its beliefs. To the extent the agent
experiences freedom from concerns about physical enablers, the agent has physical
liberties.

The social enablers. Other agents may provide positive or negative social influences.
Other agents may facilitate achievement of the goal or detract from it. The perception
of the quantity of social elements affecting the goal as well as the agent’s belief in
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such elements makes up the contribution of the social enablers in determining a
degree of situated autonomy. For example, a friend who is familiar with the driving
directions for a driving goal can make the goal easier. The agent’s perception of the
degree of its dependence on such a friend for help contributes to the agent’s degree of
social enablers. To the extent the agent is invested in the favorable social elements
and is ready to guard against unfavorable elements, the agent has social liberties.

The individual enablers. The agent’s perception of the degree of its competencies as
well as the certainty of beliefs in them makes up the contribution of individual
enablers in determining a degree of situated autonomy. To the extent the agent is self-
confident about the goal the agent has individual liberties.

The necessary conditions for Self-Autonomy require an agent to sense high levels of
Individual, Social, and Physical liberties with respect to the goal. Whether such an
agent has a high degree of Self-autonomy depends on the strength of its mental states
due to the situation at-hand.

The necessary condition for Del-Autonomy requires an agent to sense a high level of
Social liberty of other agents with respect to the goal. Whether such an agent has a
high degree of Del-autonomy further depends on (a) the strength in one or more of the
following positive mental states:

� x owns the goal to bring about the goal
and (b) lack of strength in the following negative mental state:
� x believes it does not have individual enablers.

We treat the degree of an agent’s Shared-Autonomy to be its relative autonomy with
respect to other agents for a given goal in a given situation. Since other agent’s
autonomy and the situation affect Shared-Autonomy, it is more dynamic than Self-,
and Del-Autonomy. The necessary condition for Shared-Autonomy requires an agent
to sense that there are other agents who share the goal and complement its autonomy
with respect to the goal. Whether such an agent has a high degree of Shared-
autonomy depends on (a) the strength in the following positive mental state:
� x owns the goal to bring about the goal.
and (b) lack of strength in one or more of the following negative mental states:
� x believes it does not have individual enablers,
and (c) the extent to which,
� relative to other agents with whom x shares the goal, x perceives a relatively large
level of personal power and control over the goal.

For an agent to sense a high degree when it is Semi-Autonomous depends on the
intensity of the agent’s mental state that “x owns the goal to bring about that goal”
combined with the agent’s mental state that “x believes it does not have adequate
individual enablers.”

Finally, an agent that is Not Autonomous has the least degree of situated autonomy.
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4   Conclusion

We have discussed the idea that situated autonomy is at the core of an agent’s action
selection. It is responsible for the agent’s mental state about how to relate to a goal in
the context of relevant enabling factors in an environment that includes other agents.
We have presented central cognitive ingredients that constitute notions of autonomy
of self, delegation, and sharing. Degree of autonomy as a measure of the agent’s
deliberativeness of its decision is then presented. It is argued to be dependent on  the
qualities of enabling factors and the strength of the agent’s beliefs in them.

We plan to refine these notions and to implement agents that exhibit dynamic changes
in their autonomy. Previously we presented some quantified results of different levels
of autonomy [5]. Our future plans include extending our empirical studies with
implementations of situated autonomy.
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1 Introduction

We are beginning a project to develop fundamental capabilities that enable mul-
tiple, distributed, heterogeneous robots to coordinate in achieving tasks that
cannot be accomplished by the robots individually. The basic concept is to en-
able the individual robots to act fairly independently of one another, while still
allowing for tight, precise coordination when necessary. The individual robots
will be highly autonomous, yet will be able to synchronize their behaviors, ne-
gotiate with one another to perform tasks, and “advertise” their capabilities.
This architectural approach differs from most other work in multi-robot sys-
tems, in which the robots are either loosely coupled agents, with little or no
explicit coordination [1,4,5], or else are tightly coordinated by a highly central-
ized planning/execution system [3]. Our proposed architecture will support the
ability of robots to react to changing and/or previously unknown conditions by
replanning and negotiating with one another if the new plans conflict with pre-
viously planned-upon cooperative behaviors. The resulting capability will make
it possible for teams of robots to undertake complex coordinated tasks, such as
assembling large structures, that are beyond the capabilities of any one of the
robots individually. Emphasis will be placed on the reliability of the worksystem
to monitor and deal with unexpected situations, and flexibility to dynamically
reconfigure as situations change and/or new robots join the team.

A main technical challenge of the project is to develop an architectural frame-
work that permits a high degree of autonomy for each individual robot, while
providing a coordination structure that enables the group to act as a unified
team. Our approach is to extend current state-of-the-art hierarchical, layered
robot architectures being developed at NASA JSC (3T) [2] and CMU (TCA)
[6] to support distributed, coordinated operations. Our proposed architecture is
highly compatible with these single-agent robot architectures, and will extend
them to enable multiple robots to handle complex tasks that require a fair degree
of coordination and autonomy.

As second technical challenge is to use distributed techniques to provide co-
ordinated control of complex, coupled dynamic systems. For example, a mobile
manipulator may have many degrees of freedom and controlling them all from a
single controller would be complicated and computationally expensive. However,

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 335–338, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



336 D. Kortenkamp

by breaking the complicated control problem into several simpler control prob-
lems and then having the simpler control problems coordinate and cooperate
with each other to achieve a task we can reduce complexity and computational
requirements. This approach will require the architectural support described in
the previous paragraph.

Fig. 1. A distributed, multi-layered robot architecture.

2 Approach

Our basic approach to multi-robot architectures is to distribute the behavior and
sequencing layers of the three-tiered architectural approach, while maintaining a
centralized planner (Figure 1). The centralized planner sends high-level, abstract
plans to individual robots, where the plans include goals to be achieved and
temporal constraints between goals. The task sequencer then decomposes the
goals into subtasks, and issues commands to the behavior layer. The behavior
layer executes the commands, sending data back to the sequencer so that it
can monitor task execution. Occasionally, status information is sent back to the
planner, especially when the robots encounter problems they cannot solve.

3 Preliminary Work

Our project testbed will be a multi-robot construction scenario (see Figure 2).
Our most significant achievement to date is the development of distributed visual
servoing, using a roving eye and fixed manipulator (see Figure 3). The servoing
system uses a pair of color stereo cameras to provide a 6DOF pose that is the
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Fig. 2. Mobile manipulator and roving
camera performing construction task.

Fig. 3. Fixed manipulator and roving
camera perform servoing. Colored fidu-
cials are used for vision.

difference between two colored fiducials. This difference is used to drive the arm.
The servoing continues until the target fiducial reaches the desired pose. The
roving eye drives around the workspace to keep the targets in sight and centered
in the image, and it moves back and forth to ensure that the targets fill most
of the camera field of view. The roving eye and arm are completely distributed
and autonomous. They use a distributed version of 3T’s Skill Manager to co-
ordinate activities. This work was performed jointly by NASA JSC and CMU
graduate student David Hershberger, who worked in the NASA JSC labs over
the summer. This use of a roving eye, completely separated from the arm it is
guiding, is a novel approach to visual servoing and has many applications in
construction and manufacturing. We are currently performing experiments to
measure quantitatively the precision obtained by this approach.

4 Adjustable Autonomy Issues

The work we discuss in this paper has not yet directly addressed adjustable
autonomy. This section introduces some adjustable autonomy issues and possible
solutions.

– Teaming: Our approach will allow robots to create dynamic and ad hoc
teams to accomplish tasks. Sometimes this will require several robots to be-
come “subservient” to other robots while members of a team. For example, if
two robots are moving a long beam, one of the robots may be designated the
lead robot and it will pass commands directly to the other robot, which will
execute them with limited autonomy. During the course of performing many
different tasks, robots may sometimes be in the leader role and sometimes in
the follower role. So, they will need to adjust their autonomy level to reflect
their role in the team.

– Operator interaction: The goal of our research is to develop remote
colonies of robots on planetary surfaces. Because of limited bandwidth com-
munication, operator interaction with the robots will be limited. However,
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there may be times when direct operator control of an individual robot or a
team of robots is required. Traded control options will need to be built into
our architecture.

– Human/robot teams: We also want to allow for the possibility that hu-
man crew members could be working along side robotic crew members in
construction tasks. While this will require significant human/robot interac-
tion advances (for example in natural language and vision), the adjustable
autonomy aspects should not be much different than in the first bullet of
this section.

Acknowledgements. The development of this proposed architecture has been
a collaborative process with Reid Simmons of Carnegie Mellon University and
Robert R. Burridge of NASA Johnson Space Center. CMU graduate student
David Hershberger implemented the system described in Section 3 while working
at NASA Johnson Space Center.
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Linköping University, SE-581 83 Linköping, Sweden
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Abstract. Adjustable Autonomy (AA) is the name given to a variety of
approaches to the task of giving outside entities the ability to change the
level of autonomy of agents in an autonomous system. The idea presented
in this paper is to leverage the flexibility and robustness of agent teams to
develop flexible and safe AA mechanisms. We argue that the fundamental
properties of teamwork are very useful for providing the robustness to
change and flexibility that an implementation of AA requires. We present
the EASE system which leverages teamwork as the basis for a powerful
and robust AA system for intelligent actors in interactive simulation
environments.

1 Introduction

Despite our best efforts, so called “intelligent” actors sometimes don’t do pre-
cisely what we expect or intend them to do. Coffee lounges are full of anecdotes
of actor designers watching in horror as at a critical moment in an important
demonstration an “intelligent” actor does something extremely stupid. Giving
designers some control over actors at runtime will increase their utility - as
well as reducing stress [Blumberg and Galyean, 1995]. In actors deployed over
long periods of time, with safety critical missions, perhaps on spacecraft, it
may be essential that the actor’s behavior can be modified without restarting it
[Dorais, 1998, Schooley et al., 1993, Kortenkamp et al., 2000].

Adjustable Autonomy (AA) is the name given to a variety of approaches
to achieving the goal of allowing the parts of a system to change levels of au-
tonomy [Kortenkamp et al., 1999b, Musliner and Krebsbach, 1999, Reed, 2000,
Hexmoor, 1999]. In this paper we are primarily concerned with mechanisms giv-
ing humans some control over autonomous actors in simulation environments.
This means giving the user the ability to change aspects of the agent’s behavior
at runtime. The behavior should be able to be changed at all levels of abstraction
and at any time during the simulation. The more flexibility the AA gives to a
user the better the AA serves its purpose.

However, AA is far from trivial to build into an actor. Two general approaches
are immediately obvious. Firstly, at design time the designers could work out the
different controls the user will need at runtime and build them into the actor.

R. Kowalczyk et al. (Eds.): PRICAI 2000 Workshop Reader, LNAI 2112, pp. 339–352, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



340 P. Scerri and N.E. Reed

This approach is taken in systems like HCSM [Cremer et al., 1995] and Improv
[Perlin and Goldberg, 1996]. An advantage of this approach is that the designers
can ensure a priori that the actions the user takes at runtime will be safe and
sensible. A limitation of the approach is that the designer needs to correctly
identify all the actions the user might want to take, a priori. This is problematic
as it seems that one of the important uses of AA is for graceful handling of
situations that were unexpected at design time.

A second general approach to AA is to augment the agents with mechanisms
that allow users to flexibly manipulate the internals of the actor. This is the ap-
proach taken by [Kortenkamp et al., 1999b] and [Blumberg and Galyean, 1995]
among others. Such mechanisms, if done well, can provide the user with an
almost unlimited range of options, allowing them to make whatever behavior
changes are required at runtime. One downside of such approaches is that, be-
cause the designer gives up some control over the internal running of the actor,
it becomes difficult to guarantee that the actor’s behavior will be reasonable,
safe or graceful. Even carefully designed specifications can easily fall apart when
a user starts making ad hoc changes.

The general approach of providing mechanisms to allow a user to manipulate
the internal structure of an actor is appealing because it allows great flexibility.
However, the promise can only be realized if the actor can handle fairly ad hoc
changes to its structure robustly.

Most agent systems are not designed to allow ad hoc changes to their com-
position. However, there is one type of system that is specifically designed to be
flexible and robust to changes to its components – multi-agent systems (MASs)
[Tambe, 1996]. When the agents work together as a team towards common goals
they can be especially robust and flexible. Part of the reason for the flexibility
is that interactions between the components (i.e., agents) of the system are at
an abstract level. The relationships between agents are explicitly represented
and understood so when one part changes (or breaks) the rest of the team can
reconfigure smoothly around the changed or broken agent.

We leverage the flexibility and robustness of agent teams to develop flexi-
ble and safe AA mechanisms. The agent teamwork implements the same type
of guarantees, e.g., safe and reasonable, that a designer might implement if de-
veloping hard-coded AA controls - but in a way that is flexible at runtime. In
particular a single agent is composed of a complete MAS. (For clarity we refer to
the overall agent (composed of a MAS) as an actor, and the components of the
actor (team members in the MAS) as agents.) The AA mechanism gives the user
ad hoc control over the MAS. The teamwork between the agents in the MAS
helps make the overall behavior “graceful” and safe.

A prototype of this idea has been implemented. The real-time con-
trol prototype, nicknamed “The Boss” is a sub-system of an actor spec-
ification system called EASE (End-user Actor Specification Environment)
[Scerri and Reed, 2000b]. EASE is used to develop actors which are internally
controlled by a multi-agent system (MAS). The Boss works by adding agents
to, removing agents from or suspending agents in the multi-agent system which
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in turn dictates the behavior of the actor. These facilities give the user a large
amount of control over the actor at runtime. Importantly the user is not required
to take back complete control of the actor, only manipulate those aspects of the
behavior that they want or need to change. Because the addition or removal of
agents is done in accordance with the team conventions and within the team
model, the overall behavior of the actor usually continues to be reasonable while
the user makes their desired changes. That is, the normal teamwork mechanisms
serve to provide the robustness required in the face of these ad hoc changes.

2 EASE

EASE is an integrated graphical development system for specifying and running
intelligent actors for simulation environments. Specific design tools support all
aspects of development from information processing specification through to
mission specification. For more details on EASE see [Scerri and Reed, 2000b], in
this paper we describe only enough of EASE to support the AA.

An actor created with EASE has a complete multi-agent system that per-
forms the task of action selection. The basic idea is conceptually similar to the
“Society of Mind” ideas of Minsky [Minsky, 1988] and that of behavior-based
architectures [Mataric, 1994]. Each agent in the system is responsible for a spe-
cific aspect of the actor’s overall behavior. For example, in a simulated pilot
actor there might be one agent for avoiding the ground and another for heading
towards some way point. The teamwork is fairly simple – the agents form con-
tracts with each other in a hierarchical structure. Contracts correspond closely
to the idea of delegation [Falcone and Castelfranchi, 1999]. The contracted agent
is assigned a specific aspect of the contractor’s task. For example, a contractee
of a Safety contractor might be responsible for avoiding a particular aircraft.
The contracts, including the specific agent to be contracted, are determined at
design time by the designer. Coupled with the notification of success or failure
and negotiation amongst agents, the contracts form the core of the teamwork
mechanisms.

Agents at the bottom of hierarchies in the MAS are directly involved in
negotiations about the actor’s actions. Each agent involved in the negotiation
has a function which it uses to decide its satisfaction with different proposed
actions for the actor. A factory administers the negotiation. A factory continu-
ously selects values from the domain of possible actions and suggests the values
to the agents in the negotiation. The agents calculate their satisfaction value
for the suggested action and return it to the factory. The factory compares the
responses of the agents to the new suggestion and their responses to the previ-
ous most favored suggestion. The factory keeps a record of the negotiation and
periodically executes the favored action. The factory’s algorithm for choosing
between suggestions is an anytime version of a fuzzy behavior fusion algorithm
[Pirjanian and Mataric, 1999]. A snapshot of the Negotiation Viewer tool show-
ing the progress of a negotiation is shown in Figure 1.
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The basic idea is that each engineer argues selfishly (i.e., it argues for actions
that will lead to its goal being achieved) and the negotiation protocol tries
to ensure that a fair (i.e., taking into account all the agents wishes) outcome
is reached. The priority level of an agent affects how much weight the agent
has in the negotiation. The way such a process leads to good overall decisions
is described mathematically in Ossowski [Ossowski and Garćıa-Serrano, 1999].
The agent’s satisfaction with an action is proportional to the relative reduction
in the distance between the current state and its ideal state(s), that can be
expected from that action as compared to other possible actions. So actions
that are expected to lead to the biggest reduction in distance to the ideal states
will completely satisfy the engineer. On the other hand, any actions expected to
increase the distance to ideal states will completely dis-satisfy the engineer. All
other actions, i.e., those that are expected to reduce the distance to the ideal
state(s) but not so much as some other actions will satisfy the engineer to a
proportional level.

Fig. 1. A snapshot of the Negotiation Viewer showing each agent’s satisfaction levels
during the successful avoidance of an aircraft. Four agents are involved in the negoti-
ation. Two of the agents, “Hard deck” (red) and “AC Avoidance” (yellow) are always
completely satisfied (100% – top line). The “Go to waypoint” agent (light blue) is un-
satisfied more than the “Smooth” agent (dark blue) (both lines go near the bottom of
the window).

In the current EASE prototype, agents are internally controlled by single-
layered state machines. Each state in the state machine may be a success state,
a failure state or a regular (intermediate) state. A designer should design the
agent so that when it is in a success state, it is achieving (or has achieved) the
task assigned to it and when it is in a failure state, it is unable to achieve (tem-
porarily or permanently) its assigned task. The success or failure information is
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communicated to the contractor agent which can use the status information in
it’s decision making. Figure 2 shows a snapshot of the end-user tool for creating
state machines.

Fig. 2. The end-user state machine specification tool, showing a specification of a state
machine for a simple patrol agent. Circles represent states, while arrows represent
transitions. The state in the top left corner, i.e., take-off, with an extra line is the start
state. Success transitions are lightly colored while normal transitions are annotated
with the condition for their traversal.

Two key aspects of the EASE agents’ team behavior facilitate effective AA.
Firstly, an agent informs its contractor of the success or failure of its task. This
allows contractors to react intelligently to the success or failure of sub-goals
and take appropriate subsequent actions. The contractee informs its contractor
whether its goal is currently being achieved (or maintained), the goal cannot
be achieved, or normal progress is being made towards the achievement of the
goal (i.e., there is no reason to believe the goal cannot be achieved but it is not
yet achieved). These fairly abstract messages are the only communication that
occurs between agents once a contract is made. The messages allow contractors
to make decisions based on the status of sub-goals. Although some aspects of the
organization’s functioning might be improved if more status information were
shared, the simplicity of the interconnections between agents makes the addition
and removal of agents to and from the organization easier. Being able to add and
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remove agents easily is critical when the user wants to add and remove agents,
i.e., add or remove goals, at runtime.

At runtime the AA utilizes the success and failure messages to invoke the
normal team mechanisms of the actor to smoothly integrate the changes specified
by the user. In particular, when the user breaks a contract, i.e., removes an agent,
the same messages are passed to the agent’s contractor as if the agent “normally”
failed or succeed. Hence, when the user takes an action the contractor agent has
the required mechanisms to handle the situation and move on appropriately.
This means that although the user is making “ad hoc” actions, the designer can,
a priori, design the specification in such a way that the overall behavior of the
actor should remain within reasonable bounds.

The second key mechanism of the team framework that facilitates effec-
tive AA is the low level negotiation mechanism. Behavior based architec-
tures, like EASE, are intrinsically robust to failure [Goldberg and Mataric, 2000,
Parker, 1998], due primarily to the flexibility of their behavior arbitration mech-
anisms. All “horizontal” interaction between agents, i.e., goal conflict resolution,
takes place within the negotiation framework. The negotiation algorithm, being
an adaptation of a behavior fusion algorithm, is well suited to having agents
added and removed at unpredictable times. This allows agents to be removed
from the MAS without serious disruption to other parts of the behavior.

2.1 Example

In this section a detailed example is given of the specification and running
of a simple EASE actor. This example was demonstrated at Agents 2000
[Scerri and Reed, 2000a]. In the next section, this example is used to show how a
user might intervene and take control, modifying the originally specified behavior
of the actor online.

The example actor we describe is a pilot in an air-combat simulation. When
the simulation begins, the aircraft is in the air. The pilot should fly the aircraft
through three way points and then to a home position. Any other aircraft in
the air should be avoided. For simplicity and clarity we consider the case of an
aircraft with only two degrees of freedom: heading and altitude.

A design-time view of the agent hierarchy is shown in Figure 3. The mission
agent has four states. In each of its states, the mission agent contracts a single
way point agent. State transitions between the states of the mission agent occur
when the way point agent it contracts reaches its way point (the way point agent
will go into a success state and inform the mission agent of its success). There
are three instances of a way point agent. Each of them has two states, a start
state (fly) and a success state (done). In the start state the agent will negotiate
using a satisfaction function that gives high satisfaction for heading suggestions
toward the way point and low satisfaction for heading suggestions that are away
from the way point. The transition between the states will occur when the agent
reaches the way point.

The smooth agent, responsible for keeping the aircraft on a relatively straight
course, has only a single state. In that state it has a satisfaction function that
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Fig. 3. The mission design specification for the example. There are three agents when
the actor starts: “Mission”, “Smooth”, and “Avoid” (shown at the top of the figure).
Contracts between agents are shown as dashed lines and the state machines are shown
inside the agents.

prefers headings that are close to the current heading, i.e., it prefers slow turns,
indirectly keeping the line of the aircraft smooth. This agent has a lower priority
so that if a safety critical action cannot be done simultaneously with keeping
the heading smooth the smooth agent will be overridden.

An avoid agent is responsible for avoiding a single aircraft (a special agent
called a list manager agent is responsible for contracting one avoid agent for
each detected aircraft). The satisfaction function in the starting state of an avoid
agent is very simple. It returns high values when suggestions are made that lead
to a relative heading of greater than 30 degrees from the obstacle aircraft and
satisfaction values of zero otherwise. If the aircraft gets within a set distance of
the obstacle aircraft a transition is made into the second state. The second state
is a failure state. In this state the satisfaction function will argue for altitude
values that will lead the aircraft to dive. In this state the agent’s priority is high,
giving it the most weight in the negotiations.

When the actor starts there are three agents active, the mission agent, smooth
agent, and avoid agent (see Figure 3). As soon as the actor starts, the mission
agent will contract a way point agent to go toward the first way point. When
the aircraft reaches the first way point, that way point agent will transition
to its success state. Because the mission agent has a transition dependent on
contractee success it will transition to its next state. In the next state, it contracts
another way point agent to get it to the next way point. As soon as another
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aircraft is detected, an avoidance agent would be contracted specifically to avoid
the detected aircraft. One such agent will be contracted for each aircraft detected.

3 Online Control of Agents

In the previous sections, the multi-agent system (MAS) that provides the action
selection mechanism for an actor was described. In this section, the tools that
allow runtime manipulation of the MAS, and hence, runtime control of the actor,
are described. The tools can be separated into two categories, tools for observing
the behavior of the MAS and tools for manipulating the MAS (to change the
actor’s behavior).

3.1 Observing the Actor’s Multi-agent System

The main tool for observing the MAS is “The Boss” shown in Figure 4. A
familiar tree layout shows all the currently active agents. Each node shows the
name and current state of one of the agents. The layout of the tree reflects the
hierarchical arrangement of contractor and contracted agents in the MAS. It is
easy to see from the tree which agent is contracted by which other agent and,
more generally, how a particular abstract task is currently broken down into
parts and the overall state of the actor. Different types of agents are shown
in different colors. Agents negotiating directly with a factory (at leaves of the
hierarchy) are shown in red and agents contracting other agents (non-leaves in
the hierarchy) are shown in green.

Fig. 4. The Boss display lists all active agents in an actor (top) and allows tracing,
termination and suspension of a selected agent, and the creation of new agents (bottom
buttons).
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The top three buttons in the bottom of The Boss window (Figure 4) allow
the user to view different aspects of the system. For agents involved in nego-
tiations, a snapshot of the satisfaction function can be shown (see Figure 5).
The snapshot shows, in great detail, the calculation the agent has performed in
order to produce its satisfaction value for the current factory suggestion. For all
the agents, traces of the calculations of their priority and state transition condi-
tions can also be shown. This mechanism was designed primarily for debugging
purposes, i.e., the designer can check the calculations at runtime to determine
why agents are performing each action, but this information also aides the AA.
For example, the calculation traces may allow a user to detect early on that
the agent is about to do something undesirable or understand why it is doing
something incorrectly.

Fig. 5. The Calculation Trace window shows the details of the calculations one of the
agents is performing. Each line shows the result of computing the value of one cell. The
labels of the cells are printed with the corresponding intermediate results. The bottom
line in the window shows that the final satisfaction value calculated is 3.0.

3.2 Manipulating the Actor’s Multi-agent System

There are three ways that the user can manipulate the MAS: by breaking existing
contracts, by creating new contracts and by suspending active agents. Each of
the mechanisms is accessed through the same interface shown in Figure 4 (the
same interface used to observe the agents as described in the previous section).

To break a contract between contractor and contractee, the user selects the
agent and then selects either the “end fail” button or the “end success” button at
the bottom of the window. The agent whose contract is broken ends the contracts
of all agents it contracted. That is, breaking a contract with an agent that has
contractees results in the whole hierarchy of agents headed by that agent being
terminated.
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If the “end failure” button was selected the selected agent sends a message
to the contractor agent informing the contractor that its contractee has failed.
Conversely, if the “end success” button is used a message indicating success is
sent from the agent being terminated to its contractor. The contractor handles
the termination of the contract as it would handle any success or failure of
a contractee, i.e., by taking the same actions that it would have taken if the
contractee had really succeeded or failed.

Fig. 6. Creation of new agents. In the example, the user wants to make the aircraft
dive to a specified height. The user selects “Dive” for a dive agent in the upper window
and then selects the “create” button. This leads to the lower window opening for the
user to enter the dive altitude, in this case the user enters the parameter low (from the
file “StayAtHeight”).

For example, consider the actor specification given in the previous section. If
a user decided that the aircraft should skip the first way point and go directly to
the second, this could be achieved by selecting the way point agent (contracted
by the mission agent) then selecting the “end success” button. The way point
agent will leave the negotiations and inform the contractor (the mission agent)
of the successful completion of its task. When the mission agent receives the
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message it will make a success state transition and contract a new way point
agent for going to the second way point.

The second way a user can manipulate the MAS is by contracting agents
themself, i.e., by adding new agents to the MAS. Figure 6 shows another EASE
tool, this tool allows agents to be created and contracted by the user. The “Create
Agents” window comes up when the “create contract” button in the “Boss”
window is selected. To create an agent, the user selects the agent’s name and
clicks on the “create agent” button. The agent will pursue a particular goal in
the actor. If the agent contract has uninstantiated parameters (for example the
location of a way point) a dialog box pops up allowing the user to instantiate
appropriate values. In the example shown in the figure a dive agent has been
created and the user is instantiating the parameter “Req. Height” (indicating
the level to dive to) with the value “Low” (which has been defined as some value
in the file “StayAtHeight”). The created agent becomes a part of the MAS and,
just like other agents, contracts other agents or enters into negotiations over
actor actions. Newly created agents are always top-level agents.

The third type of control the user has is the ability to suspend (pause) an
agent within the actor. This is done by selecting the agent and then selecting
the “pause agent” button shown at the bottom of The Boss tool (see Figure 4).
All agents contracted, directly or indirectly (i.e., contracted by contractees), by
the suspended agent are also suspended. No status messages are sent to the
contracting agent of the suspended agent, who assumes that the execution of
the task is ongoing. The “pause” button works as a toggle, i.e. a suspended
agent can be restarted by selecting it again and clicking “pause agent”.

4 Evaluation

AA is difficult to usefully test in a structured way because AA is designed to
handle situations unanticipated by the designer – experiments created by a de-
signer cannot test things they did not anticipate. Any structured experiments
will likely be biased towards the features developers have included in the system.
Hence, the best testing of AA is use in real world projects by real users. This is
one approach being taken for the evaluation of EASE.

The original domain that EASE was used in was air-combat simulation with
Saab’s TACSI system [Saab, 1998]. During one early demonstration of EASE
the potential for genuinely useful AA was unexpectedly tested. The author was
demonstrating a simple air-combat mission to engineers from Saab Aerospace.
Mid-way through the demonstration it became clear that there was an error in
the aircraft avoidance specification created for that demonstration and that a
mid-air collision was likely. Realizing this, a “height” agent was temporarily con-
tracted which caused the EASE controlled aircraft to change altitude, avoiding
the imminent collision. The AA turned a potentially disastrous demonstration
into a success. The most pleasing part of the incident was that the AA system
was able to handle a clearly unexpected situation involving a newly introduced
bug in another part of the system.
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EASE was also used in the development of a RoboCup simulation team
[Noda, 1995]. During the development process for the Headless Chickens IV
RoboCup football team [Scerri et al., 2001], AA was extensively used. The infor-
mation required for doing AA reasoning is similar to that required for debugging,
hence the same interfaces used to present information for AA also provided use-
ful information for debugging. However, the ability to see inside the agent for
debugging was a small bonus compared to the ability to change the players’
behavior while they ran. The functionality provided by the AA was very useful
for experimenting with the behavior of the agent. The task of setting up specific
test scenarios was made significantly easier because the agent could be manipu-
lated at runtime, instead of the more standard process of stopping the game and
changing the player specifications. Furthermore, players with considerable gaps
in their functionality, e.g., not stopping when a goal was scored or not listening
to referee calls, could still be effectively tested because the developer could come
in and “help out” via AA, when the player encountered a situation it did not
yet have the functionality to handle.

Other application areas, including disaster management simulations, com-
mand and control training and network management simulation are currently
being investigated using EASE.

5 Conclusions

We used a team infrastructure to implement a flexible, robust AA mechanism
for controlling actors in simulation environments. The user manipulates a multi-
agent system controlling the actor, thereby changing the behavior of the actor.

The team infrastructure brings flexibility and adaptability to the architec-
ture, allowing it to quickly adapt to changes made by the user. When the user
changes one part of the multi-agent system, the team mechanisms coordinate to
produce the new behavior. This means that the user needs to pay less attention
to the details of the changes they intend to make, thus making their task easier.
Furthermore, the team style of partioning the functionality of the system often
makes it easier for the user to isolate the aspects of the actor’s behavior that they
want to observe and possibly change. Utilizing a flexible team infrastructure as
the basis for AA seems to offer significant promise as a mechanism for making
the AA more robust and easier to build.
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Abstract. This panel discussion focused on the dimensions of autonomy that
are defined and adjusted by the research of the workshop participants.  In
particular, the groups were able to explain and relate their work in adjustable
autonomy to each other's work, although the topics and application areas are
very diverse.  We describe three dimensions of an agent's autonomy that are
adjustable - the agent's independence in how it carries out its goals, its control
over choosing between options to carry out its goals, and the set of goals it has
to achieve. Each of these dimensions of autonomy can be adjusted over time.

1   Introduction

The panel discussions at the First Workshop on Teams with Adjustable Autonomy,
held at PRICAI 2000, focused on identifying the primary dimensions of agent
autonomy that are adjusted by the research work of the various workshop participants.
Although this workshop and three previous workshops (Musliner and Pell 1999,
Hexmoor 1999, Kortenkamp 1999) have addressed the topic of adjustable autonomy,
this topic area is still in its infancy and its boundaries and core ideas have yet to be
precisely defined.  The work presented at all these workshops has varied widely with
respect to the interpretation of “agent autonomy” and “adjustable autonomy.”  As a
result, it can be difficult to relate the different research approaches in the papers and
presentations to one another.  The panel discussion at this workshop gave researchers
the opportunity to ask and answer the question, “How does each piece of research
presented here connect to other pieces of research in the context of adjustable
autonomy?”  This paper describes the framework that the workshop participants
developed to compare and contrast their work on adjustable autonomy.
The concept of agent autonomy is broad, thus no widely accepted definition for this
concept exists in the field of agent-based systems.  This poses a fundamental
challenge for developing a consensus about “adjustable autonomy.”  Nevertheless, it
is well accepted among workshop participants that “autonomy” can be adjusted and
that this endeavor can lead to the development of systems with useful agent behavior.
Therefore, the unifying model of adjustable autonomy sought by this panel discussion
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is developed from descriptions of these useful adjustments rather than from
controversial previously proposed definitions of autonomy. The autonomy
adjustments considered by this workshop lie in various dimensions. The proposed
model of adjustable autonomy attempts to relate these dimensions to one another.

Independence
Increasing options available to carry out goal
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Fig. 1.  Relationships of Dimensions of Adjustable Autonomy

As exemplified by the research presented at this workshop, most instances of
“adjustable autonomy” research actually adjust different things. This is the
fundamental problem faced when relating each piece of research to its counterparts.
We identified each of the “characteristics” that were being adjusted as different
dimensions of autonomy.  Three primary dimensions were identified and related to
one another to form a unified context for discussions of adjustable autonomy.

The three primary dimensions of adjustable autonomy we identified are as follows:

(1) Independence – changing the number and kinds of options an agent can
exercise in carrying out a particular goal.  As the number of exercisable
options increases, the agent’s autonomy increases.

(2) Control – changing the degree of decision-making control an agent has over
which options it exercises in carrying out a particular goal.  As the degree of
decision-making control an agent has increases, the agent’s autonomy
increases.

(3) Goals – changing the goals (and/or their priorities) that an agent is pursuing
over time.  For each goal an agent pursues, the first and second dimensions
determine the amount of autonomy the agent has, with respect to that goal.

Each of these three dimensions relates to the others, as shown in Figure 1.  An
agent is assumed to have one or more goals at all times.  For each goal, an agent has a
particular degree of control over the decision-making process that determines how
that goal should be carried out (autonomy in the decision-making process).  For each
goal, an agent has a particular set of options or alternatives available for carrying out
that goal (autonomy with respect to independence).  The following example
highlights these three dimensions.
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Let Broker be an agent whose goal is to “make money for Investor over the long-
term horizon.”  Let Investor be a person who uses Broker to invest money and who
can adjust the autonomy of Broker (or on a constituent basis, the autonomy per goal,
held by Broker).  Assume Broker has the capability, in general, to invest money in
bonds, mutual funds, individual stocks, and precious metals.

Investor can adjust the autonomy of Broker by placing constraints on the options
Broker can exercise to make money.  For example, Investor can limit Broker to
investments of only precious metals and bonds.  Alternatively, Investor can allow
Broker to invest in bonds, mutual funds, and individual stocks.  Here, Investor is
adjusting Broker’s autonomy along the first dimension, independence.  Investor could
allow Broker to have maximum autonomy along this dimension by allowing Broker
to exercise any or all of its possible buying capabilities.

Investor can adjust the autonomy of Broker along the second dimension by taking
over some or all of the decision-making control for how the money is invested.  For
example, Investor could allow Broker to have maximum decision-making control by
simply transferring the investment money to Broker and letting Broker decide where
and when to invest it.  Alternatively, Investor can take away some of the decision-
making control from Broker and make Broker consult with Investor about every
transaction.  At the other extreme, Investor could allow Broker to have no decision-
making control and simply order Broker to make each individual transaction that
Investor wants.

Investor could also give Broker another goal or goals, which may or may not
conflict with the goals Broker already has.  For example, Investor could give Broker
an additional goal of “generate monthly income for Investor.”  The options and
decision-making control that Broker can exercise for this goal may vary.

These dimensions help describe what is being adjusted as adjustable autonomy is
realized.  Different dimensions may be adjusted, but in each case, these adjustments
occur dynamically, over time, as a system operates.  Therefore, in the example,
Investor may change Broker’s goals, control, and independence multiple times in the
course of a week or a month.  This time-scale may actually become very short for
some other types of systems.  To realize adjustable autonomy, Investor must be able
to both increase and decrease Broker’s autonomy as the system operates and changes.

The following sections describe research contributions of the workshop
participants addressing the realization of these adjustments.  Each contribution is
discussed within the context of the dimensions of adjustable autonomy introduced
above.

2   Independence

Independence refers to the number of different ways that an agent is allowed to try to
achieve its goals.  The more options an agent has the more autonomous it can be said
to be.  An example is the 3T architecture developed at NASA JSC (Bonasso et al
1997a).  The 3T architecture consists of a low-level set of skills that perform actions
in the environment, a mid-level reactive planner (Firby’s RAPs system (Firby 1987))
that activates and deactivates sets of skills and a high-level planner that places
reactive plans (RAPS ) on the agenda and monitors resources and time.  This
architecture allows for independence in many different ways.  First, the RAPS system
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allows the developer to encode different methods to accomplish the same tasks.  The
RAPS system can choose amongst these methods depending on sensed data or
previous experience.  Typically one of those methods is to ask a human to perform the
task (see Bonasso et al 1997b).  Second, the planner replans when the current plan is
failing and attempts to come up with an alternate path to the goal situation.  Finally,
by breaking the agent’s sensing and acting capabilities into low-level primitive skills
the architecture allows for easy recombination of these skills to accomplish tasks in
novel ways.

Adjusting an agent’s level of autonomy with respect to independence can take
many different forms.  For example, at the planning stage a knowledgeable user can
restrict the search space of the planner.  Various forms of mixed-initiative planning
(Burstein and McDermott 1996) do just that – use human knowledge to guide the
planning activities of an agent.  This restricts the agent’s independence in choosing
plans and, therefore, adjusts the agent’s level of autonomy.  Or a human user can
restrict the agent from using a particular method or from using a particular action.
For example, we have an autonomous control system for an advanced water recovery
system (see Bonasso 2001) and we can tell the control system not to use particular
pumps or valves when accomplishing a task.

In general, restricting an agent’s independence is a good way to guide it in the right
direction without needing to take direct control. This allows the agent to maintain
awareness of the situation and react to new data, while still allowing the human to use
his or her capabilities.  Any adjustably autonomous agent needs to have mechanisms
for restricting its actions and guiding its deliberations.

3   Control

The dimension of autonomy described in this section considers autonomy as decision-
making control.  This viewpoint holds that an agent’s degree of autonomy, with
respect to some goal that it actively uses its capabilities to pursue, is the degree to
which the decision-making process, used to determine how that goal should be
pursued, is free from intervention by any other agent (Barber and Martin, 2001a).

The capability of adjustable autonomy with respect to decision-making control is
realized in Adaptive Decision-Making Frameworks (ADMF)(Barber et al. 2001a).
The following subsection presents a representation of autonomy as decision-making
control that is based on the representation of agent decision-making frameworks and
decision-making interaction styles.  A decision-making framework (DMF) specifies
the set of interactions exercised by members of an agent group as the group
determines how a goal or set of goals should be achieved.  The interactions specified
by a decision-making framework are (1) decision-making control relationships and
(2) authority-over relationships.  A specification of decision-making control dictates
which agents make decisions about how to achieve a goal.  A specification of
authority-over dictates to which agents the decision-makers can assign tasks (i.e.
which agents the decision-makers have authority over).  An agent’s individual
decision-making interaction style describes how that agent participates in the overall
framework.  Agents adopt a distinct decision-making interaction style for each goal
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they pursue.  Agents’ decision-making interaction styles can be described informally
along a spectrum as shown in Fig. 2.

 SPECTRUM OF DECISION-MAKING STYLES 

Command- 
driven 

True 
Consensus 

Locally 
Autonomous / 

Master 

Fig. 2. The spectrum of agent autonomy with respect to decision-making interaction styles.

The three discrete categories of decision-making interaction styles, which define
salient points along the spectrum, are labeled in Fig. 2:

� Command-driven – The agent does not make any decisions about how to
pursue its goal and must obey orders given by some other agent(s).

� True Consensus  – The agent works as a team member, sharing decision-
making control equally with all other decision-making agents.

� Locally Autonomous / Master  – The agent makes decisions alone and may
or may not give orders to other agents.

A decision-making framework is composed of a coherent set of individual
decision-making styles for all participating agents (e.g. a Master/Command-driven
framework, an All Consensus framework, etc.).

A computational representation of agent decision-making interaction styles is
needed in order to assign, evaluate, and modify these concepts in an automated
fashion (i.e. to realize the capability of ADMF).  Such a representation gives the agent
or its designer something to set, a “knob to turn” so to speak, allowing decision-
making control to be assigned and adjusted.

Decision-making interactions can be represented by the tuple (D, G, C) (Barber et
al., 2000), where D identifies the decision-makers and their relative strengths in the
decision-making process, G identifies the set of goals that are the focus of the
decision-making framework, and C declares the authority-over constraint.  Table 1
presents the specification for this representation, and each component is explained in
detail in the following paragraphs. An algorithm for classifying assignments to the (D,
G, C) representation according to the decision-making interaction styles defined in
Fig. 2 is introduced in (Barber et al., 2000).

The set D identifies which agents make decisions about how the intended goals
listed in G should be pursued.  D also describes the relative strength of these decision-
making agents in the decision-making process.  The evaluation of the relative strength
of any agent in the decision-making process is based on an analogy to a simple voting
process in which every vote must be cast.  In this process, every decision-making
agent receives an integer number of votes, greater than or equal to one.  In D, the

tuple ( ax , xav ) represents an agent who is making decisions about how to pursue the

goal(s) in G along with the number of votes that agent can cast to determine the
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Table 1.  Specification for Decision-Making Interaction Representation

Decision Making Interaction Representation (G, D, C)

D decision-makers {(a0 , 0av ) [, (a1 , 1av ), ..., (an , nav )]},

       or   { (a1 , 1av ) [, ... , (an , nav )]}

G focus { 0a
ig [, 1a

jg , ... , na
kg ]}

       or   { 1a
jg [ , ... , na

kg ]}

C authority-over
constraint

{ a0 [, a1 , ..., an ] }
       or   { a1 [, ..., an ] }

overall decision of the group.  Each agent in the set D may play an equal part in
determining how to pursue G, or some agents may have more votes than others.

As the focus of the decision-making framework, G, identifies the goal(s) about
which agents are making decisions.  Any agent may make decisions for goals it
intends to achieve as well as for goals that other agents intend to achieve.
Additionally, agents may combine their goals for concurrent solution in a “you
scratch my back, I’ll scratch yours” fashion.  The set G may either contain a goal
intended by the self-agent (a0), plus any number of goals intended by other agents (1
per other agent), or G may contain only goals intended by other agents and no goal
intended by the self-agent.  The set G must identify at least one goal intended by some
agent.  If the number of elements in G is greater than one (|G| > 1), then the decision-
making agents must find a solution for all constituent goals concurrently.

The set C simply lists the agents who are bound to carry out the decisions made by
the decision-makers identified in the set D.  The decision-makers are said to have
authority over the agents in C because these agents have previously committed to the
decision-making framework, thereby committing to accept task assignments from the
decision-makers that are required to carry out the goal(s) identified by G.  The
authority-over constraint, C, ensures that some agent(s) will carry out the decisions of
the decision-making group.  If an agent listed in C fails to accept its required task
assignment, it must pay a penalty for breaking its commitment to the decision-making
framework (Martin, 1997).

Previous experiments exploring the Adaptive Decision-Making Frameworks
(ADMF) capability have shown that no one decision-making framework performs
best across various situations that may be encountered at run-time (Barber et al.,
1999).  In fact, the performance of agents operating under a given decision-making
framework differs greatly across run-time situations.  Given these differences, further
research has been undertaken to show that agents capable of ADMF (who implement
the decision-making framework that performs best for every different situation
encountered) perform better overall than agents who are not able to adapt to various
situations in this manner (Barber and Martin, 2001b).  Overall these experiments
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show that implementing the capability of Adaptive Decision-Making Frameworks is a
useful method of realizing adjustable autonomy in agent-based systems.

4   Goals

This section considers the adjustment in autonomy of an agent produced by changes
to its set of goals or objectives (and/or their priorities). For each goal an agent
pursues, the independence and control dimensions described above determine the
amount of autonomy the agent has with respect to each goal.

An agent development environment called EASE (End-user Actor Specification
Environment)  (Scerri and Reed, 2000a, Scerri and Reed, 2000b) allows a user to
adjust the autonomy of an actor interacting with a simulation environment by
changing the goals the agent is pursuing or can pursue.  Examples of actors are a pilot
controlling an aircraft in a tactical simulation or a football player in a football
simulation.  Each actor moves in its environment and its actions are produced by the
reasoning of a hierarchy of agents.  Each agent in this hierarchy is relatively simple
and pursues one goal or objective. An agent accomplishes its goal by contracting
other agents (which are then instantiated and fall just below the agent in the
hierarchy) to satisfy parts of its goal or objective.  A user is able to add and remove
agents in the hierarchy, thereby changing the goals or objectives the agent can pursue
(adjusting the autonomy of the actor).  A user may also change the priorities of goals
or change the way a goal is pursued.

The user can make two types of changes in the autonomy of an actor - temporary
ones that modify specific agents in the actor, and permanent ones that modify a
generic agent or some other variables.  The temporary modifications are ones done to
the agents that are currently negotiating contracts within an actor.  These
modifications are adding agents (goals), removing agents (goal and all subgoals), and
suspending agents (temporarily inactivating the goal and its subgoals from the
reasoning process).

The persistent modifications a user can make include adding new or removing
existing types of agents to the pool of available generic agents that can be contracted,
adding capabilities to an existing generic agent, removing or modifying the
capabilities of an agent, and modifying the importance (priority) of the agent.  Since
these changes are done to the generic agents instead of to particular instances of
agents, the changes affect every agent created from the generic agent in future
simulations.  A user can also modify the values of constants that are used by agents in
their decision-making.  This will affect all future decisions of any agent using the
constant in its reasoning. This has the potential to affect decision-making control and
make alternative solutions available to solve goals.

Certainly there are other ways to change the autonomy of an actor by changing its
goals.  EASE is a prototype implementation of one set of ways for doing the
adjusting.
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5   Discussion

Falcone & Castelfranchi (2000) describe levels of delegation and adoption as they
relate to adjustable autonomy. They describe two categories of meanings for
autonomy.  The first is self-sufficiency - not being dependent on others for one’s
goals.  The second is performance or executive autonomy, which the authors divide
into 2 subcategories, planning autonomy, how much of the goal planning the agent
does for itself, and goal autonomy, whether the agent is allowed to have/find goals.

The dimensions of autonomy described in the previous sections relate to the types
and levels of delegation described in Falcone & Castelfranchi (2000) as follows.
They describe an n-dimensional space of delegation types to characterize the
autonomy of an agent.  In their example (n = 3) they show the types: 1) delegation of
control, 2) specification-based kinds of delegation and 3) interaction-based kinds of
delegation.  Their delegation of control dimension ranges from full control to no
control.  This is approximately the same as the control dimension described above.

Secondly, their specification-based kinds of delegation ranges from closed
delegation (complete specification of the task) to open delegation (less complete
specification of the task).   This is similar to the independence dimension above.

Finally, their interaction-based delegation ranges from strict delegation (contracts)
to weak delegation, where an agent believes another agent will accomplish a desired
goal on its own. This dimension overlaps both the control dimension and the goal
dimensions above. Control:  "Who" has control over what goals the agent should
achieve? Goals: Can a goal be "forced" upon an agent?

6   Conclusions

The panel discussion was useful in identifying common features within the research
presented as well as identifying some differences. This paper also ties the discussion
to other work in adjustable autonomy.   It seems we have only touched the surface of
the definition and use of adjustable autonomy and teamwork in agent systems.
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